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Document Purpose
This document highlights updated (FINAL) requirements for the Content Management System,
Platform and Services for Multiple Website RFP.

Vendor feedback is sought against both updated and original (unmodified) RFP requirements, with a
primary purpose to reduce overall project cost.

Requirements updated from the original document are highlighted in the following manner;

e Requirements text no longer required is marked by strikethrough e.g. requirement-text
e Additional requirement text is marked with yellow highlighting e.g. requirement text

Example:
Action required for
ID Priority | Requirements Rationale | shortlisted vendor
C52 | M Multi-page-documentrepresentedin e Demonstration
: - h A
“.III'IFL ’ ._utal_natls ok "“.Fs;lt s.sn.e|5|la-n

Multi-page document represented in
HTML:, The HTML produced should have
Pagination functionality automatically
inserted if it was a multi-page document.

Vendors are encouraged to review the Priority definitions on page 19 of the original RFP when
assessing re-prioritised requirements.

Requirements not included within this document are unmodified, and should be read as presented
within the original RFP.



Component #1: CMS vendor professional services

C1. Content Types

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a 2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please descr be in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
C24 | MS The product must should be capable of supporting SSL/HTTPS To enable secure

secure channels for Agency sites. The product shall ensure that
CASS administrative functions or content editing transactions are
performed over strongly encrypted channels eg, TLS 1.2.

The administrative access needs to be controlled so that it is not
available over the internet. For example, it is only available from
CASS, listening on a different network interface, restricted IP address
range, particular ports.

transmission of data, such as
when public users submit
online forms. To protect the
confidentiality of the content
the system maintains.




C3. Roles and Workflow

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clanty), please descr be in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
C34 | MS Permissions to create and run bulk-handling sequences (as described e Demonstration
in requirement C5.1) must should be role based (ie, Restricted to
certain classes of user). Not all users have access to the bulk-
handling tasks.
C36 |MS Draft pages and files can, if required on a case by case basis, be We want to apply approval e  Written paper
routed for approval prior to publication. Authorised user will have the | workflows to some types of e Vendor to indicate how flexible
authority to perform bulk-handling. If the pages are not approved, the | content or specific instances the application of workflow to
workflow will route the pages automatically back to the content of content but not to all contents in the CMS.
author. content. Vendor to indicate
how flexible the application of
workflow to contents in the
CMS.
C3.10 | MS Workflow with ability to review in preview mode: The product * Demonstration

must should enable a CASS user to preview the draft content which
is ready for approval in a “safe” manner without impacting production
websites.

Currently, the process is sending screenshots of content to another
user for their approval.




Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please descr be in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
C3.13 | MS The product srust should ensure that each item of content, (for Every item of content must * Demonstration
example pages, files, images) identifies an “owner” of the content; have one user or role that is
the owner being one of the following: responsible for the content.
* a specified content author
* a specified role, or
* a specified group of roles.
C3.14 | MS The product must should enable an authorised user to perform bulk To facilitate content owner * Demonstration

reassignment of content from one “owner” to another.

change when staff change
roles or leave the
organisation.




C4. Performance

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’, 3’
or ‘4’ (or in any other case you deem necessary
ffor clarity), please descr be in detail how your

Vendor |solution will meet the requirement. Indicate if
response [customisation involves contr buted modules or
ID Priority | Requirements Rationale [1/2/3/415] |custom modules_]
C4.3 M Due to high volume of pages, e Demonstration

there is a need for a bulk
processing and automated
mechanism to be in place.

Prove 5 items per second, or
something as close as possible
to that number.

If vendor is unable to achieve the
speed, CASS would still like to
know the average speed
measured so that this becomes a
known number.




ID

Priority

Rationale

Vendor
response
[1/213/4]5]

Action required for shortlisted
vendor/

Vendor’s detailed response
[Where you have responded with either a '2’, *3’
or ‘4’ (or in any other case you deem necessary
ffor clarity), please descr be in detail how your
solution will meet the requirement. Indicate if
customisation involves contr buted modules or
custom modules ]

Requirements

The vendor solution MUST import content into draft state from the
HTML Cleaner application without any slowdown in performance of
the CMS. These processes should be able to receive content into a
Draft state up to 6000 pages and associated files within 20 minutes
(desirable target rate). Progress feedback should be provided
without generating errors eg, 404s or 502s, or timeout errors or
other errors

The vendor must outline a maximum observed publishing rate of
their solution (pages per minute), being a production environment
deployment. Vendor should also highlight factors likely to degrade
this performance benchmark over the life of the solution.




Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’, *3’
or ‘4’ (or in any other case you deem necessary
ffor clarity), please descr be in detail how your

Vendor [solution will meet the requirement. Indicate if
response [customisation involves contr buted modules or
ID Priority | Requirements Rationale [1/2/3/415] icustom modules ]
C44 MS Budget day scenario, based on budget day peak user activity: e Demonstration
Publishing of 6000 pages and files (workflow from draft to Prove the 200 items per second
published state) sust should be able to be accomplished within 30 rate, or something as close as
seconds, including purging the cached versions (if vendor intends possible to that number. CASS
to implement cache management) of previously published pages. will provide the sample files. If
This is so that public users will be able to view the latest Budget the vendor is unable to achieve
information at 2pm. the 200 items per second rate,
Note the non-contiguous nature, for example, that the content CASS would still like to know the
loading will be for approximately 5700 new files/pages, and also average speed measured so that
new versions of files and pages (approximately 300) at various this becomes a known number.
locations. Refer to Appendix 9 for list of Budget day content
updates.
Quantitatively speaking, it must bulk publish at a rate of 200 items
per second, and achieve this rate while achieving the performance
requirement C4.1.
CASS seek vendor feedback on limitations to achieving this
publishing rate and/or how it could be achieved
C45 |MS New and/or updated content must should be visible to the public e Demonstration

user in less than 30 seconds after publishing.




Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’, *3’
or ‘4’ (or in any other case you deem necessary
ffor clarity), please descr be in detail how your

Vendor [solution will meet the requirement. Indicate if
response [customisation involves contr buted modules or
ID Priority | Requirements Rationale [1/2/3/415] icustom modules ]
C4.6 MS If Vendor suggests implementing cache management, Vendor to e  Written paper
describe how to manage the cache to achieve the desired
performance, and ensure that updated and new content is available
immediately.
If Vendor suggests NOT implementing cache management, Vendor
will also need to describe how to achieve the desired performance
without a cache.
C4.8 MS The product must should support an average of 40 concurrent To support content author
agency users performing content management functions activities and smooth
concurrently, while achieving the performance requirement C4.1. operation of the publication
team.
C4.9 MS The product must should be capable of supporting increasing
visitor volumes over time, including an estimated growth of visitor
volumes 30% per year in the first 3 years.
C413 | S The product should support elastic scaling to support periods of high | CASS sites may need to
demand. respond to periods of high
demand with short notice e.g.
topical press releases of high
public interest
C414 | S The product should support elastic server scaling to realise cost Service/License charges only

savings during low demand periods e.g. hosting, bandwidth and/or
licensing costs

occur during period of high
demand




C5. Automation

ID

Priority

Requirements

Rationale

Vendor
response
[1/2/31415]

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please descr be in detail
how your solution will meet the requirement.
Indicate if customisation involves contr buted
modules or custom modules._]

C5.1

M

To handle the automation of
bulk-importing of content.

e Demonstration
e Written paper




ID

Priority

Requirements

Rationale

Vendor
response
[1/2/31415]

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please descr be in detail
how your solution will meet the requirement.
Indicate if customisation involves contr buted
modules or custom modules._]

See Appendix 6 for the current processes used—Fhe-vendermmay
s L imol hich-achi he desired
automation-and performance-
See Appendix 9 for list of sample Word docs for conversion.
Automation must process content produced by the Treasury HTML
Cleaner application. Content packages will be delivered to the CMS
and contain HTML, binary files and metadata. Content packages may
include multi-page content, and/or have multiple sites or locations
(IA) to be deployed to. The solution will need to decompile packages
and deploy as specified to a Draft state, and support bulk work flow
state changes e.g. Draft to Review, bulk publishing.

The solution must support the ability to edit content post automation,
including removal of the content in part or whole e.g. page, file,
image, metadata. Editing should be preformed through the solution
interface (Rich Text Editor), including the editing of markup to tables
eg for tables: <thead>, <tbody> tags; id and header attributes on
table cells.

Automation will achieve a throughput no less than outlined for the
Budget Day peak period (C4.1, C4.3).

Treasury acknowledge “handshaking” between the HTML Cleaner
and vendor solution will need designing. The HTML Cleaner will be
reworked as part of this project by Treasury development staff, so




ID

Priority

Requirements

Rationale

Vendor
response
[1/2/31415]

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please descr be in detail
how your solution will meet the requirement.
Indicate if customisation involves contr buted
modules or custom modules._]

accommodating changes in existing functionality e.g. API, XML

C5.2

messaging.

eallv i i I I '
Multi-page document represented in HTML:, The HTML produced
must have Pagination functionality automatically inserted if it was a
multi-page document.

e Demonstration

C5.7

Bulk-processing of Image galleries: Ability to display and manage
images in galleries or collections. Ability to mass-associate
metadata with images at the individual and library (collection)
level.

To improve productivity and
ease of managing bulk
images

e  Written paper

C5.8

Automatic expiration of pages and files: ability to specify a date
and time when pages and files will be automatically made
inaccessible publicly.

The content owner has the option to be notified “X” days prior to the
expiry date of a page and/or file (requirement C3.7). If he does not
take any action, the page and/or file will automatically expire. “X”
represents a parameter configurable on a page-by-page and file-by-
file basis.

To increase the confidence of
site users that content they
find on a site is up to date, by
ensuring that content that is
published on a site cannot be
“forgotten” and remain live
after it is out of date.

10




Vendor
response
[1/2/3/415]

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please descr be in detail
how your solution will meet the requirement.
Indicate if customisation involves contr buted

ID Priority | Requirements Rationale modules or custom modules ]
C59 | MS The default expiry will be NO expiry because we want to ensure To ensure old but still current
that old-but-still-current-content does not automatically get taken content does not
down. automatically get taken down.
C5.10 | MS The product must should allow content authors to extend the expiry | To ensure that content that
date of content at any time. remains valuable to site users
can remain available as long
as it is required.
C5.11 | MS The product sust should allow the creation of multiple new drafts A typical scenario is that on

of each page and file and allow for each draft to automatically go
live for scheduled periods, to supersede an existing page, subject
to workflow approval of the same pages and files.

Budget Day,
www.treasury.govt.nz/budget
needs to be updated 7-8
times before and after the
embargo is lifted at 2pm.
Each of these drafts can be
prepared well in advance and
have set times to be live eg,
draft A between 6am and
9am, draft B between 9am
and 11am and so on.

11




C6. Ability to implement White label master website

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a 2’,
3’ or ‘4’ (or in any other case you deem
necessary for clarity), please describe in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules ]
C6.1 | MS Vendors to aid a view in how best to manage the following requirement and/or | To easily facilitate a e Demonstration

options to achieve the same without complicating ongoing maintenance. A
clear cost indication is required if a vendor wishes to progress a white label
approach.

The ability for sites to inherit from a "master" site in terms of HTML and CSS
controlling layout, positioning of elements, usability and accessibility features,
and core look and feel. We envisage using dev, test and production versions
of the Master to test and deploy core functional modules and changes to
HTML and CSS. The master will not be viewable by the public.

Sites referencing or inheriting from the Master for core HTML and CSS will
have additional site-specific CSS to control the “theme” of that site ie, the
application of the agency or website brand/theme to that site.

We also need to allow for additional variation of CSS for sub-sites either at
sub-folder level eg, www.treasury.govt.nz/budget/2013 (eg, a National-led
government’s blue Budget theme) or at sub-domains eg
careers.treasury.govt.nz or cabinetmanual.dpmc.govt.nz for example.

So all children sites inherit from the parent but their children are still able to
apply additional individual custom CSS and themes. For example, the
www.treasury.govt.nz/budget and the careers.treasury.govt.nz websites will
be able to inherit from www.treasury.govt.nz which in turn inherits from the
Master, while still honoring any specific individual custom CSS and themes
applied to individual child sites.

See Appendix 7 for diagram.

[Note: must be achieved based on the Budget day peak user activity, ie,
without compromise to Performance (Requirement C4.1)]

common look-and-feel
across all websites.

12




Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please describe in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/4]5] | modules or custom modules.]
C6.2 | MS Functionality eg modules for forms, surveys, search enabled in the While we want site
Master site can be easily deployed (turned on or off) for individual visitors to have a
subsites inheriting from the Master. consistent user
experience in our sites it
is likely that not all
modules will be needed
on some sites.
C7. Search
Action required for shortlisted
vendor/
Vendor’s detailed response
[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarnty), please descr be in detail
Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
C7.1 | MS Describe how the product search engine is optimised e  Written paper

13




ID

Priority

Requirements

Rationale

Vendor
response
[1/213/4]5]

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please descr be in detail
how your solution will meet the requirement.
Indicate if customisation involves contributed
modules or custom modules._]

C7.2

MS

Describe how you would implement faceted search across the multiple
websites on the platform.

An improved
experience in search,
but consistent
‘behaviour’ on each
site on the platform.

We intend to leverage
metadata much more
than we do currently to
support faceted
searching eg, to
breakdown content by
type, originating
author.

e  Written paper

C7.3

Must Should have the option to “search this site only”. For example, to
search DPMC website only.

C74

The product must should support federated searching across a
website or across all the websites even if they are on a different
instance of the product or on a completely different platform. For
example, the ability to search the Civil Defence website
(SilverStripe/Common Web Platform) from DPMC website (on the
proposed new platform).

14




C8. New Zealand Government web standards and Accessibility requirements (eg, for disabled public readers)

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clanty), please descr be in detail

compliance with the New Zealand Government Web Standards
https://webtoolkit.govt.nz/standards/

Identify areas where additional development or HTML/CSS fixes are
required to CMS-generated code to ensure compliance (probably
based on recent experience for other clients).

comply with
accessibility
guidelines.

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contr buted
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
C8.1 | MS Describe or demonstrate the extent to which the CMS helps ensure To ensure that sites e Demonstration

e Written paper

15




Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clarity), please descr be in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contr buted
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
c82|S The CMS should have a good wysiwyg editor which helps Web To ensure that sites e Demonstration of wysiwyg editor.

editors to produce standards-compliant content, especially for
Accessibility requirements for complex tables. Complex tables
require additional markup to be made fully accessible (eg, table cell
id/header attributes).

Reduced reliance on offline processes to add this markup is
desirable. eg, Web editor is able to improve accessibility of complex
tables in wysiwyg interface by selecting rows, columns and individual
cells and using toolbar buttons to add markup (ie without recourse to
HTML code editing).

The product should provide accessibility help functions (eg, prompt to
supply image alt tags) when updating content.

Note that currently, CASS is using Javascript Dreamweaver
extensions to apply accessible markup to complex tables in this

fashion:
Outside Scope

Appendix 6 includes details of the current process, specifically
applying accessibility markup to HTML tables in offline HTML files
(prior to import to the CMS) using custom Dreamweaver commands
(Javascript). We need to replicate these commands in a wysiwyg
editor in the CMS.

comply with
accessibility
guidelines.

We are looking for
improvements to our
current processes.
Appendix 6 includes
details of the current
process, specifically
applying accessibility
markup to HTML
tables in offline HTML
files (prior to import to
the CMS) using
custom Dreamweaver
commands
(Javascript).

e Any proposals around applying
accessibility markup can be
described in a written paper.

o CASS would like an indicator of
cost associated with this
requirement

16




C11. In-page scripts and CSS

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clanty), please descr be in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/4]5] | modules or custom modules. ]
C11.1 | MS The product sust should support the use of JavaScript either in To provide flexible e Demonstration
templates or by allowing authorised CASS CMS administrators to presentation of content
insert scripts into content.
C11.2 | MS The product must should have the ability to relatively easily manage CASS has a e Demonstration
any necessary JavaScript libraries as needed. preference for a GUI
It must have the ability to include JavaScript on a per page basis. operation tool to tumn
For example, NZDMO Acknowledge and Hide disclaimer is currently on or turn off, a'.‘d to
. . . embed JavaScript.
written in JavaScript.
http://www.nzdmo.govt.nz/publications/mediastatements
C11.3 | MS The product must should have the ability to relatively easily add We need a mechanism ¢ Demonstration
custom CSS to the specific pages as needed. to be able to provide
in-page specific CSS
for formatting on
exception basis.
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C12. Content structure

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clanty), please descr be in detail

generic metadata fields for all content items at the time content is
both created and edited.

Metadata fields captured automatically shall include, but are not
limited to:

e Created date

e Created by user

e Last updated date
e Last updated user

Note: this requirement is for standard generic metadata. The bulk
metadata processing as described in requirement C5.1 is about
applying non-generic metadata, or specifically changing these
generic items.

standardise the
capture of metadata.

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
C123 | MS The product must should support the auto-generation of standard | To streamline and
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C13. Interaction with the public user — browsers, input forms, newsletter subscriptions, discussion forums, RSS

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clanty), please descr be in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
C131 | M The website content produced by the product must be viewable in
browsers used by more than 1% of public users, which are:
e Internet Explorer 678+
e Google Chrome (all versions)
e Firefox 4+
e Safari 6+
Opera 9+
C133 | M The product must securely store data submitted by users eg, email | To enable users to *  Written paper to outline how data

addresses, using forms described in requirement C13.2.

submit information,
including personal
information to the
website.

Any data collected will
be exported for further
work — integration with
other systems is NOT

in scope

will be secured

19




C14. Author tools

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a '2’,
‘3’ or ‘4’ (or in any other case you deem
necessary for clanty), please descr be in detail

Vendor how your solution will meet the requirement.
response | Indicate if customisation involves contributed
ID Priority | Requirements Rationale [1/2/3/415] | modules or custom modules.]
C14.1 | MS The product must should enable administrators to create and edit To allow e Demonstration
stylesheets. administrators to have
control over the way
content will display.
C147 | M The product must allow an authorised CASS content author to add To facilitate the e Demonstration

any of the following items into a page of content:
e hand coded HTML

e scripts from a preset library managed by template
designers, for example, able to reference JQuery functions

e embedded objects

e embedded code from other websites. The websites and
embedded objects will be from a white list.

Note cross-references to CSS and JavaScript insertions in
Requirement C11 and Requirement C21.5.

creation of enhanced
site content.

CASS has a
preference for a GUI
operation tool turn on
or turn off, to embed
scripts.

These items will be

reviewed on a periodic
basis.
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C15. Content migration

ID Priority | Requirements

Rationale

Vendor
response
[1/2/3/415]

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either a
'2’, ‘3 or ‘4’ (or in any other case you
deem necessary for clarity), please
describe in detail how your solution will
meet the requirement. Indicate if
customisation involves contributed
modules or custom modules ]

websites.

C15.1 | MS Describe how content migration automation tools can be used to
automatically migrate content from existing central agencies’

Note: The labour involved in migration will be resourced separately
by the project. Hence, the professional services for migrating is out
of scope of the RFP.

To smoothly migrate
from the current
website to the new
product.

e Written paper

Vendor to describe what sort of
content migration automation
tools are available and what the
tools can do, Vendor to describe
the rate of migration for
example, 100 kb per second.
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C18. Compliance

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either
a’2’, "3’ or ‘4’ (or in any other case you
deem necessary for clarity), please
describe in detail how your solution will

Vendor meet the requirement. Indicate if
response customisation involves contr buted

ID Priority | Requirements Rationale [1/2/3/415] modules or custom modules ]

Cc18.1 | M The product must enable compliance with the mandatory standards Legal Requirement *  Written paper
released under the NZ Public Records Act 2005. impacting data
http://archives.govt.nz/advice/public-records-act-2005 storage and

archiving.

Cc182 | M The product must comply with the Recordkeeping Metadata Standard of | Required *  Written paper
June 2008 or later. government
http://archives.govt.nz/advice/continuum-resource-kit/continuum- standard.
publications-html/s8-electronic-recordkeeping-metadata-stand

c184 | S The product should comply with the Digital Recordkeeping Standard Required *  Written paper
(November 2010 or later). government
http://archives.govt.nz/s5-digital-recordkeeping-standard standard.

C185 | M The product must comply to the NZISM (New Zealand information Required *  Written paper
security manual). government security
http://www.nzsis.govt.nz/publications/security-in-the-government-sector/ | compliance.

Cc186 | M The product must comply to the New Zealand Government Web Required *  Written paper
Standards. government

standard.

https://webtoolkit.govt.nz/standards/
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C19. Versioning/auditing (required to support compliance with the Public Records Act)

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either
a’2’, "3’ or ‘4’ (or in any other case you
deem necessary for clanty), please
describe in detail how your solution will

Vendor meet the requirement. Indicate if
response customisation involves contr buted
ID Priority | Requirements Rationale [1/213/4]5] modules or custom modules.]
C191 | M The product must create and store a historical version of content when | To provide an audit * Written paper .
any updates to an item of content are made. If the content change trail of what content * Vendorto descrlbe_ the[r
includes changes to attached files, historical versions of the attached changes were appr'oach £ T h|stor|ca_l
- . . . . versions of the content will
files will also be created and stored. Each version will contain the made at what time. be captured, maintained and
metadata associated to the page or the file. recovered. (same paper will
cover C19.1, C20.4 and
C20.5)
C19.2 | MS The product must should, for every System Event, record the time, date | To capture an audit * Vendor to supply examples
and ID of the user who triggered the event. trail of every action g;s%l::eecrjn event detail
that causes a P
change to the data
record stored by
the product.
C19.3 | MS The product must should, by default, display the latest published version | To ensure that

of content on a live site to public users.

Earlier revisions of the page or file must, by default, not be made
available to the public user. Note that requirement C7.6 we want to be
able to explicitly identify or select archived copies of
documents/publications that can be made publicly available as
historical/archived versions.

public users are
presented with the
latest approved
content.
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Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either
a’2’, ‘3’ or ‘4’ (or in any other case you
deem necessary for clanty), please
describe in detail how your solution will

Vendor meet the requirement. Indicate if

response customisation involves contr buted
ID Priority | Requirements Rationale [1/213/4]5] modules or custom modules.]
C19.6 | MS The product must should enable an administrator to delete a version of To reduce the

content.

Note: An audit trail of any deletion of a version of content would be
required

likelihood of
erroneous content
being accidentally
made visible to the
public.
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C20. Audit and Archive

ID

Priority

Requirements

Rationale

Vendor
response
[1/2/3/415]

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either
a’2’, "3’ or ‘4’ (or in any other case you
deem necessary for clarity), please
describe in detail how your solution will
meet the requirement. Indicate if
customisation involves contr buted
modules or custom modules.]

C204

M

The product must record complete copies of all historical website
content updates, including file attachments.

To comply with the

Public Records Act.

Written paper

Vendor to describe their
approach to how historical
versions of the content will
be captured, maintained and
recovered. (same paper will
cover C19.1, C20.4 and
C20.5)

C20.5

The product must allow authorised users (see requirement C20.6 below
which describes workflow) to archive complete copies of all historical
website content updates that are older than a predetermined
(configurable) age.

To ensure that
retention and
disposal actions
can be triggered, if
required, once
certain content
reaches a pre-
determined age

Written paper

Vendor to describe their
approach to how historical
versions of the content will
be captured, maintained and
recovered. (same paper will
cover C19.1, C20.4 and
C20.5)
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Component #2: Visual and HTML/CSS Design work
V1. Core Design

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either
a’2’, ‘3’ or ‘4’ (or in any other case you
deem necessary for clanty), please
describe in detail how your solution will

websites will inherit from.

The base design must should be able to be easily extended to
subsequent websites, which will inherit their base layer of design from
the white label design.

Vendor meet the requirement. Indicate if
response customisation involves contr buted
ID Priority | Requirements Rationale [1/2/3/415] modules or custom modules ]
V1.1 | MS To produce an overall core design for all websites listed in page 15 of | To easily facilitate a a_presentationand
Appendix 3, based on the White label website as described in common look-and- demonstration-of-key-design
Appendix 7. feel across all requirements-and-white-label
The overall core design will contain the general theme where child websites. site-functionality-

e  Written paper

e Vendor to outline

recommended approach to
maintain base site design
(HTML/ Templates/ CSS/
Scripts) to ensure
inheritance where possible
from a base design. This
may not follow a strict “white
label” approach as outlined
in the original RFP.
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Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either
a’2’, ‘3’ or ‘4’ (or in any other case you
deem necessary for clanty), please
describe in detail how your solution will

Vendor meet the requirement. Indicate if

response customisation involves contr buted
ID Priority | Requirements Rationale [1/213/415] modules or custom modules ]
V1.2 | MS Re-theming and design of all individual websites based on the white We are consolidating Written paper

label website.

our websites as part
of an initiative to
increase efficiency.

Vendor to outline
recommended approach to
maintain base site design
(HTML/ Templates/ CSS/
Scripts) to ensure
inheritance where possible
from a base design. This
may not follow a strict “white
label” approach as outlined
in the original RFP.
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V2. Data visualisation

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either
a’2’, "3’ or ‘4’ (or in any other case you
deem necessary for clanty), please
describe in detail how your solution will

interactive data visualisation frameworks and methodologies. Which
frameworks and code libraries have they used in conjunction with either
Drupal or Plone. Experience should include: developing HTML, CSS,
and JavaScript (as applicable) in data visualisations that complements
the visual design/theme of the websites incorporating data
visualisations.

amount of visual
content and usability
of the site, we would
like to include an
increasing number of
static and dynamic
visualisations of the
data we publish.

Vendor meet the requirement. Indicate if

response customisation involves contr buted
ID Priority | Requirements Rationale [1/2/3/415] modules or custom modules ]
V21 | M Identify what experience they have with data visualisation and To increase the * Demonstration

e Vendor to demonstrate how
their solution will facilitate
data visualisation, from
source data to published
visualisation
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V3. Development and Implementation

ID

Priority

Requirements

Rationale

Vendor
response
[1/2/3/415]

Action required for shortlisted
vendor/

Vendor’s detailed response

[Where you have responded with either
a’2’, "3’ or ‘4’ (or in any other case you
deem necessary for clanty), please
describe in detail how your solution will
meet the requirement. Indicate if
customisation involves contr buted
modules or custom modules.]

V3.2

M

Implement the visual design on the selected CMS. Vendor to describe
which CMS that they have a preference on, if any.

Note: Preliminary wireframes and information architecture work and
user personas will be made available to the selected visual design
vendor.

The CASS web team will progressively undertake creation,
maintenance and implementation of designs as the project progresses.

V3.4

Documentation and Knowledge Bases: Specify what documentation
will be supplied with the delivery of the design.
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Component #3: Ongoing annual support of the CMS and related components

S2. Patching the CMS product and its related components

Priority

Requirements

Hosting
arrangements
(Vendor
hosted, CASS
in-house
hosted, or
Both)

Vendor’s detailed response

For Vendor hosting

For CASS in-house hosting

S2.7

MS

List updates and patches released for the
CMS and related components in the last
12 months.

Both
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S3. CMS product and related components — support and monitoring

Hosting arrangements
(Vendor hosted, CASS
in-house hosted, or

Action required for

the Service level agreements
(SLA) that it can offer to CASS
for the following:

e Public access to the website:
Minimum availability and
maximum downtime.

e Support SLAs especially
during critical periods eg,
May Budget.

CMS support vendor may

propose several models if they
have more than one.

ID Priority | Requirements Both) Vendor’s detailed response shortlisted vendor
For Vendor hosting For CASS in-house
hosting
S33 | M List updates and patches Both Written paper
released for the CMS and Vendor to outline
related components in the last how they will
12 months. identify and
escalate issues to
The CMS support vendor must CASS
notify CASS immediately if the
product goes offline or there is a
degradation of the service or a
cyber security incident has
happened.
S34 | M CMS support vendor to propose Written paper

e Vendors to outline

(high level) how
they will provide
support within
SLAs e.g. number
of staff on call,
similar support
used with other
clients of similar
size
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Priority

Requirements

Hosting arrangements
(Vendor hosted, CASS
in-house hosted, or
Both)

Vendor’s detailed response

Action required for
shortlisted vendor

For Vendor hosting

For CASS in-house
hosting

S3.5

Recoverability/Disaster
recovery

Recovery Time Objective (RTO)
is the maximum tolerable length
of time that an IT system or
service can be down after a
failure or emergency occurs,
whilst Recovery Point Objective
(RPO) is the maximum tolerable
period in which data might be
lost due to a failure or
emergency.

CASS’s requirements:

RTO RPO
1 hour 1 hour day

Note: RTO and RPO applies to
the website in its entirety. Not
only specifically to the CMS
product, or specifically to the
hosting environment.

Written paper
Vendor to outline
options to support
Recoverability/
Disaster recovery
within their
proposed solution
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Hosting arrangements
(Vendor hosted, CASS
in-house hosted, or

Action required for

ID Priority | Requirements Both) Vendor’s detailed response shortlisted vendor
For Vendor hosting For CASS in-house
hosting

S36 |S Recoverability/Disaster Written paper

recovery Vendor to outline

options to support
In the event of an outage, an Recoverability/
automatic failover to another Disaster recovery
geographic separate system within their .
should happen in less than 30 proposed solution
minutes.

S39 |s The CMS support vendor should Written paper
provide regular reporting to * Vendorl to prO\r/tlde
CASS on operational service €xample repo
levels (eg, uptime), health
status, capacity and web site
performance, planned
maintenance and service
availability.

S$3.10 | M The CMS support vendor to Written paper
describe how they will provide X::#:; é%gosv;’
on-site support for critical support will be
functionality problems that may provided

occur eg, critical module stops
working.
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Component #4: Hosting solutions

H3. Support and Monitoring

Action required for

ID Priority | Requirements Vendor’s detailed response shortlisted vendor

H3.10 | M Monitoring and Diagnostics: Your system must log Written paper _
critical faults and errors. ¢ Vendor to outline how their

L - process will identify and

Vendor mus_t have rr_mmtormg capability such as escalate incidents to
SNMP, service monitoring, etc. CASS
Your system should log critical faults and errors to the
Event Log or syslog, with event descriptions that are
useful for troubleshooting and correcting the issue.
The vendor must notify CASS immediately if the host
environments go offline, there is a degradation of the
service or a cyber security incident has happened.

H3.12 | M Vendor to propose the Service level agreement Written paper

(SLA) that you can offer for the following:

¢ Response time for any requests submitted to the
vendor responsible for delivery of the hosting
environment eg, if the CMS vendor performs some
development that requires a change to be done in
the hosting environment.

Response time to questions that may be asked by
CASS

Vendor to outline (high
level) how they will provide
support within SLAs e.g.
number of staff on call,
support provided to other
clients of similar size to
CASS
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Action required for

ID Priority | Requirements Vendor’s detailed response shortlisted vendor
H3.15 | M Recoverability/Disaster recovery *  Written paper _
. L . . e Provide documentation of
Recovery Time Obj?Ctlve (RTO) is the maximum Network topologies and
tolerable length of time that an IT system or service infrastructure design of the
can be down after a failure or emergency occurs, hosting environments
whilst including DR.
Recovery Point Objective (RPO) is the maximum * :ée:t?:;c:?t (Ij?uetggseorgtt;ci:::;l
to!erable period in which data might be lost due to a Disaster recovery within
failure or emergency. their proposed solution
CASS’s requirements:
RTO RPO
1 hour 1 hour day
Note: RTO and RPO applies to the website in its
entirety. Not only specifically to the CMS product, or
specifically to the hosting environment.
H3.16 | S Recoverability/Disaster recovery Written paper )
L. Vendor to outline options
In the event of an putage, an automatic failover to . to support Recoverability/
another geographic separate system should happen in Disaster recovery within
less than 30 minutes. their proposed solution
H3.18 | S The vendor responsible for delivery of the hosting Written paper

environment should provide regular reporting to
CASS on operational service levels (eg, uptime),
health status, capacity and performance, planned
maintenance and service availability.

Vendor to provide example
report
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H5. Performance

Action required for

ID Priority | Requirements Vendor’s detailed response shortlisted vendor
H53 |S Hosting solution should support elastic scaling to CASS sites may need to respond to high »  Written paper
support periods of high demand. demand with short notice e.g. topical press
releases of high public interest
H5.4 S Elastic scaling solution should provide cost savings Service/License charges only occur during
during non high demand periods e.g. hosting, period of high demand
bandwidth and/or licensing costs
H5.5 S Time to scale up capacity to meet periods of high CASS sites may need to respond to periods of

demand should be completed within a target of 3-4hrs.
The scale up/down period will be detailed through SLA
development

high demand with short notice e.g. topical
press releases of high public interest
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