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Purpose of the agreement

To establish the service requirements for CASS websites and agree responsibilities, delivery targets
for services provided and establish the course of action should a target not be achieved or
responsibilities not met from either party.

The following documents are deemed to be a part of the agreement. These include:

e The agreement itself
e Schedules attached to the agreement

Changes

2.1 Contracted SLA support hours: removed “SLA August 25, 2015

contingency”.

Added section 3.1.3 Extended service desk hours August 25, 2015

Added $9(2)(@) ', to the
signatories

Removed draft annotations from ‘2.1.1 Contracted
SLA support hours’

Added -and Cass team members to contacts
under ‘7.0 Contacts and escalation’

2 September 2015

Included coverage for New Year's Day (1 January)
and Queen's Birthday (1st Monday in June) under
3.1.3 Extended service dask hours

4 September 2015

Signatories

This agreement is between The Treasury Central Agency Shared Services (CASS) and - S9(2)(b)ii)

s9(2)(b)(ii) . The following signatories, by signing this document, agree to the
levels of service described in this agreement and undertake to operate this agreement in a spirit of
co-operation and commitment to ensure that all staff are made aware of this agreement within their
respective teams.

~ia
1944 |

‘_"/ﬁ/“J

s9(2)(a)

s9(2)(b)(ii)
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1.0 Term of the agreement

This Statement of Work will commence on 1 November 2015 and, unless otherwise terminated or
removed in accordance with the provisions of the Participating Agency Agreement, will continue
until 31 August 2016 (Statement of Work Term). The Statement of Work Term may be extended
upon written agreement between the parties.

1.1 Consistent with Term of the Participating Agency Agreement

Notwithstanding any other provision of this Statement of Work, this Statement of Work will
terminate immediately upon the termination of the Participating Agency Agreement.

2.0 Service Description

s9(2)(b)(ii) ; . ; o ;
. will provide the following services in relation to Content Management System, Platform and

Services for Multiple Websites:

Website design

Website development

Maintenance and updates to current website(s)

New development for the current website(s)

Strategic support relating to the planning and execution of development for the site
Cost estimates, management of delivery to timelines and budgets

The following services are specifically excluded from this agreement:

e Network, infrastructure, and related services.
e Support of third party applications.

Service delivery will follow the following procedure except where noted/waived in writing with
agreement of both parties:

Job is defined in a brief, task description or email request
An estimate is provided for the work. Work proceeds on approval of this estimate, a request
to proceed is acceptance of any estimate provided. Where a request to proceed is in the
absence of an estimate, work is completed and billed on a time and materials basis.

e Atthe time of approval/request to proceed, delivery timings will be agreed.

s9(2)(b)(i)
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2.1 Website Maintenance

2.1.2 Websites included under this agreement

The following sites are included under this agreement

2.1.1 Contracted SLA support hours

SLA support hours

Included in these hours are:
Monthly Health Checks

Synch down LIVE to DEV sites

Review site status (via Drupal Status Report)

Assess pending updates (via Drupal Status Report)

Review log files (via Drupal DB Log)

Review user accounts and access

Review webform submissions

Check Drupal DB backups (optional if backup/migrate schedule is enabled)

Ongoing monitoring of Drupal Security advisories

e Drupal Security advisories are reviewed and action is taken as required following the
Incident Management schedule

2.2 Costs and estimates

_will carry out service delivery at the rate-xcluding GST and contracted SLA

support hours at the reduced rate of_ excluding GST.

Any third party licenses or fees/costs will be passed on at cost plus any associated transaction,
currency conversion or administration handling fees. Where a margin or premium is added to this
cost this will be clearly identified by s one or more of the following: percentage increase;
time cost billed at the hourly rate; flat dollar amount.
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3.0 Service Expectations

3.1 Incident Management

The Service Provider will endeavour to resolve interruptions to service (incidents) in the shortest
timeframe possible.

Maximum target times are set as per the table below, recognising that service restoration activity for
P2 to P5 incidents is limited to the standard service desk hours of coverage. However for a P1
incident the service provider will work as required to resolve the incident if outside of defined
business hours.

The services that are provided outside of business hours to resolve a P1 will be serviced as per a
Service order as defined in Additional services.

1

Priority | Description

1 Where any project website is unavailable, the business cannot function or a security breach
has been detected or suspected. The impact is of such a level that it qualifies as a Major
Incident and the Lead Agency’s Major Incident Manager calls for Major Incident Management
to be invoked.

Action: Continuous work by the Service Provider’s resources until a workaround is in place and
the service resumed.
2 Where any project website performance or functionality is degraded but the service is still
available for online usage, or problems which do not currently stop the business, but whose
consequences could interrupt or stop the business within 24 hours.

Action: Review and agree action plan with Lead Agency’s Product Manager and TSS resources
as requirec.

3 Where the problems do not significantly impair the functioning of the system and do not
significantly affect service to customers.
Action: Review and agree action plan with the Lead Agency’s Product Manager

4 Where incidents have negligible effect on any project website functionality or service to
customersi.e. cosmetic. This is a monitoring category which will be used where the incident
cannot be reproduced or where it is required to gather information to enable a decision to be
made.

Action: Review and agree action plan with the Lead Agency’s Product Manager.

5 Standard Priority for service requests..

No interruption to any agreed services

Where urgent issues arise for Clients working in critical situations, the Service Provider will ensure
that the issue is assigned a relevant priority to ensure the best possible resolution.

The Service Provider will be kept aware of any environmental changes that may impact their ability
to meet their stated SLA’s in this agreement. In the instance of the Service Provider is not informed
of an environment change and an incident is raised, the SLA’s for that incident will not be in effect.

s9(2)(b)(ii)




Standard Service Levels Targets
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Service Description

Acknowledge every ticket forwarded from Service Desk within 1 HOUR by email
including the ticket reference number.

SLA Target

100%

P1 Incidents
Response with first update within 15 minutes
Further updates every 30 minutes

Should be resolved, or an action plan agreed with the
Lead Agency’s MIM, within 1 HOUR of ticket receipt
during Support Hours.
Target restoration: 4 hours
Time to resolve: 12 hours

Incident Management

P2 Incidents

Response with first update within 30 minutes
Further updates every hour

Should be resolved, or an action plan agreed with the
Lead Agency's Product Manager, within 4 HOURS of
ticket receipt during Support Hours
Target restoration: 8 hours

Time to resolve: 24 hours

P3 Incidents

Response with first update within 60 minutes

Further updates: OCL*

Should be resolved, or an action plan agreed with the

Lead Agency’s Product Manager, within 24 HOURS of

ticket receipt during Support Hours

Target restoration: 5 business days

Time to resolve: NSR**

P4 Incidents

Response with first update within 8 hours

Further updates: OCL

Should be resolved, or an action plan agreed with the

Lead Agency’s Product Manager, within 48 Hours of

ticket receipt during Support Hours

Target restoration: 10 business days
| Time to resolve: NSR

95%

95%

95%

Full incident reports are required for major incidents
when the crisis management process is invoked. Initial
information will be delivered within 2 working days with
a full report delivered within 15 working days.
Light/high level incident reports are required for other
priority 1 incidents where it is deemed necessary by the
business. These reports will be delivered within
timeframes agreed with the business.

Approved change requests successfully deployed to
target date.

Change Management

s9(2)(b)(ii)
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Deployment of critical | Will be deployed within 48 hours of publication, unless 100%
security updates for an action plan has been agreed with the Lead Agency’s
Drupal Product Manager, due to dependencies on other
components or impact to service.

Deployment of all Will be deployed on a monthly basis in accordance with 100%

other updates for the maintenance schedule provided by Drupal, unless an
Drupal action plan has been agreed with the Lead Agency's

Product Manager, due to dependencies on other
components or impact to service.

*OCL = On Clearance of Defect

**NSR = Next Scheduled Release

3.1.2 Standard service desk hours of coverage

Monday to Friday 9:00 am to 17:00 pm (public holidays excluded).

3.1.3 Extended service desk hours

Extended coverage for public holidays can be arranged for specific dates and tasks, the rates are
calculated at 150% of the agreed rate. This includes coverage for New Year's Day (1 January) and
Queen's Birthday (1st Monday in June).

3.2 Additional Services

Lead Agency may offer the Service Provider the opportunity to provide Additional Services at any
time during the Term by requiring the Service Provider to prepare, and submit for the CASS’
approval, a draft Service Order, which will include:

e adetailed description of the proposed Additional Services and any deliverables to be
provided;
a timeline or project plan;
agreed delivery dates;
the amount payable for the proposed Additional Services and a payment schedule for those
fees; and

e any other information required by the Participating Agency.

Each Service Order that is signed by both parties will form part of this Agreement.

3.3 Documentation

The Service Provider will supply the following Documentation to CASS in accordance with the
following timeframes:

e Weekly ticket audit to allow reconciliation of ticket status and SLA compliance.

s9(2)(b)(ii)
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@ Full incident reports for major incidents when the crisis management process is invoked.

3.4 Change Requests

In the event that the requirements of CASS change during the term of the agreement or if CASS
wishes to add or delete functionality from the scope of the work, CASS will be entitled to request
this change FEESE= ¥ will respond promptly to any change request with a fair, reasonable and accurate
proposal which identifies all cost and resource implications S will not unreasonably refuse to
implement a change request.

In the event tha-equires a fair and reasonable change in scope of the project during the
terms of the agreement-will be entitled to request this change, identifying all cost and
resource implications and other relevant information. CASS will be expected to respond promptly to
such a change request, and not unreasonably refuse the change request.

In general, changes to the configuration will be costed on the basis of the same rates used to
calculate the cost of services already performed by the Supplier.

3.5 CASS Responsibilities
In dealing with -CASS staff will:

Communicate workload in timely manner.
Ensure that work requirements are communicated in full, or where further information is
required clear contacts and process are available so that -an get the information
required in a timely fashion.

e Be available for meetings as required, and adhere to any decisions agreed at meetings
Organise regular meetings to communicate new and ongoing issues.
Provide content/information that has been through a sign off procedure and is approved for
use.

e Manage activity and inputs from any 3" party agencies, where that activity/input impacts on
the timelines and deliverables on services from Ei

In the event that CASS does not meet any of the above conditions, [ s hall communicate the
exact nature of their expectation, where this has not been met, and a desired remedy, in writing
with the first point of contact at CASS. Where the issue can not be resolved between -and
CASS, an agreed disputes resolution service such as the Disputes Tribunal, Disputes Resolution
Service or other independent authorised person or organisation will be used.

3.6 "Responsibilities

In delivering services,-responsibilities are:

e All requests will be tracked and documented through to resolution
e The issues register management will be executed by R

S9(2)(b)(i1)
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e Feedback from third party vendors communicated to-s expected to be reported to
CASS
e Any issues, problems or obstacles relating the delivery of services will be raised with CASS at
the earliest possible opportunity and delivery times and costs adjusted accordingly
e Ensure services are provided under the conditions of this Service Level Agreement even if
-hoose to sub-contract all or part of those services
e To make available to CASS suitable personnel who will undertake the work.

4.0 Personnel

CASS shall be entitled to require removal of any unsatisfactory personnel or in the event that a
breach of security or confidentiality occurs. Replacement of any staff that may be removed under

this provision shall be at FESSSRcost.

B bersonnel will also be required to comply with CASS’s security, health and safety procedures
while on CASS premises. Specifically S personnel must be cleared to confidential and in some
cases higher, before being permitted to work unsupervised on CASS premises.

5.0 Escalation of service requests

Should CASS expectations not be met under the terms of this Agreement, then CASS will:

e Confirm the exact nature of their expectation, where this has not been met, and a desired
remedy, in writing (email) to their primary Client Service contact

e |Ifthe expectation is still not met within the timeframes given under 5.0 Service
Expectations, then CASS may choose to contact the business owner S9(2)(@) in order to
seek explanation and/or redress

e Where the issue can not be resolved betweefiiiiiand CASS, an agreed disputes
resolution service such as the Disputes Tribunal, Disputes Resolution Service or other
independent authorised person or organisation will be used.

6.0 Termination

Either party may terminate the agreement on written notice for an un-remedied breach or where
the other party repeatedly breaches the agreement.

The agreement may be terminated immediately for assignment of the contract otherwise than in
accordance with the agreement or where a party goes into liquidation, has a receiver appointed or
becomes insolvent.

On termination for breach by FESSECASS may recover any sums paid to EEESESFor goods and
services which have not been received by CASS, together with damages caused by the breach.

s9(2)(b)(ii) .
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7.0 Contacts and escalation

- first point of contact:

e unavailable, or issues require escalation to resolve please contact:

Both contacts are available at any time on mobile, if a mobile call is not answered for any reason,
please leave a detailed message and contact number and the call will be returned as soon as
possible, Calls after hours will be answered subject to the person being available. Urgent matters can
be called in 24/7, however please use discretion when calling after 10pm and before 7am.

CASS's first point of contact:

Should - be unavailable a stand-in will be named.

8.0 Confidentiality

As part of the-normal service delivery-will obtain, or have access to, confidential
information concerning CASS, its customers and other activity. Under no circumstances is any use to
be made of this information except in the normal course of delivering agreed services to CASS.

Correspondingly CASS may obtain or have access to confidential or commercial information

concernin its customers or other activity. Under no circumstances is any use to be made of
this information except in the normal course of dealing witl'-'ln delivering agreed services to
CASS.

11
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In addition- is expected to comply with the security requirements of CASS.

9.0 Conflict of interest

-warrants that it has no actual or potential conflict of interest which will, or which may affect,

their performance of services in this agreement. -nust notify CASS in writing immediately if
ibecomes aware of anything that might give rise to a conflict between its responsibilities

under this agreement and other responsibility or business or professional interest it may have.

10.0 Extraordinary events / Force majeure

Neither party shall be liable for any failure to perform or any delay in performing the services under
this agreement to the extent that the cause of such failure or delay is beyond that party’s reasonable
control i.e. force majeure. Force Majeure means an exceptional event or circumstance which is
beyond the Party’s control; which the Party could not reasonably have provided against before
entering into the agreement; and which having arisen, could not reasonably have been avoided or
overcome by the Party; and which is not substantially attributable to the Party.

s9(2)(b)(ii)
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Attachments

s9(2)(b)(i1)

s9(2)(b)(ii)

A

C.

Limited Terms and Conditions

Invoices for work completed will be presented monthly and are due by the 20th day
of the month following. Invoices past 60 days due may be passed on to a 3 party
for collection, and in any case all costs for the collection of invoices past 60 days due
will be carried by the client.

CASS will be responsible for all licensing fees of third party products incorporated,
with their knowledge and approval, into the final product.

CASS authorisation, whether written or verbal, to proceed with a work phase or
component will constitute acceptance of all prior work phases or components.

D. === may not sub-contract their responsibilities and obligations under this

agreement without the written agreement of CASS.

Upon receipt of final payment CASS shall own all rights, except as noted below, to
completed work delivered under this agreement, including graphics, text and
program code. CASS may at their sole discretion copyright the work in their name or
assign rights to a third party. Ownership of material provided by third parties and
incorporated in this work with CASS’s knowledge and approval shall be as provided
in any license or sale agreement covering said material. Fmshall indemnify CASS
against third party claims that arise from a breach of intellectual property rights
from their performance under this agreement.

F. s9(2)(b)(ii) reserve the right to use in any future work for ourselves, CASS or a

third party, all techniques, structures, designs and individual modules or
components of program code developed under this agreement. Performance of this

work for CASS shall in no way limit [ERBEISSESSSSSSSS i\, proposing or accepting work
from any other clients now or at any time in the future.

S9(2)(b)(ii)  may show CASS’s finished work to existing or prospective clients

for demonstration purposes, provided that work is published into the public domain
andBE as sought CASS’s prior approval. If such demonstration showings would
reveal information CASS has identified to fatas proprietary or confidential,

-shall be allowed to create a special version for demonstration, which omits or

H.

disguises such information and/or CASS’s identity.
Following CASS's acceptance of this proposal FREBEISSEESSSSSSS shall be allowed to
identify CASS as a client in our marketing materials, unless otherwise specifically
directed by CASS in writing.
In the event it is necessary in the course of this project for ‘o view or work
with information of CASS’s that they identify toffe as proprietary and
confidential (possibly including customer lists, supplier data, financial figures and the
like), B8R agree not to disclose it except to associates and contractors having
confidentiality agreements with -as required in the course of performing work
under this agreement.

s9(2)(b)(ii) make no warranty with this work, or its fitness for a particular
purpose once CASS accepts it following any testing procedures of CASS’s choice and

information withheld on this page under s9(2)(b)(ii) 13




provided for under this agreement. In any event, -liability for damages arising
out of this work, expressly including consequential damages, shall not exceed the
total amount of fees paid for this work. This agreement recognises tha ill
support the website for 56 days after the site goes live and undertake to fix any bugs
or problems that are uncovered in that time, and that CASS acceptance will not be

final until that 56 day period is complete.

(s v 11 v o S9(2B) Commercial Sensistivity
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