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1. Key information 

This Request for Proposals (RFP) has been issued  by: The Treasury 

This RFP is governed by the terms and conditions in:  Appendix 1 

All communications must be in writing to the Treasury 

Contact Person: 

 

(cass.website.rfp@treasury.govt.nz) 

Our requirements are detailed in: Appendix 3 

Your proposal must be in the form specified in: Appendix 4 and Appendix 5 

Number of hard copies of your proposal: None required 

One electronic copy of your proposal in unlocked PDF 

or MS Word or similar format. 

Your RFP email response will be acknowledged as 

soon as practical by email. If you do not receive a 

confirmation, then you should assume your proposal 

has not been received and you must take further action. 

By email to 

cass.website.rfp@treasury.govt.nz  

With Subject Line: Content management 

system, platform and services for 

multiple websites 

 

Q&A (Question and Answer) meeting at the Treasury:  30 June 2014, 2.30PM at  

Level 5, No 1 the Terrace, 

Wellington 6140 

Treasury may not respond to any questions received 

after this date: 

4 July 2014 

Your proposal must be received by us by the closing 

date: 

12:00pm 16 July 2014 

Shortlisted suppliers will be notified by this date: 15 August 2014* 

Shortlisted suppliers will be provided a briefing about 

how best to prepare for the demonstration & 

presentation: 

22 August 2014* 

Shortlisted supplier to submit a written paper and 

specified documentation to the Treasury by this date: 

5 September 2014* 

Demonstration & Presentation by Shortlisted supplier: 8 September or 9 September 2014* 

Supplier(s) selected and choice communicated: 17 September 2014* 

*These dates are indicative only and are subject to change.  

s9(2)(a)

mailto:cass.website.rfp@treasury.govt.nz
mailto:cass.website.rfp@treasury.govt.nz
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2. Background 

The Treasury is the Government’s lead advisor on economic and financial policy, with an overall 

vision of helping the Government achieve higher living standards for New Zealanders. The Treasury 

employs about 330 people, based at 1 The Terrace, Wellington. 

Central Agency Shared Services (CASS), is a unit of the Treasury and has responsibility for the 

central functions, HR, Finance, IT and IM for the Department of Prime Minister and Cabinet, State 

Services Commission and the Treasury. The ability to develop effective IT systems across the 

agencies is a key contributor to supporting the CASS Strategic Outcomes.  

CASS is a business unit of the Treasury. 

More information on the Treasury can be found at www.treasury.govt.nz.  

http://www.treasury.govt.nz/
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3. Services required 

We are seeking one or more suppliers to provide services to develop, design, support and host a 

Content Management System (CMS) on a platform that will support the Central Agencies’ 

consolidated websites and to redevelop the individual websites on the platform. 

We have current experience and some expertise in-house with the Plone and Drupal CMSs. 

However we are open to proposals for other CMSs that can scale to the degree required by this RFP. 

We will encourage any vendor that is considering proposing the use of an alternative CMS to submit 

questions as soon as possible to enable us to indicate whether we would expect it to be a viable 

option for CASS.  

Vendors may tender for all 4 components or individual components of the services: 

 CMS vendor professional services 

 visual and HTML/CSS design work  

 ongoing annual support of CMS solutions, including maintaining currency of the platform and 

security patches 

 hosting solutions 

Extra background can be found in Appendix 2, and more details on our requirements can be found in 

Appendix 3. 

3.1. Security 

If selected, you will have access to confidential and sensitive information at the Treasury that must be 

protected. Therefore a high level of security is required at all times for all aspects of the services. 

3.2. Conflicts of Interest 

As a public sector organisation, we must be (and must be seen to be) fair and impartial. We require 

that you support us in this regard by declaring and managing any actual, potential or perceived 

conflicts of interest related to the provision of the services. 

3.3. Draft agreement 

The Treasury has attached a draft agreement in Appendix 10. This draft agreement substantially 

represents the terms and conditions we expect to contract on with a successful supplier.   

If you think you will be unable to accept any of the terms and conditions of the draft consultancy 

agreement, you must state the reasons why you are unable to do so and propose alternative wording. 

General objections, statements of position or attempts to defer a response (such as “This will need 

further discussion”) are not acceptable. 

In our evaluation of your proposal we will take into account the extent of any changes and/or non-

acceptance of terms and conditions in the draft consultancy agreement. 
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4. The RFP process 

4.1. Questions regarding the RFP 

If you wish to ask any questions about this RFP, you must do so in writing to the Treasury Contact 

Person given in section 1, by the date specified in section 1. In general, our policy is not to answer 

questions received by us after the date specified in section 1.  However, we retain the right to accept 

and answer late questions in our sole discretion. 

We will use reasonable endeavours to provide relevant and timely information. You acknowledge that 

we will at our discretion provide answers by way of a notice to all potential respondents. 

If you wish any information contained in your question to be kept confidential, you should specify so, 

giving reasons, and we will consider your request. 

4.2. Submission of responses 

You must provide your proposal in the manner detailed in section 1. Your proposal must be received 

by us on or before the closing date and time given in section 1. Your proposal must be in the form 

given in Appendix 4 and Appendix 5. 

Supporting material (eg, brochures, etc) are not required unless material to the response. At our 

discretion we may or may not evaluate any supporting material that is not specifically requested by 

us. 

4.3. Evaluation 

There are 2 rounds of evaluation process. The first round will be a paper evaluation based on the 

written response to this RFP. Vendors will be shortlisted based on the paper evaluation.  

We will evaluate proposals against the following criteria:  

Criterion Description Weighting 

Meeting our 
requirements 

 The solution that best fits CASS requirements 

 Requirements will be grouped into priority: 
Must Have (M), Should have (S) and Nice to 
have (N). 

 Vendor will be measured based on % requirements 
met in each priority group. Higher weighting will be 
given to Must Have priority requirements.  

Must Have: 15% 

Should have: 
10% 

 

Nice to have: 
5% 

Product knowledge Shows in-depth knowledge, skills and experience in 
the component that the vendor is tendering for: 

 reference sites 

 vendor provides referees 

 assessed against the vendor’s written response 

 vendor to document where they will be directly 
performing the elements of work, and where the 
vendor will be subcontracting the elements of work 
to another subcontractor 

 vendor to give CASS an indication of their level of 
participation in the product 
development/improvement with either a vendor or 
the open source community (where appropriate). 

10% 
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Criterion Description Weighting 

Customer support Vendor is able to provide excellent customer support 
and has capacity and capability to deliver support in 
New Zealand (location) and New Zealand time zone.  

10% 

Commercial Vendor is financially stable and plans to be in the 
business for a long time 

 Size of presence eg, number of employees 

 Vendor’s track record in delivering similar services. 
eg, list of similar experience 

10% 

Product/Solution 
viability 

Assessment of all the elements in the solution and the 
degree of risk they pose to CASS: 

 Viability of the solution over a 5 year period. 

 Environment scan: size of the presence of the 
product and its support in New Zealand. Eg, how 
common, widely supported are the elements of the 
product in New Zealand. 

 How the solution fits into CASS architectural 
principles. 

20% 

 

Demonstration evaluation criteria for Shortlisted vendors only 

Criterion Description Weighting 

Demonstration (for 
Shortlisted vendors) 

 Shortlisted vendors will need to provide a demo 
to demo key concepts (specifics will be detailed in 
the requirements): 

 Vendors will have to demo specific items 
described in their paper and make a 
presentation to CASS staff. 

 Vendors will be requested to submit a written 
paper to describe their proposal. 

 Vendors will be evaluated on % of key concepts 
that they were able to demo. 

20% 

Grand total weighting 100% 

Pricing will be analysed separately and a final selection made on the basis of value for money (ie, 

score versus price). 

Reference checks will be conducted on all suppliers. 

The above criteria are not in any particular order, and are not exhaustive. 
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4.4. Notification 

Shortlisted vendors will be notified by 15 August 2014, after which they will be provided time until 5 

September 2014 to submit a written paper and documentation. Shortlisted vendors are to prepare a 

demonstration and presentation to the CASS evaluation team on either the 8 September 2014 or 

9 September 2014. The demonstration and presentation meeting will be 4 hours long for each 

shortlisted vendor.  

The Treasury is not obliged to inform Respondents of progress during the proposed evaluation 

process. 

The successful respondent will be notified in writing that they have been accepted as preferred 

supplier. 

Unsuccessful respondents will also be notified in writing as soon as practicable after they have been 

excluded from consideration.  

4.5. Negotiations 

The Treasury reserves the right to negotiate without restriction after the close of proposals on any 

matter contained in a respondent’s proposal. 

In the event that, in the opinion of the Treasury and at the Treasury’s sole discretion, none of the 

proposals submitted are acceptable, the Treasury reserves the right to enter into further negotiations 

with one or more of the respondents or any other party.  The Treasury will exercise this right only after 

notification that respondents’ proposals have been unsuccessful. 

The tender may be re-negotiated with selected respondents without the need to re-tender or submit 

an altered RFP to all responders.  

When all the proposals have been evaluated (re-negotiations of tenders notwithstanding) and a 

preferred supplier has been selected, we will negotiate in good faith with that preferred supplier with a 

view to entering into formal agreements based on this RFP and the preferred supplier’s tender. 
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Appendix 1. Terms and conditions for this RFP 

1. Rights reserved by us: In addition to any other condition or procedure described in this RFP, we 

reserve the unrestricted right at any time to: 

 restrict the supply or access to any of our personnel, information or property 

 exclude any respondent or other provider from this RFP process for any reason 

 suspend or cancel this RFP process by notice and/or decide not to enter any contract with 

any person 

 amend this RFP or associated documents or any condition or procedure of this RFP process 

(including any proposed times or dates) and, where such change is made, we will use 

reasonable endeavours to notify respondents accordingly 

 seek clarification or further information in respect of any proposal 

 consider (or not consider), accept or reject any non-compliant proposal or not accept the 

lowest price proposal 

 consider any alternative response 

 liaise or negotiate with any respondent or other person at any time without disclosing this to, 

or involving or doing the same with, any other respondent or person, and upon any terms and 

conditions (whether before, during or after this RFP process) 

 provide to, or withhold from, any respondent or other person any information in relation to any 

question, answer or other information arising in relation to this RFP or any subsequent 

process without any responsibility or liability on our part 

 delete or change any requirement for any materials or services and/or create any number or 

types of contract in respect of our requirements 

 deal separately with any of the divisible elements of any proposal, unless the relevant 

proposal specifically states that those elements must be taken collectively.  

2. Errors and omissions: We are under no obligation to check any proposal for errors. The 

discovery of errors in an already accepted proposal will not invalidate any agreement formed 

based on that proposal. 

If we discover errors and/or omissions in the pricing submitted in your proposal prior to entering 

an agreement, we may require you to either confirm or withdraw your proposal. Unless you 

confirm your proposal within one working day of having received notice, your proposal will be 

treated as if it had been withdrawn. 

3. Information Correct: We may rely on any statements made or information provided by you or on 

your behalf in respect of this RFP.  You must ensure statements made and all information 

provided to the Treasury is complete and accurate. 
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4. You will be considered to have: 

 examined the RFP and any documents referenced by the RFP and any other information 

made available by us 

 considered all the risks, contingencies, and other circumstances having an effect on your 

proposal 

 satisfied yourself as to the correctness and sufficiency of your proposal including proposed 

prices offered and the sustainability of your pricing. 

We do not warrant or guarantee the accuracy of any of the information contained in this RFP and 

under no circumstances shall we be liable to you, whether in contract, tort or otherwise in respect 

of any direct or indirect or consequential losses arising out of the information contained in this 

RFP and the RFP process itself. 

5. Confidentiality: All parties shall keep confidential the terms of this proposal and any information 

obtained in connection with this proposal. No information shall be divulged to a third party without 

prior written consent of the other party. You acknowledge that the Treasury’s obligations under 

this clause are subject to the requirements imposed on us by the Official Information Act and/or 

the Privacy Act. 

We may, if we consider it appropriate to do so, require you to sign a confidentiality deed, before 

releasing any confidential or commercially sensitive information to you. You agree to sign a 

confidentiality deed. 

6. Privacy: You authorise us to collect any information from you and relevant third parties (such as 

referees) about individuals referred to in your proposal and to use that personal information for 

the purposes of this RFP process and any subsequent contract negotiations. 

7. Ownership of RFP and Proposal Documents: The RFP documents are the property of The 

Treasury and may not be copied or reproduced in any way (other than for the purposes of 

preparing and submitting a proposal) without our prior written approval. 

The proposals submitted to us in response to the RFP will be retained by us. 

8. No Binding Legal Relationship: Proposals are submitted on the basis that no binding legal 

relationship with the Treasury (the Crown) is created unless, and until, a contract between the 

parties is executed. 

9. Sub-Contractors: We would prefer to sign contracts and agreements with a single preferred 

supplier, with that preferred supplier entering into its own contractual arrangements with any sub-

contractors. We expect that the successful Respondent shall not, without our consent, assign or 

sub contract in whole or part any of their obligations under any agreement, once made. 

10. The Treasury Contact Person: With regard to this RFP process, we will not be bound by any 

statement, written or verbal, made by any person other than The Treasury Contact Person noted 

in section 1. The Treasury Contact Person (or any other person authorised by The Treasury 

Contact Person) is the only person authorised to make representations or explanations to 

respondents in relation to this RFP. 
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11. Communication: All communications in relation to this proposal are to be in compliance with the 

requirements of section 1 and in writing (including email if permitted by section 1) to the Treasury 

Contact Person. You must not contact any other Treasury employee about this RFP.  Failure to 

adhere to these conditions may result in your proposal document not being accepted. 

12. Proposal Validity Period: Your proposal must be a continuing offer and irrevocable until the 

expiry of six (6) months from the RFP close date, or until such later date as may be agreed. 

13. Language and Price: Proposals must be in English and prices are to be quoted in New Zealand 

dollars. You must clearly state the inclusion or otherwise of goods and services tax (GST) and 

any other taxes or duties. 

14. Proposal Clarification: You may be asked to clarify your proposal or provide additional 

information during the evaluation process. These requests will require prompt action and must be 

responded to in writing within two workings days or the time specified in the request. Otherwise, 

we reserve the right not to consider the proposal. 

15. Late Proposals: In general, the Treasury’s policy is not to evaluate late proposals. However, The 

Treasury does reserve the right to accept and evaluate late proposals at its sole discretion. 

16. Respondent Meets Proposal Costs: The Respondent must meet any costs incurred associated 

with the preparation of this proposal and any presentation. 

17. Advertising: No advertisement relating to the acceptance of any proposal shall be published in 

any newspaper, magazine, journal or other advertising medium without our prior consent. 

18. Due Diligence: We will conduct and undertake the necessary steps to assess the proposal, the 

accuracy of information provided, the functionality of the product proposed and your financial 

stability, operational capability and technical capability by making inquiries or investigations of any 

organisation or person we reasonably consider appropriate or desirable, but we are under no 

obligation to do so.  Each party will be responsible for its own costs incurred during such inquiries 

or investigations. 

19. Interpretation: If you are in any doubt as to the meaning of any portion of the RFP, you must set 

out in your proposal your understanding of what is required, or seek an interpretation beforehand 

from us. Any assumption made in the preparation of a proposal or in the provision of any 

additional information to us must be documented. 

20. New Zealand Law: The laws of New Zealand shall govern this proposal process and each 

Respondent agrees to submit to the non-exclusive jurisdiction of the New Zealand courts in 

respect of any dispute concerning this RFP or the RFP process. 

21. Acceptance of Terms and Conditions: If you submit a proposal in response to this RFP, you do 

so on the basis that you have read and accepted the above Terms and Conditions for this RFP. 
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Appendix 2. Background 

We are seeking a supplier(s) to provide services to develop, design, support and host a Content 

Management System (CMS) on a platform that will support the Central Agencies’ consolidated 

websites and to redevelop the individual websites on the platform. 

We are particularly interested in Plone and Drupal CMSs due to internal expertise and familiarity with 

these CMSs. However, other CMS that can scale to the degree required by this RFP can be 

proposed. We will encourage any vendor that is considering proposing the use of an alternative CMS 

to submit questions as soon as possible to enable us to indicate whether we would expect it to be a 

viable option for CASS.  

Vendors may tender for all 4 components or individual components. 

# Components Further description 

1 CMS vendor professional services 

 

 Shortlisted vendors will be required to 

provide a demonstration, presentation and 

written paper. 

 Identify suitable or preferred HTML/CSS 

Design partners, whether or not proposing a 

consortium/subcontracted designer. 

2 Visual and HTML/CSS Design work  A previous vendor’s wireframes will be 

made available for your use. 

 The Design vendor will need to specify its 

experience with both Drupal and Plone or 

other CMS, and indicate a preference. 

3 Ongoing annual support of the CMS and 

its related components 

 Ongoing annual support of the CMS and its 

related components, including maintaining 

currency of the platform and security 

patches.  

4 Hosting solutions 

 

 CMS vendors to identify preferred hosting 

partners and solutions, given CASS 

requirements. 
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Appendix 3. Requirements 

The RFP will cover the following websites where there will be consolidation work to combine some of these websites. The entire project is forecasted to be 

3-4 years in duration. 

 budget.govt.nz 

 www.treasury.govt.nz/commercial (Treasury Commercial Operations) 

 cabguide.cabinetoffice.govt.nz 

 cabinetmanual.cabinetoffice.govt.nz 

 dpmc.govt.nz 

 gg.govt.nz 

 ssc.govt.nz 

 infrastructure.govt.nz 

 nzdmo.govt.nz 

 nzeco.govt.nz 

 treasury.govt.nz 

 a proposed new Guidance website 
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High Level Current state and Future state 

The below table describes at high level the current state and the future state of consolidation of websites.  

Current primary domain 

Current platform  

(as of June 2014) Future primary domain using the new consolidated CMS platform 

nzeco.govt.nz Plone 3 nzeco.govt.nz 

budget.govt.nz Custom treasury.govt.nz 

infrastructure.govt.nz Plone 3 treasury.govt.nz 

nzdmo.govt.nz Plone 3 treasury.govt.nz 

 www.treasury.govt.nz/commercial Dreamweaver treasury.govt.nz 

treasury.govt.nz Plone 3 treasury.govt.nz 

gg.govt.nz Drupal 7 gg.govt.nz 

ssc.govt.nz Drupal 6 ssc.govt.nz 

dpmc.govt.nz Drupal 6 dpmc.govt.nz 

cabinetmanual.cabinetoffice.govt.nz Drupal 7 dpmc.govt.nz or the proposed Guidance website (TBC) 

cabguide.cabinetoffice.govt.nz Drupal 7 The proposed Guidance website 

The proposed Guidance website 

(currently does not exist yet) 

None yet The proposed Guidance website 
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Project phased approach 

The project team is planning to perform the project in phases, where this RFP will cover the program from Phase 2 onwards. The approach will be to make 

a CMS platform selection, organise workshops to discuss the content / architecture of the websites, proceed to developing and deployment of modules and 

refine the HTML and CSS for the master sites. CASS will be open to understanding how the vendor would contribute in the project, and whether a 

waterfall, Agile or hybrid approach is taken.  

Phase Number Organisation Current primary domains impacted High Level Project timeline 

2 Treasury 

 Plone, Dreamweaver, 
Custom 

treasury.govt.nz 

budget.govt.nz 

nzdmo.govt.nz 

infrastructure.govt.nz 

www.treasury.govt.nz/commercial 

nzeco.govt.nz 

July 2014 – July 2015 

3 DPMC and SSC 

 Drupal 

dpmc.govt.nz 

cabguide.cabinetoffice.govt.nz 

cabinetmanual.cabinetoffice.govt.nz 

gg.govt.nz 

ssc.govt.nz 

August 2015 – April 2016 

4 The proposed Guidance website 

 

The proposed Guidance website (currently does not exist 
yet) 

May 2016 – June 2017 

 

High level description of the scope of the components  

CASS is looking for a robust platform that improves the user experience both for the general public visiting the sites and for those publishing content. 

Key to this objective is going to be the ability to implement a range of new content types and templates that provide a modern UI experience across all of 

the sites implemented on the platform coupled with extensive metadata and sophisticated searching tools.  Compliance with NZ Government Standards for 

Usability and Accessibility is a key goal. 
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Security, performance and automation of tasks are critical elements of the platform that CASS is looking for.  Security in the usual sense of protection from 

malicious activity and attacks, but also in the sense of having confidence that any documents that we upload to the site will not be publically available until 

such time as we want them published.  Automation allows us to bulk upload large collections of content into a draft state and then publish it at will.  

Performance supports both the automation, and spikes of high public demand for our content. 

As an example, Budget Day is one of CASS’s highest profile web publishing events.  Everything – up to 6000 items including HTML pages, images, PDF 

documents and XLS spreadsheets – is tightly embargoed until the start of the Minister’s Budget presentation at 2pm. Budget material (classified Budget 

Sensitive) needs to be uploaded from as early as 10 days prior to the Budget. into the Treasury website’s CMS up to 10 days in advance so that it is 

available at exactly 2pm, but remain absolutely unavailable to the public before that time. 

The ability to cope with the demands of Budget Day is an absolute Must Have requirement that is likely to form a significant part of the evaluation process. 

Load statistics 

Once a year, on Budget day, Treasury’s website peaks at over ten times traffic more than a typical daily average. The spike is concentrated at 2pm when 

the budget information goes live. Statistics generated from both Google Analytics and web server log analysis show the following load:  

From Google Analytics (GA) reports for Budget Day 2014 (15 May) 

Total Number of Visitor Sessions: 12,444 

Total Number of Pageviews: 49,266 

From AWStats analysis of the log files (bearing in mind their different methods of counting visitors and pageviews): 

Total Visitors: 12,047 

Total Number of Pages Viewed: 115548  

Total number of ‘Hits’ (images and CSS files & PDFs – everything that isn’t a ‘page’): 497751 

Total Data downloaded (including all the images, PDFs, etc.): 11.98 GB 
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Comparing these with the AWStats numbers from Budget 2013 and a selection of ‘typical’ dates: 

(The percentage figures record the difference between Budget Day figures in 2013 and 2014. 

Date 

Number of 

Visits Pages Viewed “Hits” Bandwidth (GB) 

Budget 2014 (15 May 2014) 12,047 (+18%) 115548  (+30%) 497751 (+69%) 11.98 (+30%) 

Budget 2013 (16 May 2013) 10,172 88926 295230 9.25 

Tuesday, 13 August 2013  4625 34965 106419 3.60 

Friday, 15 November 2013 3470 26734 82175 2.82 

Monday, 17 February 2014 3604 25789 107893 3.33 

Watching the Google Analytics’ Real-Time panel in the time immediately after the embargo lifted, there was a peak of 500 concurrent Visitors. 

Random sampling  over the preceding weeks showed a ‘typical’ count of 15 – 25 concurrent active users. 

Component #1: CMS vendor professional services 

 Solution design 

 Installation and setup of the CMS in Development, Testing, Staging, Production environments 

 Setup contributed modules, or custom modules development: 

 Security requirements, performance requirements, automation requirements, government standards 

 Responsive requirements for mobile and various screens (eg, to handle complex tables) 

 Data visualisation framework (including backend tools) 

 Content migration automation tools (labour involved in migration will be resourced separately by the project) 

 Search capable of performing federated search across multiple websites and facetted searching 

 Implementation 

 Note: Shortlisted vendors will be required to provide a demonstration, presentation and written paper. 
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Component #2: Visual and HTML/CSS Design work 

 Overall core design for all websites (the white label site) 

 Re-theming for all individual sites 

 Responsive design for mobile and various screens (presentation layer only) 

 Data visualisation (presentation layer only) 

 Implementing the design on the selected CMS  

 Note: Existing preliminary wireframes  will be made available to candidates to indicate our high-level ‘user-experience’ requirements. Shortlisted 

vendors will be required to provide a demonstration, presentation and written paper. 

Component #3: Ongoing annual support of the CMS and its related components 

 Keeping the CMS product and its related components current, applying security patches and updates 

 Redevelopment (if necessary) and end-to-end testing of the CMS and its related components, including contributed modules and/or custom modules 

based on the latest security patches and updates 

 Implementation 

 Support SLAs, especially during critical periods eg, May Budget 

 Note: Shortlisted vendors will be required to provide a presentation and documents as specified. 

Component #4: Hosting solutions 

 Includes hosting the CMS and its related components, operating system, caching, web application firewall, web server, database. 

 Vendor must provide independent assurance that the solution is hosted on a platform that is protected sufficiently to meet or exceed the requirements 

prescribed by the NZ Information Security Manual (NZISM) and Security in the Government Sector (SIGS) for storing and processing information 

classified SENSITIVEi. 

 SLAs 

 Performance and security  

 Disaster recovery and resilience/availability options  

 Scalability options 

Note: Shortlisted vendors will be required to provide a presentation and documents as specified. 
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What is out of scope 

The following testing will not need to be performed by the vendor because CASS will be using their existing Panels: 

 Usability testing 

 Security assessments 

However, the vendor will need to co-operate during security testing and respond to requests for remedial action arising from the usability testing and 

security assessments. 

Guide to reading the Requirements  

ID 
The identifier of the requirement; 
starting with "C" : an ID that is from component #1 : CMS vendor professional services 
starting with "V" : an ID that is from component #2 : Visual and HTML/CSS Design work 
starting with "S" : an ID that is from component #3 : Ongoing annual Support of the CMS and its related components 

starting with “H” : an ID that is from component #4 : Hosting solutions 

Priority 

Each requirement has been prioritised in the Requirements table as either Must-have, Should-have, or Nice-to-have: 

Must-have (M): This is absolutely required and critical for CASS to meet its business needs. 

Should-have (S): This is a requirement that should already exist in a typical system. It is important to the business and would have significant impacts if it 

could not be delivered.  There are, however, possible work-arounds if this requirement cannot be delivered. 

Nice-to-have (N): This is a “nice to have” requirement, where the business has a preference for the requirement. 
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Rationale 

Further information describing the rationale and reason behind the requirement. 

Action required of the shortlisted vendor 

If a vendor is shortlisted, the vendor is required to perform these actions so that CASS can make the final vendor selection. This forms part of the 

evaluation process as described in section 4.3 and section 4.4 above.  
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Component #1: CMS vendor professional services 

C1. Content types 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C1.1 M The product must enable content authors to create websites containing a 

range of content types, including attached documents, images, multi-media 

clips and other content types required by standard informational websites. 

All of the central agencies must publish formal publications in HTML and 
other formats. We put particular emphasis on the effective display and user 
experience for these types of publications.   

Examples of required content templates include (but are not restricted to) the 

following: 

 Articles 

 Formal publications eg, research papers, guidance, corporate documents 

 Fact sheets 

 Calendar of events 

 Lists and indexes 

 Guidelines 

 Media releases 

 Legislation, regulations and legal documents 

 Policy statements 

 Content in open data formats 

 Attached documents in common document formats (eg, PDF, MS Word, 

MS Excel, CSV, JSON). 

 Maps 

 Audio files, podcasts 

 Images 

 Image libraries 

To be able to build sites that 

contain many types of content 

where templates can be 

customised and configured to 

provide consistency and 

simplify data entry processes. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

 Presentations and slideshows 

 Video 

 Publication library 

 Reports, manuals and other 'book' style content 

 Statistics, data tables, charts and diagrams 

C1.2 M The product must allow CASS Administrators the ability to create the range 

of content types and page types as described in requirement C1.1.  
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C2. Security  

ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

C2.1 M All file types and/or pages CANNOT be accessed or searchable 

before they are published to the public. This includes: 

 all unpublished files, such as PDF files 

 all unpublished pages which may contain hyperlinks to 

unpublished files. 

If there is an unpublished page which contain hyperlinks to a 

published file, the unpublished page CANNOT be 

accessed/searchable, while the published file WILL be 

accessed/searchable. 

Public user cannot intuitively guess the name of the file and/or page, 

as soon as it was uploaded and in unpublished state.  

For example, the 2013 Budget Speech was published with a PDF 

file name of http://www.treasury.govt.nz/budget/2013/speech/b13-

speech.pdf .If the CMS was utilised for the 2015 Budget, the public 

user who might intuitively guess that the unpublished 2015 Budget 

Speech will be available at 

http://www.treasury.govt.nz/budget/2015/speech/b15-speech.pdf 

should not be able to download and view it before 2pm on Budget 

day. 

To prevent access to 

unpublished files and/or pages. 

This is especially important for 

Embargoed release files and 

pages. 

 Demonstration 

 Written paper 

 

C2.2 M The product must have a workflow (or some mechanism) that is 

able to facilitate the publication process of files, images and pages 

which are sensitive until time of publication (embargoed, classified 

up to SENSITIVEi level for example).  

All content types for example, pages, files, images, metadata will be 

governed by the workflow (mechanism).  

The workflow will work even for content that is non-contiguous in 

nature. See Appendix 9. 

Our files, images and/or pages 

contain SENSITIVE content. We 

need a workflow (or some 

mechanism) to ensure the 

content can be internally drafted 

and reviewed in a secure 

manner before it is pushed out 

for the  public to read (hence, 

published). 

 Demonstration 

 Written paper 

 

http://www.treasury.govt.nz/budget/2013/speech/b13-speech.pdf
http://www.treasury.govt.nz/budget/2013/speech/b13-speech.pdf
http://www.treasury.govt.nz/budget/2015/speech/b15-speech.pdf
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ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

It is not acceptable to have only 

HTML pages protected by a 

workflow (mechanism); all 

sensitive files, images and 

metadata must not be exposed 

before their intended release 

and must be able to be 

workflowed. 

C2.3 N The product shall utilise the RealMe logon service for web user 

authentication. This is used when public user wants to manage their 

preferences or subscriptions.  

To comply with Government 

single sign-on requirements. 

 

C2.4 M The product must be capable of supporting SSL/HTTPS secure 

channels for Agency sites. The product shall ensure that CASS 

administrative functions or content editing transactions are 

performed over strongly encrypted channels eg, TLS 1.2. 

The administrative access needs to be controlled so that it is not 

available over the internet. For example, it is only available from 

CASS, listening on a different network interface, restricted IP 

address range, particular ports.  

To enable secure transmission 

of data, such as when public 

users submit online forms. To 

protect the confidentiality of the 

content the system maintains. 

 

C2.5 M The product must protect the privacy and integrity of any personal 

data captured and stored by a site, including when public users 

submit data via online forms. 

To comply with the Privacy Act 

and security guidelines. 

 

C2.6 S The product should provide the ability for each Agency to customise 

server exception and response messages for their pages (such as 

HTTP 404 pages). 

To reinforce site branding and 

the improve customer service. 

 

C2.7 M The product and its technical architecture and design must protect 

content from unauthorised access and modification by means of 

appropriate security safeguards applied to network, infrastructure 

and application software. 

To ensure the product maintains 

the privacy and confidentiality of 

the content it holds. 
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ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

C2.8 M The product must implement safeguards to ensure the availability 

and integrity of the sites it maintains including countermeasures to 

common attacks eg, 

 SQL injection 

 cross site scripting 

 directory browsing 

 session hijacking 

 buffer overflow 

 DoS (denial of service), DDoS (distributed denial of service) 
attacks. 

To ensure the product maintains 

the privacy and confidentiality of 

the content it holds. 

 

C2.9 M Audit Logs: An audit trail must be kept that includes: 

• all logon and logoff events, system access including failed 
access attempts 

 privileged operations 

 unauthorised access attempts 

 security related system alerts and failures  

 system processing exceptions 

 instances of extensive normal processing activity (ie, loadspikes) 

 system user and group additions  

 deletions and modification to permissions. 

  

C2.10 M The website is hosted in a DMZ and must not initiate network traffic 

into the internal network.  

This is a design principle. 

Vendor to describe any 

exceptions. 

 Written paper 
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C3. Roles and Workflow 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C3.1 M Agency users must be uniquely authenticated to the website.  

CASS has a preference for Active Directory authentication, and 

prefers that the proposed platform utilize Active Directory groups 

for assigning roles or permissions within the application.  

The product should authenticate Agency users seamlessly with 

Active Directory single-sign on. 

Alternatively, vendor to propose authentication strategy eg, 

certificate authentication, LDAP, username/password, etc.  

To prevent unauthorised access 

to data and functionality within 

the product. 

 Written paper 

 

C3.2 M Administrative interfaces must only be available to a set of pre-

defined IP address range eg, CASS and support vendors. 

  

C3.3 S Ability to specify Agency users or roles to have access to specific 

pages only. 

  

C3.4 M Permissions to create and run bulk-handling sequences (as 

described in requirement C5.1) must be role based (ie, Restricted 

to certain classes of user). Not all users have access to the bulk-

handling tasks. 

  Demonstration 

 

C3.5 M Workflow must apply to both pages and files eg, PDF files, 

images, Word docs. See requirement C2.1 and requirement C2.2. 

  Demonstration 

 

C3.6 M Draft pages and files can, if required on a case by case basis, be 

routed for approval prior to publication. Authorised user will have 

the authority to perform bulk-handling. If the pages are not 

approved, the workflow will route the pages automatically back to 

the content author. 

We want to apply approval 

workflows to some types of 

content or specific instances of 

content but not to all content. 

Vendor to indicate how flexible 

the application of workflow to 

contents in the CMS. 

 Written paper 

Vendor to indicate how 

flexible the application of 

workflow to contents in the 

CMS. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C3.7 S Provide the content owner an option to receive a notification 

whenever a Page and/or file is about to expire: whenever a page 

and/or file is about to expire, the user will be notified X days prior 

to the actual expiry date. 

  

C3.8 M The product must enable content authors to create and edit non-

approved draft content for new pages or new versions of 

published pages without it becoming “live” on a site. 

Content may require significant 

editing and review before it can 

be published and made available 

to the public; this “draft” content 

must not be visible to users of 

the live site, and must be clearly 

identified as draft to other content 

authors. 

 

C3.9 S The product should enable a content author, when draft content is 

ready for approval, to initiate workflow to route the content to 

another user for approval. 

To ensure that the routing of 

work from an author to an 

approver, including the 

management of approval 

queues, and the transition 

between “draft”, “approved” and 

“published” content is managed 

within the product. 

 

C3.10 M Workflow with ability to review in preview mode: The product 

must enable a CASS user to preview the draft content which is 

ready for approval in a “safe” manner without impacting production 

websites. 

Currently, the process is sending screenshots of content to 

another user for their approval. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C3.11 S The product should support the application of different workflows 

to each content type and these workflows should be able to be 

configured differently on a site-by-site basis.  

 

To ensure that the number of 

levels of approval required before 

content can be published can be 

configured differently for each 

site and for content types. 

 

C3.12 S Each workflow should support configurable levels of approval that 

are required to approve an item of content for publication. 

To ensure that the number of 

levels of approval required before 

content can be published can be 

configured differently for each 

site and for content types. 

 

C3.13 M The product must ensure that each item of content, (for example 

pages, files, images)  identifies an “owner” of the content; the 

owner being one of the following: 

 a specified content author 

 a specified role, or 

 a specified group of roles. 

Every item of content must have 

one user or role that is 

responsible for the content. 

 

C3.14 M The product must enable an authorised user to perform bulk 

reassignment of content from one “owner” to another. 

To facilitate content owner 

change when staff change roles 

or leave the organisation. 
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C4. Performance 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C4.1 M Once a year, on Budget day, Treasury’s website peaks at over ten times 

traffic more than a typical daily average. The spike is concentrated at 

2pm when the budget information goes live. Statistics generated from 

both Google Analytics and web server log analysis show the following 

load:  

From Google Analytics (GA) reports for Budget Day 2014 (15 May) 

Total Number of Visitor Sessions: 12,444 

Total Number of Pageviews: 49,266 

Watching the Google Analytics’ Real-Time panel in the time 

immediately after the embargo lifted, there was a peak of 500 

concurrent Visitors 

Random sampling over the preceding weeks showed a ‘typical’ count of 

15 – 25 concurrent active users. 

Allowing for increase over time, the product must be able to support 

700 – 1500 concurrent visitors with the potential for further expansion. 

The product must be able to 

meet Budget day 

performance spike 

requirements. 

 

C4.2 M Time to render a page from the public user perspective on average must 

be less than 5 seconds. This includes newly created or edited content. 

After the first time loading of a page, the average time to render a page 

must be < 1 second. 

The following are some complex pages to test the rendering time: 

 http://www.treasury.govt.nz/ - the Treasury home page is probably 

one of the most complex pages on the site, with the image carousel 

and all the different content blocks, including the important ‘New 

Content Releases’ 

 http://www.treasury.govt.nz/budget/2013/execsumm/01.htm - has a 

reasonable number of “Content” images  

To meet the critical Budget 

day publication process and 

expectations. 

 Written paper 

Vendor to provide 

statistical data in paper 

based on the loading and 

complex pages that CASS 

had provided. (Vendor will 

need to setup the 2pm 

budget day peak 

environment based on 

requirement C4.1, and run 

tests in order to provide 

the statistical data) 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

 http://www.treasury.govt.nz/publications/informationreleases/ris is a 

large page with many repeated ‘support images’ (The globe and 

PDF icons) 

C4.3 M Optimal performance for processing (which includes converting and 

uploading) to Draft.  

The current detailed steps involved in processing are as described in 

Appendix 6. The vendor MUST design and implement processes 

which achieve the desired performance.  

The vendor is free to design a new process which will meet 

performance requirements. At high level, the current process is: 

 content may be received in Microsoft Word, Excel or discrete HTML 

files 

 they are converted to clean HTML 

 pre-processed for accessibility, for example, applying ids and 

headers to table data cells 

 metadata from taxonomies is applied into CSVs 

 migrated using scripts referencing the CSVs and uploaded to Draft 

workflow state in the CMS.  

Due to the high bulk upload activity, the CMS must prove that it is able 

to handle processing (converting from Word format to HTML formats, 

accessibility conversion, applying metadata and taxonomies, and 

uploading) to Draft without any slowdown in performance. 

Quantitatively speaking, it needs to be able to bulk convert and bulk 

upload to Draft state up to 6000 pages and files within 20 minutes 

(rate of 5 items per second) and provide progress feedback without 

generating errors eg, 404s or 502s, or timeout errors or other errors.  

Due to high volume of pages, 

there is a need for a bulk 

processing and automated 

mechanism to be in place. 

 

 Demonstration  

Prove 5 items per second, 

or something as close as 

possible to that number.  

If vendor is unable to 

achieve the speed, CASS 

would still like to know the 

average speed measured 

so that this becomes a 

known number. 

C4.4 M Budget day scenario, based on budget day peak user activity: 

Publishing of 6000 pages and files (workflow from draft to 

published state) must be able to be accomplished within 30 seconds, 

  Demonstration  

Prove the 200 items per 

second rate, or something 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

including purging the cached versions (if vendor intends to implement 

cache management) of previously published pages. This is so that 

public users will be able to view the latest Budget information at 2pm. 

Note the non-contiguous nature, for example, that the content loading 

will be for approximately 5700 new files/pages, and also new versions 

of files and pages (approximately 300) at various locations. Refer to 

Appendix 9 for list of Budget day content updates.  

Quantitatively speaking, it must bulk publish at a rate of 200 items per 

second, and achieve this rate while achieving the performance 

requirement C4.1. 

as close as possible to 

that number. CASS will 

provide the sample files. If 

the vendor is unable to 

achieve the 200 items per 

second rate, CASS would 

still like to know the 

average speed measured 

so that this becomes a 

known number. 

C4.5 M New and/or updated content must be visible to the public user in less 

than 30 seconds after publishing.   

  Demonstration 

C4.6 M If Vendor suggests implementing cache management, Vendor to 

describe how to manage the cache to achieve the desired 

performance, and ensure that updated and new content is available 

immediately. 

If Vendor suggests NOT implementing cache management, Vendor will 

also need to describe how to achieve the desired performance without 

a cache.  

  Written paper 

 

C4.7 M In the case that two or more systems are used to meet Performance 

requirements, the integrity of the data between the systems must be 

strictly maintained.  

  Demonstration 

 Written paper 

Vendor describe the 

architecture design in 

paper how they have 

implemented this. 

C4.8 M The product must support an average of 40 concurrent agency users 

performing content management functions concurrently, while 

achieving the performance requirement C4.1. 

To support content author 

activities and smooth 

operation of the publication 

team. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C4.9 M The product must be capable of supporting increasing visitor volumes 

over time, including an estimated growth of visitor volumes 30% per 

year in the first 3 years. 

  

C4.10 M The product must be capable of supporting 30% growth per year in the 

volume of HTML pages and files published eg, every Budget 

published on Treasury sites comprises 6000 HTML pages and files.  

Agencies are publishing more 

material in HTML to comply 

with Web Standards; 

increasing amounts of official 

information (files) are being 

released. 

 

C4.11 M The product must ensure that routine system administrative activities 

do not impact day to day use of the product by public users and content 

authors. 

System maintenance 

activities must be conducted 

whilst still maintaining 

performance described 

above. 

 

C4.12 S The product should allow CASS to adjust the performance and capacity 

required to support increases or decreases in demand (both visitor 

volumes and content storage). 
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C5. Automation 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C5.1 M Automation must be required to handle  

a. conversion: from MS Word, MS Excel to HTML format.  

i. If there are images, including JPEG, GIF and/or PNG 
image formats, in the source material (eg, Word doc) then 
these will need to be automatically converted and saved as 
part of the web content, with their own workflow settings.  

ii. We will need to retain the ability to replace those 
automatically created images with specifically created ones 
if required. 

b. application of markup to tables and images for improved 
accessibility eg for tables: <thead>, <tbody> tags; id and 
header attributes on table cells. 

c. bulk editing of metadata eg application of terms from 
taxonomies. 

d. bulk uploading to Draft state. 

e. bulk workflow state changes (for example from Draft to Review 
state), and bulk publishing. 

[Note: must be achieved based on the Budget day peak user 

activity, ie, Automation with Performance as described in 

Requirement C4.1] 

See Appendix 6 for the current processes used. The vendor may 

design and implement new processes which achieve the 

desired automation and performance. 

See Appendix 9 for list of sample Word docs for conversion.  

To handle the automation of bulk-

importing of content. 

 Demonstration 

 Written paper 

 

C5.2 M Multi-page document represented in HTML: Automatic bulk 

conversion with Pagination automatically inserted. As part of the 

automated conversion from Microsoft Word, Excel to HTML 

format, the HTML produced should have Pagination functionality 

automatically inserted if it was a multi-page document.  

  Demonstration 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C5.3 M Non-contiguous nature of content updates: The automated bulk 

processing (requirement C5.1) must be able to accommodate the 

uploading and/or publishing/updating of pages and files at 

different locations within the website at the same publishing 

event eg, an embargo lifting at 2pm. For example, uploading a 

new multipage document, as well as updates to an existing and 

already published index page on a different branch of the site 

structure.  See Appendix 9 for the Budget day scenario of non-

continguous content updates. 

This is the nature of Budget day 

where different parts of the 

website will be updated 

concurrently.  On Budget Day 

some pages eg 

www.treasury.govt.nz/budget need 

to be updated 4-5 times prior to 

the embargo being lifted; we need 

to prepare each of these draft 

updates in advance. 

 Demonstration 

 

C5.4 S The automation should be able to run in 2 modes: 

 interactive and attended session 

 in background mode in a non-interactive manner. 

  

C5.5 S Feedback if the Automation fails: Ability to know success or 

failure at which step of the automation. The feedback will be 

required in both the interactive session and the background 

session.  

In interactive session, the appropriate error message and 

description will be displayed. 

In background session, the appropriate error message and 

description will be logged, and an alert generated by an email and 

Syslog.  

  

C5.6 M Scheduled publishing of approved content: Ability to define a 

future publication date and automatically publish content that is 

approved when it comes to that date. This applies to all element 

types – pages, images, and static files 

 And ability to cancel and amend the scheduled publishing: 

Ability to cancel the publication date, and the ability to change 

to a different publication date.   

Specific content may be 

“embargoed” from being published 

until a specific date and time in the 

future. 

Enables large and/or complex 

content items to be worked on well 

in advance of the publishing date. 

 

http://www.treasury.govt.nz/budget
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

Note: we do not want to override the workflow and publish draft 

content. 

C5.7 M Bulk-processing of Image galleries: Ability to display and 

manage images in galleries or collections.  Ability to mass-

associate metadata with images at the individual and library 

(collection) level. 

To improve productivity and ease 

of managing bulk images 
 Written paper 

 

C5.8 M Automatic expiration of pages and files: ability to specify a 

date and time when pages and files will be automatically made 

inaccessible publicly. 

The content owner has the option to be notified “X” days prior to 

the expiry date of a page and/or file (requirement C3.7). If he 

does not take any action, the page and/or file will automatically 

expire. “X” represents a parameter configurable on a page-by-

page and file-by-file basis. 

To increase the confidence of site 

users that content they find on a 

site is up to date, by ensuring that 

content that is published on a site 

cannot be “forgotten” and remain 

live after it is out of date. 

 

C5.9 M The default expiry will be NO expiry because we want to ensure 

that old-but-still-current-content does not automatically get taken 

down.  

To ensure old but still current 

content does not automatically get 

taken down. 

 

C5.10 M The product must allow content authors to extend the expiry 

date of content at any time. 

To ensure that content that 

remains valuable to site users can 

remain available as long as it is 

required. 

 

C5.11 M The product must allow the creation of multiple new drafts of 

each page and file and allow for each draft to automatically 

go live for scheduled periods, to supersede an existing page, 

subject to workflow approval of the same pages and files. 

A typical scenario is that on 

Budget Day, 

www.treasury.govt.nz/budget 

needs to be updated 7-8 times 

before and after the embargo is 

lifted at 2pm.  Each of these drafts 

can be prepared well in advance 

and have set times to be live eg, 

draft A between 6am and 9am, 

 

http://www.treasury.govt.nz/budget
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

draft B between 9am and 11am 

and so on. 

 



Treasury:2847576v20 37 

C6. Ability to implement White label master website 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C6.1 M The ability for sites to inherit from a "master" site in terms of HTML 

and CSS controlling layout, positioning of elements, usability and 

accessibility features, and core look and feel.  We envisage using 

dev, test and production versions of the Master to test and deploy 

core functional modules and changes to HTML and CSS. The 

master will not be viewable by the public. 

Sites referencing or inheriting from the Master for core HTML and 

CSS will have additional site-specific CSS to control the “theme” of 

that site ie, the application of the agency or website brand/theme to 

that site. 

We also need to allow for additional variation of CSS for sub-sites 

either at sub-folder level eg, www.treasury.govt.nz/budget/2013 

(eg, a National-led government’s blue Budget theme) or at sub-

domains eg careers.treasury.govt.nz or cabinetmanual.dpmc.govt.nz 

for example. 

So all children sites inherit from the parent but their children are 

still able to apply additional individual custom CSS and themes. 

For example, the www.treasury.govt.nz/budget and the 

careers.treasury.govt.nz websites will be able to inherit from 

www.treasury.govt.nz which in turn inherits from the Master, while 

still honoring any specific individual custom CSS and themes 

applied to individual child sites. 

See Appendix 7 for diagram. 

[Note: must be achieved based on the Budget day peak user 

activity, ie, without compromise to Performance (Requirement 

C4.1)] 

To easily facilitate a common 

look-and-feel across all websites. 

 Demonstration 

 

http://www.treasury.govt.nz/budget/2013
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C6.2 M Functionality eg modules for forms, surveys, search enabled in the 

Master site can be easily deployed (turned on or off) for individual 

subsites inheriting from the Master. 

While we want site visitors to have 

a consistent user experience in 

our sites it is likely that not all 

modules will be needed on some 

sites. 

 

 

C7. Search 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C7.1 M Describe how the product search engine is optimised   Written paper 

C7.2 M Describe how you would implement faceted search across the 

multiple websites on the platform.  

An improved experience in 

search, but consistent ‘behaviour’ 

on each site on the platform. 

We intend to leverage metadata 

much more than we do currently 

to support faceted searching eg, 

to breakdown content by type, 

originating author.  

 Written paper 

C7.3 M Must have the option to “search this site only”. For example, to 

search DPMC website only. 

  

C7.4 M The product must support federated searching across a website or 

across all the websites even if they are on a different instance of 

the product or on a completely different platform. For example, the 

ability to search the Civil Defence website (SilverStripe/Common 

Web Platform) from DPMC website (on the proposed new 

platform).  
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C7.5 S The product should support the weighting of search results being 

configurable on a site-by-site basis. 

To have control over the fine-

grain configuration of search 

results to best suit their business 

need, and the content and 

purpose of each site. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C7.6 S The product should provide search tools that are configurable on a 

site-by-site basis, including but not limited to: 

 metadata searching 

 keyword searching 

 taxonomy searching 

 full text searching 

 the optional search for archive/historical copies of 

documents/publications typically PDF versions.   

To have a more effective search.  

Agencies often have a need to 

make available for external 

researches purposes previous 

versions of some key formal 

publications eg, selected 

Guidance material, Cabinet guide 

and Cabinet manual.  

We need to be able make on a 

case-by-case basis a business 

decision to make archived 

material available.  

 

C7.7 S The search should display the Basic search by default, and give 

the public user the option to perform Advanced search if they wish 

to. 

  

C7.8 S The ability to increase relevance of search results based on key 

words. Key words chosen will be configured by the authorised user. 

For example, if a user search by a key word “Budget”, the most 

recent budget news will appear at the very top, while last year’s 

budget will appear further at the bottom.  
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C8. New Zealand Government web standards and Accessibility requirements (eg, for disabled public readers)  

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C8.1 M Describe or demonstrate the extent to which the CMS helps ensure compliance with 

the New Zealand Government Web Standards https://webtoolkit.govt.nz/standards/ 

Identify areas where additional development or HTML/CSS fixes are required to 

CMS-generated code to ensure compliance (probably based on recent experience for 

other clients). 

To ensure that sites 

comply with 

accessibility 

guidelines. 

 Demonstration 

 Written paper 

C8.2 S The CMS should have a good wysiwyg editor which helps Web editors to produce 

standards-compliant content, especially for Accessibility requirements for complex 

tables. Complex tables require additional markup to be made fully accessible (eg, 

table cell id/header attributes).   

Reduced reliance on offline processes to add this markup is desirable. eg, Web 

editor is able to improve accessibility of complex tables in wysiwyg interface by 

selecting rows, columns and individual cells and using toolbar buttons to add markup 

(ie without recourse to HTML code editing).   

The product should provide accessibility help functions (eg, prompt to supply image 

alt tags) when updating content. 

Note that currently, CASS is using Javascript Dreamweaver extensions to apply 

accessible markup to complex tables in this fashion: 

https://docs.google.com/file/d/0B7ZJFWmBf3qhdmktbGhoU3UxY00/edit?usp=sharing 

Appendix 6 includes details of the current process, specifically applying accessibility 

markup to HTML tables in offline HTML files (prior to import to the CMS) using 

custom Dreamweaver commands (Javascript).  We need to replicate these 

commands in a wysiwyg editor in the CMS. 

To ensure that sites 

comply with 

accessibility 

guidelines. 

We are looking for 

improvements to 

our current 

processes.  

Appendix 6 includes 

details of the current 

process, specifically 

applying 

accessibility markup 

to HTML tables in 

offline HTML files 

(prior to import to 

the CMS) using 

custom 

Dreamweaver 

commands 

(Javascript). 

 Demonstration of 

wysiwyg editor. 

 Any proposals 

around applying 

accessibility 

markup can be 

described in a 

written paper.  

C8.3 S The product should provide support for common markup languages and document 

formats (ie, HTML4, HTML5, CSS2, CSS3, XHTML). 

To ensure that 

common industry 

web standards and 

 

https://webtoolkit.govt.nz/standards/
https://docs.google.com/file/d/0B7ZJFWmBf3qhdmktbGhoU3UxY00/edit?usp=sharing
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

protocols are 

supported. 

C8.4 S The product should support technology agnostic URLs, for example by avoiding 

inserting platform details into page references (such as “aspx”, “jsp” in URLs). 

To support 

consistent 

referencing of web 

site content. 

 

C8.5 S The product should allow authorised CASS users to report on and monitor the level 

of standards compliance of sites. Note that we cannot send unpublished and/or 

embargoed content to external validators. 

To validate that 

style guides and 

web standards are 

being met. 
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C9. Mobile responsive 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C9.1 M The product must support and enable websites to be “responsive” (optimised for 

display and navigation on a wide range of devices eg, smart phones, tablet devices 

such as iPads) without the need to perform additional development.  Note: We 

do not intend to develop separately templated or content managed sites for mobile 

devices. 

Mobile devices are an 

increasingly-popular 

method of accessing 

online content. 

 Demonstration 

Shortlisted vendor demo 

on tablet and 

smartphone 

C9.2 M Tables that are mobile responsive. Vendor to use the progressive enhancement 

and responsive design methods. 

An example of techniques that the Central Agencies have used is the Filament 

Group approach (http://filamentgroup.com/lab/responsive_design_approach_ 

for_complex_multicolumn_data_tables/) that displays tables comfortably at a wide 

range of screen sizes, provides quick access to the data, and preserves the table 

structure so that data can still be compared across columns.  When the end-user 

renders the table on a variety of screen sizes, the page will be smart enough to 

detect the screen size and render the default columns accordingly to fit the screen 

size. There will also be a menu (see Appendix 8 for screenshot) that allows the end 

user to select which columns they want to be displayed. There may be multiple 

tables in a page, and the controls should work independently for each table. The 

final result is a table that displays a limited set of columns on smaller screens, and 

provides quick access to data that's hidden because of space constraints, 

independent controls for multiple tables on a page and preserves the table structure 

so that data can still be compared across columns. 

Shortlisted vendor to demo based on these pages:  

http://www.budget.govt.nz/budget/forecasts/summary/index.htm 

http://www.treasury.govt.nz/budget/2013/estimates/003.htm (a wide table) 

http://www.treasury.govt.nz/budget/2013/suppestimates/018.htm (a long table) 

  Demonstration 

 

C9.3 S The product should be flexible enough to support the introduction of other, future 

techniques that are standards-compliant and that will enhance the user experience 

for views/consumers of complex data and content. 

  

http://filamentgroup.com/lab/responsive_design_approach_%20for_complex_multicolumn_data_tables/
http://filamentgroup.com/lab/responsive_design_approach_%20for_complex_multicolumn_data_tables/


Treasury:2847576v20 44 

C10. Data visualisation 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C10.1 M Data visualisation is the ability to represent data in a visual manner which may 

include graphs, pie charts, heat maps and lots more. The presentation and 

aesthetic visual design will be in scope for the Visual Design vendor and hence 

it is out of scope for the CMS vendor. However, the CMS product must be able 

to provide the backend to store datasets to contain the data, and provide the 

JavaScript Libraries, APIs and the hooks, for example, in order for the data to 

be rendered on to the website. The CMS vendor professional services must 

include the effort to: 

 execute the appropriate database query to extract the data, and 

 render the data in the visual display format as defined by the Visual vendor, 

eg, graph, pie charts. 

The dataset may contain data from the various user interactions as described 

in requirement C13. 

All these must be achieved while keeping the website mobile responsive. See 

requirement C9. 

The CMS vendor professional services do NOT include the effort to: 

 migrate or enter data into the dataset only if the data does not come from 

user interactions described in requirement C13. 

Data visualisation is not 

used on our websites at 

present, we are seeking 

advice and solutions 

from vendors on how to 

implement a framework 

for data visualisation that 

is best practice, 

standards-based and 

allows plenty of scope for 

future development. 

 Written paper 

 

C10.2 M The product must provide the ability for a content author to import an external 

dataset and expose the dataset for browsing on the web. This would be a 

manually started task with the ability to preview (and possibly manipulate) the 

imported dataset. 

To enable an agency to 

use the product to 

construct websites that 

display searchable lists 

of imported content. 

 Written paper 

describing what 

technologies, specific 

data sources and 

how this can be 

done. 
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C11. In-page scripts and CSS 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C11.1 M The product must support the use of JavaScript either in templates or by 

allowing authorised CASS CMS administrators to insert scripts into content. 

To provide flexible 

presentation of content 

 

C11.2 M The product must have the ability to relatively easily manage any necessary 

JavaScript libraries as needed. 

It must have the ability to include JavaScript on a per page basis. 

For example, NZDMO Acknowledge and Hide disclaimer is currently written in 

JavaScript. 

http://www.nzdmo.govt.nz/publications/mediastatements 

CASS has a preference 

for a GUI operation tool 

to turn on or turn off, 

and to embed 

JavaScript. 

 

C11.3 M The product must have the ability to relatively easily add custom CSS to the 

specific pages as needed. 

We need a mechanism 

to be able to provide in-

page specific CSS for 

formatting on exception 

basis. 

 

 

http://www.nzdmo.govt.nz/publications/mediastatements
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C12. Content structure 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C12.1 S The product should provide a configurable information architecture that can be 

defined at a site-by-site level.  

To give an agency 

control of the data 

structure of each of 

their sites, including 

the ability to add or 

delete sections of the 

structure; and display 

the structure to users. 

 

C12.2 S The product should enable configurable metadata fields to be embedded in the 

HTML head of pages, including but not limited to controlled vocabulary keywords, 

content categories and text summaries. Metadata can be defined for each item of 

content, including stub pages for non-HTML content and attached documents. 

Metadata schemas are configurable at a site-by-site level, schemas could be reused 

by more than one site where appropriate. 

As a high level of visitors come to our sites through Google, metadata should be in a 

format that works well and is recommended by Google. 

To give an agency 

site-by-site control of 

the indexing of 

content. 

 

C12.3 M The product must support the auto-generation of standard generic metadata 

fields for all content items at the time content is both created and edited. 

Metadata fields captured automatically shall include, but are not limited to: 

 Created date 

 Created by user 

 Last updated date 

 Last updated user 

Note: this requirement is for standard generic metadata. The bulk metadata 

processing as described in requirement C5.1 is about applying non-generic 

metadata, or specifically changing these generic items.  

To streamline and 

standardise the 

capture of metadata. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C12.4 S The product should provide the capacity for sharing of metadata fields and 

controlled vocabulary keywords across the websites. 

To allow an agency 

to apply common 

practices and 

standards across its 

entire web presence. 

 

C12.5 S The product should enable authorised users to add, edit, or delete taxonomy terms 

without requiring special training. Only administrators must be able to configure, add 

or remove entire taxonomies. 

To ensure that a 

content author with 

standard computer 

skills can maintain 

taxonomies without 

having to first 

undergo specialist 

training. 

 

C12.6 S The product should allow the copyright status, (including creative commons license 

status), of content and attachments to be specified on a page-by-page basis if 

necessary. 

To highlight to users 

what copying and 

distribution rules exist 

for specific files. 

 

C12.7 S The product should support the ability to associate content across the websites. To support the 

principle that one 

item of content may 

be used in many 

places, but should be 

stored and 

maintained in only 

one place. 

 

C12.8 S The product should support on a site-by-site basis flexible navigation options that 

include both hierarchy-driven and taxonomy-driven navigation. 

To ensure that an 

agency can best 

support the nature of 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

content and the 

purpose of the site. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C12.9 S The product should allow for structured lists of content/files to be generated and 

displayed in tables that support the sorting and (optionally) filtering of items in the 

list. 

For example, the list of Regulatory Impact Statements at 

http://www.treasury.govt.nz/publications/informationreleases/ris where the usability 

of these lists would be enhanced if users could sort and filter by department, date, 

ministerial portfolio and other metadata or taxonomy terms associated with items. 

To improve the 

usability of large sets 

of files or content 

items. 

 

C12.10 M The product must allow for short named URLs as aliases for content that may be at 

various levels of the information architecture of a website. For example, if the deep 

URL for the Financial Statements of the Government of New Zealand for the Year 

Ended 30 June 2013 is 

http://www.treasury.govt.nz/government/financialstatements/yearend/2013/index.htm 

an alias of http://www.treasury.govt.nz/fsgnz13 must be supported. 

  

 

http://www.treasury.govt.nz/publications/informationreleases/ris
http://www.treasury.govt.nz/government/financialstatements/yearend/2013/index.htm
http://www.treasury.govt.nz/fsgnz13
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C13. Interaction with the public user – browsers, input forms, newsletter subscriptions, discussion forums, RSS 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C13.1 M The website content produced by the product must be viewable in browsers 

used by more than 1% of public users, which are: 

 Internet Explorer 6+ 

 Google Chrome (all versions) 

 Firefox 4+ 

 Safari 6+ 

 Opera 9+ 

  

C13.2 S The product should enable authorised users to create and edit forms 

(including secure (SSL/HTTPS) forms) to support the submission of data, 

including personal data, by public users. 

To enable users to submit 

information, including 

personal information to the 

website. 

Any data collected will be 

exported for further work – 

integration with other 

systems is NOT in scope. 

 

C13.3 M The product must securely store data submitted by users eg, email 

addresses, using forms described in requirement C13.2. 

To ensure that data 

collected from site users is 

captured and held by the 

product until such time as 

the agency chooses to 

export the data for further 

processing. 

 



Treasury:2847576v20 51 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C13.4 S The product should enable captured and/or stored data to be exported by 

authorised users in a standard formats for external use, this includes an ability 

to export data on submission without storing data in the product (eg email on 

form submission). 

To support the scope of 

the current project, this 

includes the collection of 

user data via forms and 

storage of that data in 

simple databases; but 

which excludes the 

provision of further 

processing or analysis 

tools, which CASS shall 

achieve by exporting the 

data out of the product for 

further manipulation by 

other applications. 

 

C13.5 N Ability to have moderated online discussion forums.   

C13.6 S Ability to manage RSS syndication of structured content types eg news, 

media statements, other publications that conforms to the New Zealand 

Government Feed Standard http://ict.govt.nz/assets/Uploads/Documents/nz-

government-feed-standard.pdf  

Current examples include feeds for data 

http://www.treasury.govt.nz/feeds/data.xml, news items 

http://www.dpmc.govt.nz/dpmc/news/rss and Regulatory Impact Statements (a 

specific content type) http://www.dpmc.govt.nz/dpmc/news/rss. 

  

C13.7 N The product shall provide the capability to agencies to offer methods of 

interaction between public users and content authors or other public users, 

including: 

 Forums 

 Blogs 

 Client feedback 

To facilitate effective 

communication between 

agencies and public users. 

 

http://ict.govt.nz/assets/Uploads/Documents/nz-government-feed-standard.pdf
http://ict.govt.nz/assets/Uploads/Documents/nz-government-feed-standard.pdf
http://www.treasury.govt.nz/feeds/data.xml
http://www.dpmc.govt.nz/dpmc/news/rss
http://www.dpmc.govt.nz/dpmc/news/rss
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C13.8 S The product should support a configurable calendar (based on New Zealand 

time) function that enables upcoming events/key publishing dates/times to be 

defined in a publicly available calendar on a site-by-site basis and displayed in 

a variety of ways eg including in a list format, and for subsets of events to be 

presented in different contexts depending on how they have been tagged. 

For example, all upcoming bond tender announcements, would be tagged as 

such in a central calendar, but the context of Bond Tenders on the Treasury 

site only these tagged events would be displayed. 

  

C13.9 S The product should enable public users to view public-facing calendars of 

events (eg, upcoming release dates, seminars, Budget lock-ups) created by an 

agency, and search and filter the view to see only dates/events relevant to 

their needs. 

Allowing the public to 

search calendar events 

relevant to them. 

 

C13.10 S The product should provide the capability to agencies to offer public users 

self-service subscription to alerts/notifications that are available in a 

variety of formats (eg email) on a site-by-site basis. 

Describe how users will be able to securely subscribe, update preferences/ 

subscriptions, and unsubscribe. 

To allow public users to 

generate alerts or 

reminders relating to 

content on a site. 

Example of this are: 

 reminders of upcoming 

dates in the calendar  

 alerts when content on 

a specified page has 

changed. 

 

C13.11 S The product should optionally, on a site-by-site basis, provide the capability for 

a content author to make an edit to content that does not generate an alert 

to a public user, even when such an alert has been defined in requirement 

C13.10. 

To allow a content author 

to correct a simple error in 

content without drawing 

the attention of all 

subscribed public users to 

a non-substantive or non-

material change. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C13.12 S The product should support multiple templates for e-newsletters that allow 

authorised editors to prepare newsletters, select the list of subscribers and 

schedule an e-newsletter for sending. 

  

C13.13 N The product should be able to deliver streaming video – live as well as pre-

recorded. Vendor to describe how it might integrate with cloud-based video 

delivery services.  

To provide streaming 

video to public users. 
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C14. Author tools 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C14.1 M The product must enable administrators to create and edit stylesheets. To allow administrators 

to have control over the 

way content will display. 

 

C14.2 M Content using a template, must automatically receive all updates in new 

versions of that template. Furthermore, templates must not be able to be 

deleted where any content item would be orphaned. 

To ensure that content 

authors have control over 

content continuing to 

display correctly over the 

lifespan of the content. 

 

C14.3 M The product must provide content authors with appropriate tools to quality 

check a range of content. 

This includes, but is not limited to, the following: 

 HTML editor that toggles with the WYSIWYG editor. 

 Spell check, defined as New Zealand English and Maori, including macron 

support. 

 In-page HTML validation checks (without sending unpublished HTML 

content to external sites for validation – a security risk). 

 Preview content as it would appear on the website when published. 

To ensure that content 

authors are able to 

create and manipulate all 

types of content without 

having to buy in 

specialised expertise to 

build content. 

 

C14.4 S The product should enable a content author to have two or more items of 

content open on-screen at the same time, eg two browser tabs open with a 

content item in each. 

To allow a content author 

to copy-and-paste 

content from one page to 

another. 

 

C14.5 N The product shall enable a content author to view two versions of the same 

content on-screen at the same time, eg two browser tabs open with a version 

of a content item in each. 

To allow a content author 

to compare versions and 

copy-and-paste content 

from an older version to 

the current version. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C14.6 S The product should display a warning to a content author if a document with 

the same filename uploaded by the content author has been uploaded already 

and provide the option to overwrite an already uploaded document with a 

newer version. 

 

To improve the quality of 

content presented, and 

to prevent any confusion 

for site users when faced 

with two seemingly 

identical items of content. 

 

C14.7 M The product must allow an authorised CASS content author to add any of the 

following items into a page of content: 

 hand coded HTML 

 scripts from a preset library managed by template designers, for example, 

able to reference JQuery functions 

 embedded objects 

 embedded code from other websites. The websites and embedded objects 

will be from a white list. 

Note cross-references to CSS and JavaScript insertions in Requirement C11 

and Requirement C21.5. 

To facilitate the creation 

of enhanced site content. 

CASS has a preference 

for a GUI operation tool 

turn on or turn off, to 

embed scripts. 

These items will be 

reviewed on a periodic 

basis. 

 

C14.8 S The product should provide the ability to share taxonomy and digital assets 

across the different Central agencies websites. For example, taxonomy 

created in DPMC website may be re-used in SSC’s website.  

To enable re-use 

between central 

agencies. 

 

C14.9 S The product should enable the find and replace of specific HTML code in 

searches across the whole site or sub-section of the site.  

Allows, for example, 

global find and replace of 

a class or tables in a 

multipage publication. 
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C15. Content migration 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C15.1 M Describe how content migration automation tools can be used to 

automatically migrate content from existing central agencies’ websites.  

Note: The labour involved in migration will be resourced separately by the 

project. Hence, the professional services for migrating is out of scope of the 

RFP.  

To smoothly migrate 

from the current website 

to the new product. 

 Written paper 

Vendor to describe 

what sort of content 

migration automation 

tools are available and 

what the tools can do, 

Vendor to describe the 

rate of migration for 

example, 100 kb per 

second. 

C15.2 S The product should provide the ability to create sites by cloning existing sites 

managed in the platform, including optionally to be able to exclude content and 

only copy structure and templates. 

See also requirement C22.6.  

To enable rapid 

deployment of sites. For 

example, to make copies 

of a production site to 

refresh a test site. 
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C16. Reporting/Analytics 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C16.1 S The product should automatically generate and send a range of reports to pre-

defined groups of recipients. Examples of reports include but are not limited to: 

 System “event” and error reports 

 Workflow alerts 

 Broken link reports 

 Content reviews required 

 Content close to expiry 

To ensure that data is 

circulated in a timely 

manner to all relevant 

members of an agency. 

 

C16.2 S The product should periodically run an automated check of all links within a site 

and generate an alert to the appropriate content owners for any links that are 

identified as broken. 

To ensure that links to 

external sites remain 

active for use by public 

users. 

 

C16.3 M The product must provide or integrate with internally hosted and/or externally 

hosted analytics tools to enable authorised CASS administrators to create and 

edit detailed reports that present analysis of an agency’s web presence, either 

for an agency as a whole, or on a site-by-site basis. 

Note that for Google Analytics, our requirements include being able to track 

downloads of files eg PDFs, Excel files, CSVs as well as use of web pages. 

To allow agencies to 

monitor usage trends for 

future website planning, 

and to ensure that 

content is presented in 

an effective and usable 

way. 
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C17. User management 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C17.1 S The product should enable CASS to perform the following user management 

functions: 

 adding users  

 edit users  

 remove users  

 set associated system roles and system privileges. 

To ensure that data is 

circulated in a timely 

manner to all relevant 

members of an agency. 
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C18. Compliance    

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C18.1 M The product must enable compliance with the mandatory standards released 

under the NZ Public Records Act 2005. 

http://archives.govt.nz/advice/public-records-act-2005 

Legal Requirement 

impacting data storage 

and archiving. 

 

C18.2 M The product must comply with the Recordkeeping Metadata Standard of June 

2008 or later. 

http://archives.govt.nz/advice/continuum-resource-kit/continuum-publications-

html/s8-electronic-recordkeeping-metadata-stand 

Required government 

standard. 

 

C18.3 M The product must automatically capture the following metadata for each 

version: 

 Publishing date 

 Expiry date or the date that the page is no longer visible to the public user. 

This requirement must apply page-by-page and file-by-file. 

Required government 
standard. 

 Written paper 

 

C18.4 S The product should comply with the Digital Recordkeeping Standard (November 

2010 or later). 

http://archives.govt.nz/s5-digital-recordkeeping-standard 

Required government 

standard. 

 

C18.5 M The product must comply to the NZISM (New Zealand information security 

manual). 

http://www.nzsis.govt.nz/publications/security-in-the-government-sector/ 

Required government 

security compliance. 

 

C18.6 M The product must comply to the New Zealand Government Web Standards.  

https://webtoolkit.govt.nz/standards/ 

Required government 

standard. 

 

 

http://archives.govt.nz/advice/public-records-act-2005
http://archives.govt.nz/advice/continuum-resource-kit/continuum-publications-html/s8-electronic-recordkeeping-metadata-stand
http://archives.govt.nz/advice/continuum-resource-kit/continuum-publications-html/s8-electronic-recordkeeping-metadata-stand
http://archives.govt.nz/s5-digital-recordkeeping-standard
http://www.nzsis.govt.nz/publications/security-in-the-government-sector/
https://webtoolkit.govt.nz/standards/
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C19. Versioning/auditing (required to support compliance with the Public Records Act)   

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C19.1 M The product must create and store a historical version of content when any 

updates to an item of content are made. If the content change includes 

changes to attached files, historical versions of the attached files will also be 

created and stored. Each version will contain the metadata associated to the 

page or the file.  

To provide an audit trail of 

what content changes 

were made at what time. 

 Written paper 

 

C19.2 M The product must, for every System Event, record the time, date and ID of the 

user who triggered the event. 

To capture an audit trail of 

every action that causes a 

change to the data record 

stored by the product. 

 

C19.3 M The product must, by default, display the latest published version of content on 

a live site to public users. 

Earlier revisions of the page or file must, by default, not be made available to 

the public user. Note that requirement C7.6 we want to be able to explicitly 

identify or select archived copies of documents/publications that can be made 

publicly available as historical/archived versions.  

To ensure that public 

users are presented with 

the latest approved 

content. 

 

C19.4 M The product must enable an authorised user to revert the publication of an item 

of content to a previous version of that content item. 

To assist in quickly 

reversing publication 

errors. 

 

C19.5 S The product must enable an administrator to revert an entire website to show 

the content of that website at a specific date and time. 

To ensure that agencies 

have the ability to show 

the content that was 

visible on a site at a given 

date to answer known 

queries of this type that 

are received from clients. 

 

C19.6 M The product must enable an administrator to delete a version of content. 

Note: An audit trail of any deletion of a version of content would be required 

To reduce the likelihood of 

erroneous content being 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

accidentally made visible 

to the public. 

C19.7 S The product should enable the decommissioning of a website in a manner that 

enables the archiving of website content and metadata to open data standards, 

and the subsequent removal of the website from the platform. 

To ensure that agencies 

are able to appropriately 

manage the 

decommissioning of 

websites. 
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C20. Audit and archive   

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C20.1 M The product must maintain an audit log of administrative changes and updates. To ensure a history of 

changes to content are 

stored. 

To comply with the Public 

Records Act. 

 

C20.2 S The product should automate the process of archiving expired or replaced web 

site content. This should take place with NO impact to production. 

To streamline the process 

of archiving site content 

and ensure an accurate 

record history is kept. 

 

C20.3 S The product should have the ability to take snapshots of entire websites. 

These snapshots must be able to be scheduled and automatically occur after 

they are scheduled. 

Archive New Zealand 

requests that we keep 

archives of what we 

publish to the public user. 

This is so that if there is 

any dispute, we will have 

traceability of what was 

actually published. 

 

C20.4 M The product must record complete copies of all historical website content 

updates, including file attachments. 

To comply with the Public 

Records Act. 

 

C20.5 M The product must allow authorised users (see requirement C20.6 below which 

describes workflow) to archive complete copies of all historical website content 

updates that are older than a predetermined (configurable) age. 

To ensure that retention 

and disposal actions can 

be triggered, if required, 

once certain content 

reaches a pre-determined 

age 

 

C20.6 S The product should have some workflow mechanism to manage archiving of 

pages and files. 

To properly manage the 

archiving process of 

pages and files. 

 



Treasury:2847576v20 63 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C20.7 M The product must protect all archived copies of historical website content 

updates from alteration or deletion. Historical content can only be deleted from 

the platform if the whole site is being migrated to another hosting platform, or if 

the entire site has been archived and submitted to the government digital 

archive (GDA) for preservation. 

Note: Data capture and inclusion in the GDA will be managed by the GDA. 

To ensure integrity of 

archived records. 

To enable auditing of the 

product. 
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C21. Interoperability   

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C21.1 S The product should provide support for content aggregation and syndication via 

RSS and ATOM. 

To enable flexible sharing 

and consumption of 

content 

 

C21.2 M The product must utilise the NZ Government Feed standard 

(http://ict.govt.nz/assets/Uploads/Documents/nz-government-feed-standard.pdf) 

for all RSS/ATOM feeds. 

To meet New Zealand 

Government standards for 

all online users. 

 

C21.3 S The product should provide standards based API (eg, utilising REST services) 

for accessing content management and content delivery functions or site 

content. 

 

To provide extensibility 

points for integrating with 

Agency in-house systems 

or toolsets. 

 

C21.4 S The product should provide adapters to connect to multiple data sources to 

source content, such as Digital Asset Management systems, Enterprise Content 

Management systems and CRM systems. 

The product must support a publishing model where content/data generated by 

internal systems can be pushed, say, at least daily, into the CMS platform for 

publication. We are not requesting real-time online data integration with internal 

systems. 

See also Requirement C10.2. 

To facilitate integration 

with Agency datasets and 

in-house systems. 

 

C21.5 S The product should be capable of displaying content from other sources eg 

Twitter, YouTube playlists.  

See also Requirement C14.7. 

  

 

http://ict.govt.nz/assets/Uploads/Documents/nz-government-feed-standard.pdf
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C22. Development and Implementation   

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C22.1 M Software development best practices: vendor to describe their approach to 

website development, how they follow best practices and abide by them. 

Note: When making judgements about the approach to development to meet 

functional requirements our guiding principles are: use core as much as 

possible. Else, use contributed modules, followed by custom modules. 

To ensure quality in 

software development 

 Written paper 

Vendor to describe 

other good software 

release 

methodologies. 

C22.2 M Software Dependencies: Does the product have any software dependencies 

(ie, other software components that are required for the application to 

operate). For example, Ubuntu, specific Java versions etc. 

If dependencies are present, list all of the dependencies, including version 

numbers. 

To ensure quality in 

software development 

 Written paper 

 

C22.3 M Technical design of the solutions you wish the implement: Write an 

architecture design, including placement of firewalls, caches, database 

servers, application servers. Estimated sizing of servers. 

 

 

To ensure quality in 

software development 

 Written paper 

Vendor to describe the 

architecture design in 

paper how the solution 

will be implemented. 

C22.4 M Insight into technology roadmap:  

Vendor to describe the CMS technology roadmap. 

  

C22.5 M The vendor must provide secure test environment(s) for prototyping and 

acceptance testing. 

If vendor suggests CASS in-house hosting, CASS can provide documentation 

on in-house hosting env to the vendor under NDA. 

Acceptance testing for 

updates and significant 

configuration changes to 

the product must be 

carried out without 

interfering with operational 

users of the product. 

Vendor to inform 

CASS the preferred 

hosting options (and 

pricing if there is a 

difference).  

C22.6 M The product must provide the ability to transfer content and resources 

(such as templates, widgets, and code components) between testing and 

production environments. 

To streamline the delivery 

of site content and 

changes. 
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ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C22.7 M CMS professional services vendor to install and setup of the CMS in 

Development, Testing, Staging, Production environments.  

  

C22.8 M CMS professional services vendor to: Identify suitable or preferred Visual 

HTML/CSS Design partners, whether or not proposing a 

consortium/subcontracted designer, based on the given CASS requirements. 

  

C22.9 M CMS professional services vendor to: Identify suitable or preferred Hosting 

partners based on the given CASS requirements. 

  

C22.10 M CMS professional services vendor to: give CASS an indication of their level 

of participation in the product development/improvement with either a 

vendor or the open source community (where appropriate). 

  

C22.11 M CMS professional services vendor to: document where they will be directly 

performing the elements of work, and where the vendor will be 

subcontracting the elements of work to another subcontractor. 
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C23. Training/Support   

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

C23.1 M CMS product and its components must have monitoring capability (eg, 

SNMP, service monitoring, etc) that will indicate any outages or abnormality 

that has happened to the CMS product and its components eg, the product 

goes offline or there is a degradation of the service or a cyber security incident 

has happened. 

Vendor to describe how the monitoring capability functions for the CMS 

product and its components. Provide examples of performance base alerts, 

service outage alerts, etc. 

  

C23.2 M Documentation and Knowledge Bases: Specify what documentation will be 

supplied with the delivery of the system (eg, User manuals; training plan to get 

end-users up to speed; technical documentation and/or online knowledge 

bases to enable in-house technical team for first-level support). 

  

C23.3 M Vendor to provide technical documents and a list of software, operating 

system, database and network dependencies including those required by 

custom modules. 

  

C23.4 M The vendor responsible for delivery of the product shall provide appropriate 

induction / help guide(s), administration documentation and training. 

CASS must possess 

sufficient documentation 

and skill to use the product 

effectively. 

 



Treasury:2847576v20 68 

Component #2: Visual and HTML/CSS Design work 

V1. Core Design   

ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

V1.1 M To produce an overall core design for all websites listed in page 

15 of Appendix 3, based on the White label website as described 

in Appendix 7. 

The overall core design will contain the general theme where child 

websites will inherit from. 

The base design must be able to be easily extended to 

subsequent websites, which will inherit their base layer of design 

from the white label design. 

To easily facilitate a common 

look-and-feel across all websites. 

 presentation and 

demonstration of key 

design requirements and 

white label site 

functionality. 

 

V1.2 M Re-theming and design of all individual websites based on the 

White label website. 

 

We are consolidating our 

websites as part of an initiative to 

increase efficiency. 

 

V1.3 M To produce mobile responsive design for mobile and various 

screens and resolutions while abiding to the overall core design as 

described in Requirement V1.1 and Requirement V1.2. We expect 

to develop core design on “mobile first” principles. 

  

V1.4 M The produced design must work across the growing landscape of 

media devices. The layouts and design elements will adapt to 

different contexts and can be applied to different functionality eg, 

How a faceted search results page works on desktops, tablets and 

phones, or a generic widget design showing how it can be adapted 

to a newsletter widget, a calendar widget etc. 

A responsive design ensures that 

content is available in a usable 

way to users regardless of the 

media device they are using. 
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V2. Data visualisation 

ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

V2.1 M Identify what experience they have with data visualisation and 

interactive data visualisation frameworks and methodologies. 

Which frameworks and code libraries have they used in 

conjunction with either Drupal or Plone.  Experience should 

include: developing HTML, CSS, and JavaScript (as applicable) in 

data visualisations that complements the visual design/theme of 

the websites incorporating data visualisations. 

To increase the amount of visual 

content and usability of the site, 

we would like to include an 

increasing number of static and 

dynamic visualisations of the data 

we publish. 
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V3. Development and Implementation   

ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

V3.1 M All visual designs must work together in a cohesive manner, and 

co-exist happily based on all of the requirements from V1 to V2. 

  Written paper 

Vendor to describe how 

they will implement the 

design, whether they will be 

using custom JavaScript or 

custom CSS or pre-existing 

methodologies, libraries , 

frameworks or tools eg,  

SMACSS, BEM, jQuery UI, 

Mootools, Bootstrap, 

Foundation, SASS, LESS 

etc 

V3.2 M Implement the visual design on the selected CMS. Vendor to 

describe which CMS that they have a preference on, if any.  

Note: Preliminary wireframes and information architecture work 

and user personas will be made available to the selected visual 

design vendor. 

  

V3.3 M Given that we have not detailed out the specific user experience, 

we would like the visual design vendor to propose an approach 

that allows for the CMS vendor, CASS and the visual design 

vendor to collaborate on design and implementation. 

The user experience may be an 

iterative process. There needs to 

be an efficient way for all parties 

to work together collaboratively. 

Presentation to CASS on 

your proposed approach. 

V3.4 M Documentation and Knowledge Bases: Specify what 

documentation will be supplied with the delivery of the design. 
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Component #3: Ongoing annual support of the CMS and related components 

Ongoing annual support of the CMS and its related components, including maintaining currency of the platform and security patches. 

 Keeping the CMS product and its related components current, applying security patches and updates 

 Redevelopment (if necessary) and end-to-end testing of the CMS and its related components, including contributed modules and/or custom modules 

based on the latest security patches and updates 

 Implementation 

 Support SLAs, especially during critical periods eg, May Budget 

The CMS Support vendor must consider supporting the CMS and related components in these 2 hosting options: 

 Supporting the CMS product and its related components in a Vendor hosted environment, which could include infrastructure-as-a-service (IaaS) or 

other Vendor hosted options. The requirements of the Vendor hosting arrangements are described in Component #4 of this RFP.  

 Supporting the CMS product and its related components in a CASS In-house hosted environment. 

 Note: there are some requirements below where hosting arrangements are marked as Both. In the tender response table, the CMS Support vendor will 

need to provide responses corresponding to both Vendor hosted arrangements and CASS In-house hosting arrangements.  

 

 

 

 

 

 

CMS and its 

related 

components Hosting 

CA

SS 

In-

hou

se 

Ve

nd

or 

ho

ste

d 



Treasury:2847576v20 72 

S1. Management requirements 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

S1.1 S If the CMS support vendor and the Hosting vendor 

are 2 different vendors, the CMS support vendor 

needs to work closely with the Hosting vendor: 

 The CMS support vendor needs to apply Risk 

assessment processes to include the Hosting 

environment and its components. Eg, if there is a 

patch applied at the host, the CMS support 

vendor needs to apply Risk assessment 

processes to decide the severity level and 

impacts, and then communicate to CASS to 

obtain approvals accordingly. See requirements 

S2.3, S2.4, S2.5, S2.6.  

 The Hosting vendor will work with the CMS 

support vendor if there is a need to perform end-

to-end testing with regards to any patches or 

changes applied.  

 The CMS support vendor to be fully accountable 

for managing the Hosting vendor as the ONE 

point of ownership.  

See also: 

 requirement H1.1  

 requirement H3.2 

 requirement H3.4 

 requirement H3.5 

 requirement H3.8 

 requirement H3.14 

So that CASS will not play mediator role in between 

the CMS support vendor and the Hosting vendor if 

they are 2 different vendors.  

To make processes more efficient eg, when there is 

an issue and 2 vendors need to troubleshoot the 

root cause and resolve the issue.  
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S2. Patching the CMS product and its related components 

ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

S2.1 M Patching the CMS product and its related 

components: 

a. Describe how frequently updates, patches or 
upgrades are published, including whether this 
is according to a regular cycle of the CMS and 
related components.  

b. Describe how security patches and other 
updates are tested and can be rapidly 
deployed to development, testing, staging and 
production environments.  

i. Detail how the development, testing 
and staging environments and how you 
are going to closely mimic CASS’s 
production environment.  

ii. CMS support vendor must determine 
the potential impact of both the patch or 
the vulnerability, perform a Risk 
assessment, and decide whether it 
needs to be deployed urgently or 
scheduled for the next release cycle. 
Decisions must be communicated to 
CASS and approval obtained before 
Production implementation.  

Both To maintain quality of the 

CMS and to decrease 

security vulnerability. 

 Presentation to 

CASS 

CMS support vendor to 

describe the 

deployment & patching 

process and timelines 

in present them. Include 

security updates, and 

changes from core. 

 

S2.2 M With regards to applying patches or upgrades, CMS 

support vendor must describe their decision making 

process around: 

 Configuration within the CMS, versus 

Both   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

 customisation (changes to existing code and 

contributed modules)  versus 

 introduction of third party modules versus 

 custom code (code developed especially for this 

project)  

CASS must be involved in the approval process. 

S2.3 M CMS support vendor must determine the potential 

impact of both the patch or the vulnerability, perform 

a Risk assessment, and decide whether it needs to 

be deployed. 

Both   

S2.4 M After the Risk assessment and evaluation process, 

if the patch is mutually agreed as Critical severity, 

the CMS support vendor must implement them in 2 

calendar days (includes weekends and public 

holidays). 

Decisions must be communicated to CASS and 

approval obtained before Production 

implementation. 

A default route in case of urgency or CASS 

unavailability must be agreed upfront. 

Both   

S2.5 M Should a patch get deployed into Production and 

caused other Critical issues, there must be a fast-

track process to rollback the patch or resolve the 

issue within hours (includes weekends and public 

holidays).  

Vendor hosted   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

At all times, decisions must be communicated to 

CASS and approval obtained before Production 

implementation.  
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

S2.6 M It is expected that security patches and updates 

must not degrade the existing performance and 

functionality of the CMS product and related 

components as described in : 

 requirement C4.1 – Load statistics during Budget 
day website peak requirements 

 requirement C4.2 – rendering time 

 requirement C4.3 – processing performance 

 requirement C4.4 – publishing performance 

 requirement C4.6 – cache management 

 requirement C4.7 – data integrity 

  requirement C4.8 – number of concurrent users 

 requirement C4.9 – projected growth in visitor 

volumes 

 requirement C4.10 – projected growth in volume 
of HTML pages and files published. 

If there is any degradation, the CMS support vendor 

needs to provide proactive advice on workaround or 

alternative configuration to CASS.  

Both   

S2.7 M List updates and patches released for the CMS and 

related components in the last 12 months. 

Both   

S2.8 M Professional services to implement the changes in 

various environments eg, Development, Testing, 

Staging, Production environments. 

CMS support vendor to describe what are the 

Quality assurance processes and Security risk 

Both   



Treasury:2847576v20 77 

ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

assessment processes especially in Production 

releases.  

S2.9 M CMS support vendor to describe their software 

release methodologies with regards to testing and 

releasing of patches and updates. 

Professional services to redevelop (if necessary) 

and perform end-to-end testing of the CMS 

including contributed modules and/or custom 

modules based on the latest security patches and 

updates, and any other related components.  

With regards to end-to-end testing, CMS support 

vendor must make Test plans and provide a copy to 

CASS which includes the test results. 

Both   Presentation to 

CASS 

S2.10 M The Production environment contains information 

classified SENSITIVE for a period of time eg, 

Budget sensitive. Along with the software release 

methodologies, vendor to describe how they are 

going to maintain ‘sanitised’ copies of 

development and test environments where the 

information classified as SENSITIVE will not be 

refreshed from Production environment to 

development and test environments as those 

environments get refreshed. 

Both To ensure that 

SENSITIVE information 

does not get 

compromised through 

development and test 

environments. 

 

S2.11 M Documentation and Knowledge Bases: Specify 

what documentation will be supplied with regards to 

patching the CMS product and its related 

components (eg, User manuals; technical 

documentation and/or online knowledge bases to 

Both   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

enable in-house technical team for first-level 

support). 
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S3. CMS product and related components – support and monitoring 

ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

S3.1 M The CMS support vendor must ensure that routine 

system administrative activities do not impact day to 

day use of the product by public users and content 

authors. 

Both System maintenance 

activities must be 

conducted whilst still 

maintaining performance 

described above. 

 

S3.2 M Within an agreed upon Service Level Agreement, 

CMS support vendor to inform CASS in advance for 

any scheduled planned downtime.  

CMS support vendor to describe any standard 

maintenance windows that you are currently using 

with customers, if any. 

Vendor hosted   

S3.3 M The CMS support vendor must notify CASS 

immediately if the product goes offline or there is a 

degradation of the service or a cyber security 

incident has happened. 

Vendor hosted 

 

  

S3.4 M CMS support vendor to propose the Service level 

agreements (SLA) that it can offer to CASS for the 

following: 

 Public access to the website: Minimum availability 

and maximum downtime. 

 Support SLAs especially during critical periods 

eg, May Budget. 

CMS support vendor may propose several models if 

they have more than one. 

Vendor hosted 

 

To allow CASS to select 

the level of support 

appropriate to their needs. 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

S3.5 M Recoverability/Disaster recovery 

Recovery Time Objective (RTO) is the maximum 

tolerable length of time that an IT system or service 

can be down after a failure or emergency occurs, 

whilst Recovery Point Objective (RPO) is the 

maximum tolerable period in which data might be 

lost due to a failure or emergency. 

CASS’s requirements:  

RTO RPO 

1 hour 1 hour 

Note: RTO and RPO applies to the website in its 

entirety. Not only specifically to the CMS product, or 

specifically to the hosting environment.  

Vendor hosted 

 

To keep CASS websites 

operational and meet user 

expectations.  

 Presentation to 

CASS - what sort of 

Disaster Recovery 

(DR) capability you 

have and how you 

plan to meet 

CASS’s 

requirement 

S3.6 S Recoverability/Disaster recovery   

In the event of an outage, an automatic failover to 

another geographic separate system should happen 

in less than 30 minutes.  

Vendor hosted 

 

To keep CASS websites 

operational and meet user 

expectations. 

 

S3.7 N CMS support vendor to provide a health dashboard 

system that will automatically reflect the availability 

and general health status of the websites. 

Both   

S3.8 S The CMS support vendor should provide customer 

support services including a service desk for 

managing CASS service requests, queries and 

faults, and proper tracking of service requests.  

Both To ensure that any 

operational issues are 

addressed promptly. 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

S3.9 S The CMS support vendor should provide regular 

reporting to CASS on operational service levels 

(eg, uptime), health status, capacity and web site 

performance, planned maintenance and service 

availability. 

Vendor hosted To facilitate confirmation 

that website performance 

is consistent with their 

SLA. 

 

S3.10 M The CMS support vendor to describe how they will 

provide on-site support for critical functionality 

problems that may occur eg, critical module stops 

working. 

CASS in-house hosted To address very critical 

issues. 
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S4. CMS product and related components - security 

ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

S4.1 M The CMS support vendor must provide CASS with 

independent security certification and accreditation 

and be subject to an accreditation framework that 

ensures the ongoing accreditation of all systems. 

 Vendor must provide independent assurance that 

the CMS product and its related components are 

protected sufficiently to meet or exceed the 

requirements prescribed by the NZ Information 

Security Manual (NZISM) and Security in the 

Government Sector (SIGS) for storing and 

processing information classified SENSITIVE. 

 Prior to commencement of services provided, an 

independent security certification and 

accreditation must be performed. 

Both To ensure the product 

complies with security 

standards and guidelines. 

 Provide a sample 

copy 

S4.2 M Ongoing independent system certification and 

accreditation must be at minimum performed 

annually.   

For all components, the CMS support vendor must 

provide a copy of the security certification report and 

the accreditation report.  

Both   

S4.3 M The CMS support vendor must have in place a 

proactive information security management 

framework that includes, as a minimum, the 

following: 

 Cyber Security Policy (CSP) describing the cyber 

security 

Vendor hosted   Vendor must make 

this available on 

request. 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

 policies, standards and responsibilities of the 

vendor 

 Security Risk Management Plan (SRMP) 

describing the results 

 of risk assessment of the system(s) and 

corresponding 

 mitigation strategies 

 System Security Plan (SSP) specifying the 

security 

 functionality and security control requirements of 

the system(s) 

 and how these requirements are met 

 Standard Operating Procedures (SOPs) 

specifying how the 

 system(s) is managed and administered 

 Incident Response Plan (IRP) describing the 

identification, management, response, mitigation 

and escalation and communications for security 

and other incidents affecting the system(s) 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

S4.4 M The CMS support vendor must provide 

documentation and evidence of the following 

items: 

 Risk assessment – eg, process evidence, risk 

register 

 Known security weaknesses – eg, details of the 

weakness, confirmation on whether it has been 

resolved, overview of how it was resolved. 

a. Lifecycle management 
i. How does the vendor manage the 

lifecycle of the hosting environment and 
its components. For example, advance 
notification of any component leaving 
vendor support. 

ii. How does the vendor manage each 
component to ensure their support is 
current. In case of open source software, 
the component must be within the 
support envelope of the parent project.  

b. Access privilege management – eg, how does 
the vendor minimize administrative privileges, 
separation of roles and duties, managing 
registration and de-registration of logins. 

c. How monitoring and auditing is performed – 
eg, who performs them, actions and 
notifications. 

d. Configuration management 
e. Documented roles and responsibilities  
f. Application white listing or software 

restrictions 

Vendor hosted   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

g. And other security certification and 
accreditation documents which may 
substantiate the vendor’s security compliance. 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor hosted, 

CASS in-house 

hosted, or Both) Rationale 

Action required for 

shortlisted vendor 

S4.5 M When the CMS support vendor writes any custom 

code, the vendor must use secure coding 

methodologies.  

Describe the secure coding methodologies that the 

vendor has or will use. 

Both   

S4.6 M Align with requirement S2.10, Development and Test  

environments cannot contain SENSITIVE 

classification information.  

CMS support vendor must remove all SENSITIVE 

classification information, including configuration 

information eg, user names and passwords, email 

addresses from Development and Test.  

Vendor hosted   
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Component #4 : Hosting solutions 

CASS requires a vendor to provide hosting environments for the CMS product and its related components.  

Note: the support of the CMS product and its related components themselves may be provided by another vendor as described in Component #3 of this 

RFP.  

CASS is open to infrastructure-as-a-service, cloud or other options where security requirements and government assurance standards must be met by the 

vendor at all times. In the tender response table, vendor to describe the options they would like to respond with. Vendors may choose to respond with more 

than one option.  

The following requirements are accurate at time of RFP publication. Any additional information or change in information will be published on GETS as a 

notice to tenderers.  
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H1. Management requirements 

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

H1.1 S If the CMS support vendor and the Hosting vendor 

are 2 different vendors, the Hosting vendor needs to 

work closely with the CMS support vendor: 

 The Hosting vendor needs to provide information 

to the CMS support vendor as part of the risk 

assessment processes.  

 The Hosting vendor needs to communicate with 

the CMS support vendor eg, new patches to be 

applied, so that the CMS support vendor will 

perform risk assessment and provide advice to 

CASS accordingly.  

 The Hosting vendor will work with the CMS 

support vendor if there is a need to perform end-

to-end testing with regards to any patches or 

changes applied.  

 The CMS support vendor to be fully accountable 

for managing the Hosting vendor as the ONE 

point of ownership.  

 See also requirement S1.1. 

So that CASS will not play mediator role in between 

the CMS support vendor and the Hosting vendor if 

they are 2 different vendors.  

To make processes more efficient eg, when there is 

an issue and 2 vendors need to troubleshoot the 

root cause and resolve the issue.  
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H2. Security   

ID Priority  Requirements Rationale 

Action required for shortlisted 

vendor 

H2.1 M The vendor must provide CASS with independent security 

certification and accreditation and be subject to an accreditation 

framework that ensures the ongoing accreditation of all systems. 

 Vendor must provide independent assurance that the hosting 

solutions of the CMS product and its related components are on a 

platform that is protected sufficiently to meet or exceed the 

requirements prescribed by the NZ Information Security Manual 

(NZISM) and Security in the Government Sector (SIGS) for storing 

and processing information classified SENSITIVE. 

 Prior to commencement of services provided, an independent 

security certification and accreditation must be performed. 

To ensure the product 

complies with security 

standards and guidelines. 

 Written paper to demonstrate 

security best practices, 

certification/accreditation eg, 

SAS70/SSAE-16, CAIQ 

Provide Evidence of 

methodology and framework 

that is industry practice. 

H2.2 M Ongoing independent system certification and accreditation must be 

at minimum performed annually.   

For all components, vendor must provide a copy of the security 

certification report and the accreditation report.  

  

H2.3 M Vendors providing hosting must provide a secure and dedicated 

environment for the hosting and delivery of the service. 

Appropriate security controls, policies and procedures shall be in 

place covering: 

 security planning and governance 

 personnel vetting and training 

 systems accreditation and certification 

 incident monitoring and reporting 

 platform configuration and maintenance 

 software applications use and access 

 data facilities access. 

To ensure that security of the 

content will not be 

compromised. 
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ID Priority  Requirements Rationale 

Action required for shortlisted 

vendor 

H2.4 M The vendor must have in place a proactive information security 

management framework that includes, as a minimum, the following: 

 Cyber Security Policy (CSP) describing the cyber security 

 policies, standards and responsibilities of the vendor 

 Security Risk Management Plan (SRMP) describing the results 

 of risk assessment of the system(s) and corresponding 

 mitigation strategies 

 System Security Plan (SSP) specifying the security 

 functionality and security control requirements of the system(s) 

 and how these requirements are met 

 Standard Operating Procedures (SOPs) specifying how the 

 system(s) is managed and administered 

 Incident Response Plan (IRP) describing the identification, 

management, response, mitigation and escalation and 

communications for security and other incidents affecting the 

system(s) 

 Vendor must make this available 

on request. 

H2.5 M The vendor must provide documentation and evidence of the 

following items: 

a. Risk assessment – eg, process evidence, risk register 

b. Known security weaknesses – eg, details of the weakness, 
confirmation on whether it has been resolved, overview of how it 
was resolved. 

c. Lifecycle management 

i. How does the vendor manage the lifecycle of the hosting 
environment and its components. For example, advance 
notification of any component leaving vendor support. 

ii. How does the vendor manage each component to ensure their 
support is current. In case of open source software, the 
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ID Priority  Requirements Rationale 

Action required for shortlisted 

vendor 

component must be within the support envelope of the parent 
project.  

d. Access privilege management – eg, how does the vendor 
minimize administrative privileges, separation of roles and duties, 
managing registration and de-registration of logins.  

e. How monitoring and auditing is performed – eg, who performs 
them, actions and notifications. 

f. Configuration management 

g. Documented roles and responsibilities  

h. Application white listing or software restrictions 

i. White listing of software at the individual binary or file level. 

ii. Technical actions taken to prevent unauthorised programs 
from executing. 

i. And other security certification and accreditation documents 
which may substantiate the vendor’s security compliance. 

H2.6 M The vendor must ensure the that the hosting environment and 

infrastructure is managed according to a site security plan covering: 

 controlled access to buildings, servers rooms, cabinets and 

network equipment 

 tracking of access, removal and installation of infrastructure 

equipment 

 roles and responsibilities of facility and security personnel 

 personnel security clearances and administrator system access 

 personnel security awareness training and briefings 

 secure transfer, storage, sanitisation and disposal of removable 

media. 

To ensure that security of the 

content will not be 

compromised. 

 

H2.7 M The hosting environment must protect the privacy and integrity of any 

personal data captured and stored by a site, including when public 

users submit data via online forms. 

Hosting vendor must provide a copy of their privacy policy.  

To comply with the Privacy 

Act and security guidelines. 
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ID Priority  Requirements Rationale 

Action required for shortlisted 

vendor 

H2.8 M The hosting environment must protect content from unauthorised 

access and modification by means of appropriate security safeguards 

applied to network, infrastructure and application software. 

To ensure the product 

maintains the privacy and 

confidentiality of the content 

it holds. 

 

H2.9 M The vendor providing the hosting must implement and maintain tools 

and procedures covering the detection of potential cyber security 

incidents, including: 

 counter measures against malicious code 

 intrusion detection strategies 

 audit analysis 

 system integrity checking 

 vulnerability assessments. 

To ensure the product is 

used in an appropriate 

manner by CASS and public 

users. 

 

H2.10 M The hosting environment must implement safeguards to ensure the 

availability and integrity of the sites it maintains including 

countermeasures to common attacks eg, 

 SQL injection 

 cross site scripting 

 directory browsing 

 session hijacking 

 buffer overflow 

 DoS (denial of service), DDoS (distributed denial of service) 

attacks. 

  

H2.11 M Network Protocols: Network protocols required for the system must 

be documented including source and destination systems and TCP or 

UDP port numbers required.  

Describe how data transferred from the host environment is protected 

while transiting over computer networks. 
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H3. Support and Monitoring 

ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

H3.1 M Patching the Hosting environments and its components: 

a. Describe how security patches and other updates are tested 
and can be rapidly deployed to development, testing, staging 
and production environments.  

i. Vendor to describe their software release 
methodologies with regards to testing and releasing of 
patches and updates. 

ii. Vendor must determine the potential impact of both the 
patch or the vulnerability, perform a Risk assessment, 
and decide whether it needs to be deployed urgently or 
scheduled for the next release cycle.  

iii. Vendor to describe what are the Quality assurance 
processes and Security risk assessment processes 
especially in Production releases. 

To maintain quality of the 

hosting environment and to 

decrease security 

vulnerability. 

 Presentation to CASS 

H3.2 S If the CMS support vendor and the Hosting vendor are 2 different 

vendors, the Hosting vendor will inform the CMS support vendor of 

the potential impact of both the patch or the vulnerability.  The 

Hosting vendor will work with the CMS support vendor to test and 

determine any impacts to functionality of the CMS and its 

components. 

So that the CMS support 

vendor will assess the risk 

and communicate to CASS 

and obtain approvals 

accordingly. 

 

H3.3 M Vendor providing the hosting must determine the potential impact of 
both the patch or the vulnerability, perform a Risk assessment, and 
decide whether it needs to be deployed. 

  

H3.4 M After the Risk assessment and evaluation process, if the patch is 

mutually agreed as Critical severity, vendor must test and 

implement them in 2 calendar days (includes weekends and public 

holidays). 
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ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

Decisions must be communicated to CASS and approval obtained 

before Production implementation. A default route in case of 

urgency or CASS unavailability must be agreed upfront. 

 If the CMS support vendor and the Hosting vendor are 2 different 

vendors, decisions needs to be communicated to the CMS 

support vendor who will then assess and obtain approval from 

CASS accordingly. 

H3.5 M Should a patch get deployed into Production and caused other 

Critical issues, there must be a fast-track process to rollback the 

patch or resolve the issue within hours (includes weekends and 

public holidays).  

At all times, decisions must be communicated to CASS and 

approval obtained before Production implementation.  

 If the CMS support vendor and the Hosting vendor are 2 different 

vendors, decisions needs to be communicated to the CMS 

support vendor who will then assess and obtain approval from 

CASS accordingly. 

  

H3.6 M It is expected that security patches and updates to the hosting 

environment must not degrade the existing performance and 

functionality of the CMS product and related components as 

described in: 

 requirement C4.1 – Load statistics during Budget day website 

peak requirements 

 requirement C4.2 – rendering time 

 requirement C4.3 – processing performance 

 requirement C4.4 – publishing performance 

 requirement C4.6 – cache management 

 requirement C4.7 – data integrity  
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ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

  requirement C4.8 – number of concurrent users 

 requirement C4.9 – projected growth in visitor volumes 

 requirement C4.10 – projected growth in volume of HTML pages. 

If there is any degradation, vendor needs to provide proactive 

advice on workaround or alternative configuration to CASS. 

H3.7 M Describe how frequently updates, patches or upgrades are made, 

including whether this is according to a regular cycle of the hosting 

environments. List critical updates and patches released for the 

hosting environments and related components in the last 12 

months. 

  

H3.8 M The vendor providing the patches and upgrades to hosting 

environment must work with CASS to ensure the CMS product and 

its components are not impacted in any negative manner because 

of any updates, patches or upgrades applied to the hosting 

environment and its components.   

Vendor to describe how you will do that assuming that the support 

of the CMS product and its components is provided by another 

vendor. The support of the CMS product and its components are 

described in Component #3 of this RFP.  

  

H3.9 M The vendor must ensure that routine system administrative activities 

do not impact day to day use by public users and content authors. 

System maintenance 

activities must be 

conducted whilst still 

maintaining performance 

described above. 

 

H3.10 M Monitoring and Diagnostics: Your system must log critical faults 

and errors.  

Vendor must have monitoring capability such as SNMP, service 

monitoring, etc. 

To ensure that incidents 

are reported and managed 

appropriately. 
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ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

Your system should log critical faults and errors to the Event Log or 

syslog, with event descriptions that are useful for troubleshooting 

and correcting the issue. 

The vendor must notify CASS immediately if the host environments 

go offline, there is a degradation of the service or a cyber security 

incident has happened. 

H3.11 M For each of the components that you are proposing to host, based 

on previous historical data and track record, describe: 

 Each component’s uptime % 

 Minimum availability and maximum downtime 

 historical outages, if any. 

  

H3.12 M Vendor to propose the Service level agreement (SLA) that you 

can offer for the following: 

 Response time for any requests submitted to the vendor 

responsible for delivery of the hosting environment eg, if the CMS 

vendor performs some development that requires a change to be 

done in the hosting environment.  

 Response time to questions that may be asked by CASS. 

To allow CASS to select 

the level of support 

appropriate to their needs. 

 

H3.13 

 

M For each hosting component, vendor to propose the Service level 

agreement (SLA) that you can offer to CASS for the following: 

a. Time taken to resolve incidents according to severity levels: 

i. Response time 
ii. Resolution time 
iii. Description of severity levels 

b. Support SLAs especially during critical periods eg, May Budget. 

Vendor may propose several models if they have more than one. 

  

H3.14 M Within an agreed upon Service Level Agreement, vendor to inform 

CASS in advance for any scheduled planned downtime. 
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ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

 If the CMS support vendor and the Hosting vendor are 2 different 

vendors, Hosting vendor to inform the CMS support vendor for 

any scheduled planned downtime. The CMS support vendor will 

then assess and obtain approval from CASS accordingly.  

Vendor to propose how many days or weeks in advance to inform 

CASS of the scheduled downtime. 

Vendor to describe, if any, the maximum scheduled planned 

downtime required for all hosting environments and their 

components.  

H3.15 M Recoverability/Disaster recovery 

Recovery Time Objective (RTO) is the maximum tolerable length of 

time that an IT system or service can be down after a failure or 

emergency occurs, whilst  

Recovery Point Objective (RPO) is the maximum tolerable period in 

which data might be lost due to a failure or emergency. 

CASS’s requirements: 

RTO RPO 

1 hour 1 hour 

Note: RTO and RPO applies to the website in its entirety. Not only 

specifically to the CMS product, or specifically to the hosting 

environment.  

To keep CASS websites 

operational and meet user 

expectations. 

 Provide documentation of 

Network topologies and 

infrastructure design of the 

hosting environments 

including DR. 

H3.16 S Recoverability/Disaster recovery   

In the event of an outage, an automatic failover to another 

geographic separate system should happen in less than 30 

minutes.  

To keep CASS websites 

operational and meet user 

expectations. 

 

H3.17 S The vendor responsible for delivery of the hosting environment 

should provide customer support services including a service 

desk for managing CASS service requests, queries and faults, and 

proper tracking of service requests. 

To ensure that any 

operational issues are 

addressed promptly. 
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ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

H3.18 S The vendor responsible for delivery of the hosting environment 

should provide regular reporting to CASS on operational service 

levels (eg, uptime), health status, capacity and performance, 

planned maintenance and service availability.   

To facilitate confirmation 

that website performance is 

consistent with their SLA. 

 

H3.19 N Vendor responsible for delivery of the hosting environment to 

provide a health dashboard system that will automatically reflect 

the availability and general health status of the websites. 

  

H4. Hosting facilities 

ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

H4.1 M The vendor must ensure that the hosting facilities and its associated 

infrastructure are managed appropriately including provision for: 

 server hosting (physical space, power, HVAC) 

 network equipment and circuits 

 system administration, monitoring and provisioning 

 disaster recovery and back up 

 site security. 

  Provide documented 

evidence of these. 

H4.2 M Vendor to describe where their data centres are physically located, 

including Disaster Recovery sites. 

  

H4.3 M Does the hosting solution contain any components that store or 

process information: 

 in cloud 

 SaaS (software as a service) or  

 other forms of outsourced hosting?  

Vendors to specify all components that make up the hosting 

solution.  

  Provide documentation of 

Network topologies and 

infrastructure design of the 

hosting environments and 

all its associated 

components, including DR. 
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ID Priority  Requirements Rationale 

Action required for 

shortlisted vendor 

Note: CASS avoids offshoring private or sensitive data or services 

(including remote support) where assurance over the confidentiality 

of data cannot be assured. 

H4.4 M Hosting environments and related components must be placed in a 

physically dedicated hosting space for SENSITVE material where 

the environment must not be shared with other organisation. 

To reduce security risks  

 



Treasury:2847576v20 101 

H5. Performance    

ID Priority Requirements Rationale 

Action required for 

shortlisted vendor 

H5.1 M Given the performance requirements in : 

 requirement C4.1 – Load statistics during Budget day website peak 

requirements 

 requirement C4.2 – rendering time 

 requirement C4.3 – processing performance 

 requirement C4.4 – publishing performance 

 requirement C4.6 – cache management 

 requirement C4.7 – data integrity 

  requirement C4.8 – number of concurrent users 

 requirement C4.9 – projected growth in visitor volumes 

 requirement C4.10 – projected growth in volume of HTML pages 

and files published   

our requirements include hosting the key architecture components as 

proposed in requirement C22.3.  

  

H5.2 M For each hosting component, vendor must describe: 

 the versions and capacity of each item 

 host performance management and measures put in place to 

manage performance contention 

 scalability options of each component. 
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Appendix 4. Format for response 

Proposal for Content management system, platform and services for 
multiple websites  

Note that there is a tender response table in Appendix 5 for Vendor to fill in.  

1. Respondent details 

1.1. The Respondent’s 
full legal name 

 

1.2. Respondent’s trading 
or preferred name(s) 
(if any) 

 

1.3. Respondent’s 
contact person 

Name:  Phone:  

Position:  Fax:  

Address:  Email:  

Mobile:  

 

2. Draft agreement 

Are you willing to enter into an agreement of the form and on the terms and conditions detailed in the 

RFP? 

Note that your non-acceptance of terms and conditions in the draft agreement and the extent of any 

changes will be a factor taken into account when evaluating proposals. 

YES/NO 

If you think you will be unable to accept any of the terms and conditions of the draft agreement, state 

the reasons you are unable to do so and provide alternative wording, by way of marked up changes. 

 General objections, statements of position or attempts to defer a response (such as “This will need 

further discussion”) are not acceptable.  

 Add extra rows if required 
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3. Your organisation 

Organisational overview 

Please provide an overview of your organisation, including: 

 Ownership (eg, public, private, NZ, overseas). 

 Legal status (limited liability company, partnership etc). 

 Location(s) of offices. 

 Size of presence eg, number of employees. 

 Relationships with other organisations (if relevant). 

 Core business activities. 

 

Subcontractors 

 Will any subcontractors be involved? If so, tell us what type of work will be subcontracted and how 

you propose to manage subcontractors. 

 Document where you will be directly performing the elements of work, and where you will be 

subcontracting the elements of work to another subcontractor. 

 

Conflicts of interest 

Do you have any conflicts of interest, or potential conflicts of interest, related to the provision of the 

services? Consider conflicts that will inevitably arise and conflicts that might arise depending on the 

character of likely Statements of Work in the future. Also consider whether others might perceive a 

conflict of interest even if one does not in fact exist. For all of these conflicts, state the conflict and how 

you would propose that it be managed. Add extra rows if appropriate. 

 

 

4. Understanding of the services 

Describe your understanding of the services, based on the content of this RFP and on your own 

experience with the Treasury and with other clients. 

 

Project approach and timelines 

If you were selected, describe how you would approach this 3-4 year project: 

 What sort of project methodology would you recommend/propose (hybrid, waterfall, agile) 

 Describe when your resources will be available and committed, and  

 Provide indicative project timelines.   

 

Understanding of likely challenges 

What challenges do you believe will be likely in the provision of services? How would you propose to 

address those challenges? 
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Capability and expertise 

Describe your organisation’s capability, in-depth knowledge, skills and expertise in the components 

you are responding to. This might include: 

 Specific competencies in which you consider you have particular strength or weakness. 

 Systems or processes that you can apply to the service categories. 

 Accreditations (if any). 

 Strategies or strategic directions. 

 Your track record in delivering similar services eg, list of similar experience. 

 Reference sites. 

 Give CASS an indication of your level of participation in the product development/improvement with 

either a vendor or the open source community (where appropriate). 

 Describe how you propose to engage with CASS, and your capacity and capability to deliver 

support in New Zealand (location) and New Zealand time zone. 

 Any other organisational capability or expertise. 

 

Reference websites  

Provide some reference websites.  

If you contributed to only part of the website, indicate which parts or which areas that you had 

participated in.  

 

Personnel 

Please provide brief profiles (no more than one page each) of key personnel. 

 List the names and roles of the personnel here. You may attach the actual profiles separately. 

 

Case studies 

Please provide case studies that demonstrate your organisation’s track record of consultancy 

engagements. 

 Ensure your case studies are sufficiently detailed that we can identify their relevance to the services 

we require. 

 Provide referees for one or more of your case studies. 
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5. Risk 

Discuss your approach to identifying and managing risk? 

 

Please describe the top three risks associated with the delivery of your services/product/solution and 

how you would mitigate each risk.  

 

Please outline how you will identify, mitigate and manage any issues identified. 

 

Based on your current pipeline and resources, describe any capacity risks you are aware of, including 

your suggested mitigation approach if required. 
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6. Pricing  

Provide an estimate of pricing, which will include: 

 Labour costs 

 Resource costs eg, hosting space (if any) 

 Software licensing and widget development (if any) 

 Any products/services which are provided without charge. 

In the “Pricing comments” or “Comments” area, state any assumptions made to arrive at this pricing. You may also describe any rebate or other 

mechanisms related to pricing. 

Price to be in NZD (New Zealand dollars) and to be GST exclusive.  

You acknowledge that the pricing you provide is a full estimate based on the services described in this document. If we discover errors or omissions in your 

estimate of pricing prior to entering into an agreement we may ask you to either confirm or withdraw your proposal. 
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Pricing of Component #1: CMS vendor professional services 

Item 

Estimated Pricing 

(NZD) Comments 

Installing and configuring modules that deliver the 

Must-haves (M) 

  

Installing and configuring modules that deliver the 

Should-haves (S) 

  

Installing and configuring modules that deliver the 

Nice-to-haves (N) 

  

TOTAL    

 

Item 

Estimated Pricing 

(NZD) Comments 

Estimate of pricing for custom development of 

additional functionality that is required to fulfil the 

Must-have requirements, itemised by functionality and 

for module. Include: 

 Hours to workshop 

 Hours to develop 

 Hours to test 

 Hours to build and configure 

  

Estimate of pricing for custom development of 

additional functionality that is required to fulfil the 

Should-have requirements, itemised by functionality 

and for module. Include: 

 Hours to workshop 

 Hours to develop 

 Hours to test 
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Item 

Estimated Pricing 

(NZD) Comments 

 Hours to build and configure 

Estimate of pricing for custom development of 

additional functionality that is required to fulfil the Nice-

to-have requirements, itemised by functionality and for 

module. Include: 

 Hours to workshop 

 Hours to develop 

 Hours to test 

Hours to build and configure 

  

   

(Add extra rows if required)   

TOTAL   

 

Hourly rates for the below roles Hourly Rate (NZD) Comments 

Solution Architect   

Developers   

Development leads   

Information Architects   

Testers   

Project Managers   

(Add extra rows if required)   
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Hourly rates for the below roles Hourly Rate (NZD) Comments 

Pricing comments (Clearly describe any and all assumptions made as part of your pricing proposal) 

 

Provide indicative project timelines or duration required for the delivery of services. 
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Pricing of Component #2: Visual and HTML/CSS Design work 

Item 

Estimated Pricing 

(NZD) Comments 

Assume 50 page layouts/content types variations eg, 

calendar, multipage publication, lists of documents, 

general webpage, home page, image galleries.  

Estimate of pricing to include: 

 Wireframe workshops on design of white label 

website with CMS experts and CASS staff who 

have previously developed wireframes 

 Master design based on white label websites 

 Re-theming of consolidated Treasury and NZECO 

websites 

 Testing, including Cross platform testing, etc 

 Documentation, content style guides for content 

authors and front-end developers 

 Documentation of all CSS for Master site and 

specific site themes 

 Training and handover 

 Please specify the basis for all assumptions made in pricing these 

components. 

(Add extra rows if required)   

TOTAL   
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Hourly rates for the below roles Hourly Rate (NZD) Comments 

Graphic Designer   

Front end web developer   

Information Architects   

User experience experts   

Project Manager   

(Add extra rows if required)   

Pricing comments (Clearly describe any and all assumptions made as part of your pricing proposal) 

 

Provide indicative project timelines or duration required for the delivery of services/product/solution. 
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Pricing of Component #3: Ongoing annual support of the CMS and related components 

Item Estimated Pricing (NZD) Comments 

CMS Support pricing where the CMS and its related 

components are hosted in a CASS In-house hosted 

environment: 

Please itemise and cost all components of proposed 

ongoing annual support of the CMS product and its 

related components. Include details of hourly rates 

and all pricing options.  

For example: 

Patching, reporting, support centre, options to support 

critical on-site requests, etc.  

  

CMS Support pricing where the CMS and its related 

components are hosted in a Vendor hosted 

environment: 

Please itemise and cost all components of proposed 

ongoing annual support of the CMS product and its 

related components. Include details of hourly rates 

and all pricing options.  

For example: 

Patching, reporting, support centre, options to support 

critical on-site requests, etc.  

If the Hosting vendor and the CMS support vendor are 

2 different vendors (requirement S1.1 and requirement 

H1.1), provide your Pricing options accordingly. 

  

(Add extra rows if required)   

TOTAL   
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Hourly rates for the below roles Hourly Rate (NZD) Comments 

Support Engineer   

(Add extra rows if required)   

Pricing comments (Clearly describe any and all assumptions made as part of your pricing proposal) 

 

Provide indicative timelines or duration required for the delivery of services. 
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Pricing of Component #4: Hosting solutions 

Item 

Estimated Pricing 

(NZD) Comments 

State clearly which hosting option(s) you are pricing 

for.  

For each type of hosting option that you respond with, 

please itemise and cost all proposed hosting 

components. For example: 

For <hosting option>: 

Hosting environments, reporting, support costs to 

meet SLAs, etc.  

If the Hosting vendor and the CMS support vendor are 

2 different vendors (requirement S1.1 and requirement 

H1.1), provide your Pricing options accordingly. 

  

(Add extra rows if required)   

 

Hourly rates for the below roles Hourly Rate (NZD) Comments 

Support Engineer   

(Add extra rows if required)   

TOTAL   

Pricing comments (Clearly describe any and all assumptions made as part of your pricing proposal) 
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Provide indicative project timelines or duration required for the delivery of services or hosting environment. 

 

Optional offers 

In addition, you may propose scenarios/products/solutions and pricing which would bring further benefit to meet CASS requirements.  Clearly articulate 

these as optional offers. 

 

Expenses 

What expenses do you anticipate will be required to be charged to the Treasury in relation to the services? 

 Describe the type of expense, how you propose to calculate it, and a typical figure (per hour, day, assignment or whatever other basis is appropriate) 

 Note that we expect that any travel expenses for staff based outside Wellington will be disclosed here. 

 Any software license or permit costs. 

 

Warranties (if applicable) 
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7. Declaration 

The Respondent has read and accepts the terms and conditions as set out in the Request for 

Proposal.  

The Respondent TENDERS AND OFFERS to Her Majesty the Queen in right of New Zealand, acting 

by and through the Secretary to the Treasury (“Crown”) to supply the services and deliverables on the 

basis of this Proposal which, if accepted in writing by the Treasury, may form part of the contract 

between the Respondent (as the “Supplier”) and the Treasury. 

The information provided in this proposal is true and accurate at the time of submission of this proposal 

and will remain valid for at least 6 months from submission of this Proposal. 

8. Signed for the Respondent 

Signature:  

Date:  

Full name:  

Title:  

Location:  
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Appendix 5. Tender Response Table 

Please indicate in “Vendor response” column the extent of customisation or configuration necessary to meet the requirements in the sections below, using the 

following guide:  

1 = Meets with Configurationii 

2 = Meets with Configuration and customisationiii  

3 = Meets with Configuration, customisation and third party modulesiv 

4 = Meets with Configuration, third party modules, customisation and custom codev 

5 = Does not meet  

Where you have responded with either a ’2’, ‘3’ or ‘4’ (or in any other case you deem necessary for clarity), please describe in detail how your solution will 

meet the requirement. Feel free to attach additional pages to your response if required.  

We will need a separate response for each proposed CMS.  
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Component #1: CMS vendor professional services 

Indicate the CMS (eg, Drupal, Plone, or other CMS, please specify):   

 

 

C1. Content types 

ID Priority Requirements 

Vendor 
response  

[1/2/3/4/5] 

Vendor’s detailed response  

[Where you have responded with either a ’2’, ‘3’ or ‘4’ 
(or in any other case you deem necessary for clarity), 
please describe in detail how your solution will meet 
the requirement. Indicate if customisation involves 
contributed modules or custom modules.] 

C1.1 M The product must enable content authors to create websites 

containing a range of content types, including attached documents, 

images, multi-media clips and other content types 

required by standard informational websites. 

All of the central agencies must publish formal publications in HTML 

and other formats. We put particular emphasis on the effective 

display and user experience for these types of publications.   

Examples of required content templates include (but are not 

restricted to) the following: 

 Articles 

 Formal publications eg, research papers, guidance, corporate 

documents 

 Fact sheets 

 Calendar of events 

 Lists and indexes 

 Guidelines 

 Media releases 

 Legislation, regulations and legal documents 

 Policy statements 
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ID Priority Requirements 

Vendor 
response  

[1/2/3/4/5] 

Vendor’s detailed response  

[Where you have responded with either a ’2’, ‘3’ or ‘4’ 
(or in any other case you deem necessary for clarity), 
please describe in detail how your solution will meet 
the requirement. Indicate if customisation involves 
contributed modules or custom modules.] 

 Content in open data formats 

 Attached documents in common document formats (eg, PDF, MS 

Word, MS Excel, CSV, JSON). 

 Maps 

 Audio files, podcasts 

 Images 

 Image libraries 

 Presentations and slideshows 

 Video 

 Publication library 

 Reports, manuals and other 'book' style content 

 Statistics, data tables, charts and diagrams 

C1.2 M The product must allow CASS Administrators the ability to create 

the range of content types and page types as described in 

requirement C1.1.  
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C2. Security  

ID Priority  Requirements 

Vendor 
response  

[1/2/3/4/5] 

Vendor’s detailed response  

[Where you have responded with either a ’2’, ‘3’ or ‘4’ 
(or in any other case you deem necessary for clarity), 
please describe in detail how your solution will meet 
the requirement. Indicate if customisation involves 
contributed modules or custom modules.] 

C2.1 M All file types and/or pages CANNOT be accessed or searchable 

before they are published to the public. This includes: 

 all unpublished files, such as PDF files. 

 all unpublished pages which may contain hyperlinks to 

unpublished files. 

If there is an unpublished page which contain hyperlinks to a 

published file, the unpublished page CANNOT be 

accessed/searchable, while the published file WILL be 

accessed/searchable. 

Public user cannot intuitively guess the name of the file and/or page, 

as soon as it was uploaded and in unpublished state.  

For example, the 2013 Budget Speech was published with a PDF file 

name of http://www.treasury.govt.nz/budget/2013/speech/b13-

speech.pdf .If the CMS was utilised for the 2015 Budget, the public 

user who might intuitively guess that the unpublished 2015 Budget 

Speech will be available at 

http://www.treasury.govt.nz/budget/2015/speech/b15-speech.pdf 

should not be able to download and view it before 2pm on Budget 

day. 

  

C2.2 M The product must have a workflow (or some mechanism) that is able 

to facilitate the publication process of files, images and pages which 

are sensitive until time of publication (embargoed, classified up to 

SENSITIVEi level for example).  

All content types for example, pages, files, images, metadata will be 

governed by the workflow (mechanism).  

  

http://www.treasury.govt.nz/budget/2013/speech/b13-speech.pdf
http://www.treasury.govt.nz/budget/2013/speech/b13-speech.pdf
http://www.treasury.govt.nz/budget/2015/speech/b15-speech.pdf
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ID Priority  Requirements 

Vendor 
response  

[1/2/3/4/5] 

Vendor’s detailed response  

[Where you have responded with either a ’2’, ‘3’ or ‘4’ 
(or in any other case you deem necessary for clarity), 
please describe in detail how your solution will meet 
the requirement. Indicate if customisation involves 
contributed modules or custom modules.] 

The workflow will work even for content that is non-contiguous in 

nature. See Appendix 9. 

C2.3 N The product shall utilise the RealMe logon service for web user 

authentication. This is used when public user wants to manage their 

preferences or subscriptions.  

  

C2.4 M The product must be capable of supporting SSL/HTTPS secure 

channels for Agency sites. The product shall ensure that CASS 

administrative functions or content editing transactions are performed 

over strongly encrypted channels eg, TLS 1.2. 

The administrative access needs to be controlled so that it is not 

available over the internet. For example, it is only available from 

CASS, listening on a different network interface, restricted IP address 

range, particular ports.  

  

C2.5 M The product must protect the privacy and integrity of any personal 

data captured and stored by a site, including when public users 

submit data via online forms. 

  

C2.6 S The product should provide the ability for each Agency to customise 

server exception and response messages for their pages (such as 

HTTP 404 pages) 

  

C2.7 M The product and its technical architecture and design must protect 

content from unauthorised access and modification by means of 

appropriate security safeguards applied to network, infrastructure and 

application software. 

  

C2.8 M The product must implement safeguards to ensure the 

availability and integrity of the sites it maintains including 

countermeasures to common attacks eg, 
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ID Priority  Requirements 

Vendor 
response  

[1/2/3/4/5] 

Vendor’s detailed response  

[Where you have responded with either a ’2’, ‘3’ or ‘4’ 
(or in any other case you deem necessary for clarity), 
please describe in detail how your solution will meet 
the requirement. Indicate if customisation involves 
contributed modules or custom modules.] 

 SQL injection 

 cross site scripting 

 directory browsing 

 session hijacking 

 buffer overflow 

 DoS (denial of service), DDoS (distributed denial of service) 

attacks. 

C2.9 M Audit Logs: An audit trail must be kept that includes: 

 all logon and logoff events, system access including failed access 

attempts 

 privileged operations 

 unauthorised access attempts 

 security related system alerts and failures 

 system processing exceptions 

 Instances of extensive normal processing activity (ie, loadspikes) 

 system user and group additions 

 deletions and modification to permissions. 

  

C2.10 M The website is hosted in a DMZ and must not initiate network traffic 

into the internal network.  
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C3. Roles and Workflow 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C3.1 M Agency users must be uniquely authenticated to the website.  

CASS has a preference for Active Directory authentication, and 

prefers that the proposed platform utilize Active Directory groups for 

assigning roles or permissions within the application.  

The product should authenticate Agency users seamlessly with 

Active Directory single-sign on. 

Alternatively, vendor to propose authentication strategy eg, 

certificate authentication, LDAP, username/password, etc.  

  

C3.2 M Administrative interfaces must only be available to a set of pre-

defined IP address range eg, CASS and support vendors. 

  

C3.3 S Ability to specify Agency users or roles to have access to specific 

pages only. 

  

C3.4 M Permissions to create and run bulk-handling sequences (as 

described in requirement C5.1) must be role based (ie, Restricted 

to certain classes of user). Not all users have access to the bulk-

handling tasks. 

  

C3.5 M Workflow must apply to both pages and files eg, PDF files, 

images, Word docs. See requirement C2.1 and requirement C2.2. 

  

C3.6 M Draft pages and files can, if required on a case by case basis, be 

routed for approval prior to publication. Authorised user will have the 

authority to perform bulk-handling. If the pages are not approved, 

the workflow will route the pages automatically back to the content 

author. 

  

 



124 
 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C3.7 S Provide the content owner an option to receive a notification 

whenever a Page and/or file is about to expire: whenever a page 

and/or file is about to expire, the user will be notified X days prior to 

the actual expiry date. 

  

C3.8 M The product must enable content authors to create and edit non-

approved 

draft content for new pages or new versions of published pages 

without it becoming “live” on a site. 

  

C3.9 S The product should enable a content author, when draft content is 

ready for approval, to initiate workflow to route the content to 

another user for approval. 

  

C3.10 M Workflow with ability to review in preview mode: The product 

must enable a CASS user to preview the draft content which is 

ready for approval in a “safe” manner without impacting production 

websites. 

Currently, the process is sending screenshots of content to another 

user for their approval. 

  

C3.11 S The product should support the application of different workflows to 

each content type and these workflows should be able to be 

configured differently on a site-by-site basis.  

  

C3.12 S Each workflow should support configurable levels of approval that 

are required to approve an item of content for publication. 

  

C3.13 M The product must ensure that each item of content, (for example 

pages, files, images)  identifies an “owner” of the content; the 

owner being one of the following: 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

 a specified content author 

 a specified role, or 

 a specified group of roles. 

C3.14 M The product must enable an authorised user to perform bulk 

reassignment of content from one “owner” to another. 
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C4. Performance 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

C4.1 M Once a year, on Budget day, Treasury’s website peaks at over ten 

times traffic more than a typical daily average. The spike is 

concentrated at 2pm when the budget information goes live. 

Statistics generated from both Google Analytics and web server log 

analysis show the following load:  

From Google Analytics (GA) reports for Budget Day 2014 (15 

May) 

Total Number of Visitor Sessions: 12,444 

Total Number of Pageviews: 49,266 

Watching the Google Analytics’ Real-Time panel in the time 

immediately after the embargo lifted, there was a peak of 500 

concurrent Visitors 

Random sampling over the preceding weeks showed a ‘typical’ 

count of 15 – 25 concurrent active users. 

Allowing for increase over time, the product must be able to support 

700 – 1500 concurrent visitors with the potential for further 

expansion. 

  

C4.2 M Time to render a page from the public user perspective on average 

must be less than 5 seconds. This includes newly created or 

edited content. 

After the first time loading of a page, the average time to render a 

page must be < 1 second. 

The following are some complex pages to test the rendering time: 

 http://www.treasury.govt.nz/ – the Treasury home page is 

probably one of the most complex pages on the site, with the 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

image carousel and all the different content blocks, including the 

important ‘New Content Releases’.   

 http://www.treasury.govt.nz/budget/2013/execsumm/01.htm – 

has a reasonable number of “Content” images  

 http://www.treasury.govt.nz/publications/informationreleases/ris 

is a large page with many repeated ‘support images’ (The globe 

and PDF icons) 

C4.3 M Optimal performance for processing (which includes converting 

and uploading) to Draft.  

The current detailed steps involved in processing are as described 

in Appendix 6. The vendor MUST design and implement 

processes which achieve the desired performance.  

The vendor is free to design a new process which will meet 

performance requirements. At high level, the current process is: 

 Content may be received in Microsoft Word, Excel or discrete 

HTML files 

 They are converted to clean HTML 

 Pre-processed for accessibility, for example, applying ids and 

headers to table data cells 

 Metadata from taxonomies is applied into CSVs 

 Migrated using scripts referencing the CSVs and uploaded to 

Draft workflow state in the CMS.  

Due to the high bulk upload activity, the CMS must prove that it is 

able to handle processing (converting from Word format to HTML 

formats, accessibility conversion, applying metadata and 

taxonomies, and uploading) to Draft without any slowdown in 

performance. 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

Quantitatively speaking, it needs to be able to bulk convert and bulk 

upload to Draft state up to 6000 pages and files within 20 

minutes (rate of 5 items per second) and provide progress 

feedback without generating errors eg, 404s or 502s, or timeout 

errors or other errors.  

C4.4 M Budget day scenario, based on budget day peak user activity: 

Publishing of 6000 pages and files (workflow from draft to 

published state) must be able to be accomplished within 30 

seconds, including purging the cached versions (if vendor intends 

to implement cache management) of previously published pages. 

This is so that public users will be able to view the latest Budget 

information at 2pm. 

Note the non-contiguous nature, for example, that the content 

loading will be for approximately 5700 new files/pages, and also 

new versions of files and pages (approximately 300) at various 

locations. Refer to Appendix 9 for list of Budget day content 

updates.  

Quantitatively speaking, it must bulk publish at a rate of 200 items 

per second, and achieve this rate while achieving the performance 

requirement C4.1. 

  

C4.5 M New and/or updated content must be visible to the public user in 

less than 30 seconds after publishing.   

  

C4.6 M If Vendor suggests implementing cache management, Vendor to 

describe how to manage the cache to achieve the desired 

performance, and ensure that updated and new content is available 

immediately. 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

If Vendor suggests NOT implementing cache management, Vendor 

will also need to describe how to achieve the desired performance 

without a cache.  

C4.7 M In the case that two or more systems are used to meet 

Performance requirements, the integrity of the data between the 

systems must be strictly maintained.  

  

C4.8 M The product must support an average of 40 concurrent agency 

users performing content management functions concurrently, while 

achieving the performance requirement C4.1. 

  

C4.9 M The product must be capable of supporting increasing visitor 

volumes over time, including an estimated growth of visitor 

volumes 30% per year in the first 3 years. 

  

C4.10 M The product must be capable of supporting 30% growth per year in 

the volume of HTML pages and files published eg every Budget 

published on Treasury sites comprises 6000 HTML pages and files.  

  

C4.11 M The product must ensure that routine system administrative 

activities do not impact day to day use of the product by public 

users and content authors. 

  

C4.12 S The product should allow CASS to adjust the performance and 

capacity required to support increases or decreases in demand 

(both visitor volumes and content storage). 
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C5. Automation 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

C5.1 M Automation must be required to handle  

a. conversion: from MS Word, MS Excel to HTML format.  

i. If there are images, including JPEG, GIF and/or 
PNG image formats, in the source material (eg, 
Word doc) then these will need to be automatically 
converted and saved as part of the web content, 
with their own workflow settings.  

ii. We will need to retain the ability to replace those 
automatically created images with specifically 
created ones if required. 

b. application of markup to tables and images for improved 
accessibility eg for tables: <thead>, <tbody> tags; id and 
header attributes on table cells. 

c. bulk editing of metadata eg application of terms from 
taxonomies. 

d. bulk uploading to Draft state. 

e. bulk workflow state changes (for example from Draft to 
Review state), and bulk publishing. 

[Note: must be achieved based on the Budget day peak user activity, 

ie, Automation with Performance as described in Requirement 

C4.1] 

See Appendix 6 for the current processes used. The vendor may 

design and implement new processes which achieve the desired 

automation and performance. 

See Appendix 9 for list of sample Word docs for conversion.  

  

C5.2 M Multi-page document represented in HTML: Automatic bulk 

conversion with Pagination automatically inserted. As part of the 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

automated conversion from Microsoft Word, Excel to HTML format, 

the HTML produced should have Pagination functionality 

automatically inserted if it was a multi-page document.  

C5.3 M Non-contiguous nature of content updates: The automated bulk 

processing (requirement C5.1) must be able to accommodate the 

uploading and/or publishing/updating of pages and files at different 

locations within the website at the same publishing event eg, an 

embargo lifting at 2pm. For example, uploading a new multipage 

document, as well as updates to an existing and already published 

index page on a different branch of the site structure.  See Appendix 

9 for the Budget day scenario of non-continguous content updates. 

  

C5.4 S The automation should be able to run in 2 modes: 

 interactive and attended session 

 in background mode in a non-interactive manner. 

  

C5.5 S Feedback if the Automation fails: Ability to know success or failure 

at which step of the automation. The feedback will be required in 

both the interactive session and the background session.  

In interactive session, the appropriate error message and description 

will be displayed. 

In background session, the appropriate error message and 

description will be logged, and an alert generated by an email and 

Syslog.  

  

C5.6 M Scheduled publishing of approved content: Ability to define a 

future publication date and automatically publish content that is 

approved when it comes to that date. This applies to all element 

types – pages, images, and static files 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

 And ability to cancel and amend the scheduled publishing: Ability 

to cancel the publication date, and the ability to change to a 

different publication date.   

Note: we do not want to override the workflow and publish draft 

content. 

C5.7 M Bulk-processing of Image galleries: Ability to display and manage 

images in galleries or collections.  Ability to mass-associate 

metadata with images at the individual and library (collection) level. 

  

C5.8 M Automatic expiration of pages and files: ability to specify a date 

and time when pages and files will be automatically made 

inaccessible publicly. 

The content owner has the option to be notified “X” days prior to the 

expiry date of a page and/or file (requirement C3.7). If he does not 

take any action, the page and/or file will automatically expire. “X” 

represents a parameter configurable on a page-by-page and file-

by-file basis. 

  

C5.9 M The default expiry will be NO expiry because we want to ensure 

that old-but-still-current-content does not automatically get taken 

down.  

  

C5.10 M The product must allow content authors to extend the expiry date 

of content at any time. 

  

C5.11 M The product must allow the creation of multiple new drafts of 

each page and file and allow for each draft to automatically go 

live for scheduled periods, to supersede an existing page, subject 

to workflow approval of the same pages and files. 
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C6. Ability to implement White label master website 
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ID Priority Requirements Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C6.1 M The ability for sites to inherit from a "master" site in terms of HTML 

and CSS controlling layout, positioning of elements, usability and 

accessibility features, and core look and feel.  We envisage using 

dev, test and production versions of the Master to test and deploy 

core functional modules and changes to HTML and CSS. The 

master will not be viewable by the public. 

Sites referencing or inheriting from the Master for core HTML and 

CSS will have additional site-specific CSS to control the “theme” of 

that site ie the application of the agency or website brand/theme to 

that site. 

We also need to allow for additional variation of CSS for sub-sites 

either at sub-folder level eg, www.treasury.govt.nz/budget/2013 (eg, 

a National-led government’s blue Budget theme) or at sub-domains 

eg careers.treasury.govt.nz or cabinetmanual.dpmc.govt.nz for 

example. 

So all children sites inherit from the parent but their children are 

still able to apply additional individual custom CSS and themes. 

For example, the www.treasury.govt.nz/budget and the 

careers.treasury.govt.nz websites will be able to inherit from 

www.treasury.govt.nz which in turn inherits from the Master, while 

still honoring any specific individual custom CSS and themes 

applied to individual child sites. 

See Appendix 7 for diagram. 

[Note: must be achieved based on the Budget day peak user 

activity, ie, without compromise to Performance (Requirement 

C4.1)] 

  

http://www.treasury.govt.nz/budget/2013
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ID Priority Requirements Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C6.2 M Functionality eg modules for forms, surveys, search enabled in the 

Master site can be easily deployed (turned on or off) for individual 

subsites inheriting from the Master. 
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C7. Search 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C7.1 M Describe how the product search engine is optimised   

C7.2 M Describe how you would implement faceted search across the 

multiple websites on the platform.  

  

C7.3 M Must have the option to “search this site only”. For example, to 

search DPMC website only. 

  

C7.4 M The product must support federated searching across a website or 

across all the websites even if they are on a different instance of the 

product or on a completely different platform. For example, the ability 

to search the Civil Defence website (SilverStripe/Common Web 

Platform) from DPMC website (on the proposed new platform).  

  

C7.5 S The product should support the weighting of search results being 

configurable on a site-by-site basis. 

  

C7.6 S The product should provide search tools that are configurable on a 

site-by-site basis, including but not limited to: 

 metadata searching 

 keyword searching 

 taxonomy searching 

 full text searching 

 the optional search for archive/historical copies of 

documents/publications typically PDF versions.   

  

C7.7 S The search should display the Basic search by default, and give the 

public user the option to perform Advanced search if they wish to. 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C7.8 S The ability to increase relevance of search results based on key 

words. Key words chosen will be configured by the authorised user. 

For example, if a user search by a key word “Budget”, the most 

recent budget news will appear at the very top, while last year’s 

budget will appear further at the bottom.  
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C8. New Zealand Government web standards and Accessibility requirements (eg, for disabled public readers)  

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

C8.1 M Describe or demonstrate the extent to which the CMS helps 

ensure compliance with the New Zealand Government Web 

Standards https://webtoolkit.govt.nz/standards/   

Identify areas where additional development or HTML/CSS 

fixes are required to CMS-generated code to ensure 

compliance (probably based on recent experience for other 

clients) 

  

C8.2 S The CMS should have a good wysiwyg editor which helps 

Web editors to produce standards-compliant content, 

especially for Accessibility requirements for complex tables. 

Complex tables require additional markup to be made fully 

accessible (eg table cell id/header attributes).   

Reduced reliance on offline processes to add this markup is 

desirable. Eg, Web editor is able to improve accessibility of 

complex tables in wysiwyg interface by selecting rows, 

columns and individual cells and using toolbar buttons to add 

markup (ie without recourse to HTML code editing).   

The product should provide accessibility help functions (eg, 

prompt to supply image alt tags) when updating content. 

Note that currently, CASS is using Javascript Dreamweaver 

extensions to apply accessible markup to complex tables in 

this fashion: http://www.treasury.govt.nz/downloads/cms-

rfp/TsyDWExtensions.zip 

Appendix 6 includes details of the current process, specifically 

applying accessibility markup to HTML tables in offline HTML 

  

https://webtoolkit.govt.nz/standards/
http://www.treasury.govt.nz/downloads/cms-rfp/TsyDWExtensions.zip
http://www.treasury.govt.nz/downloads/cms-rfp/TsyDWExtensions.zip
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

files (prior to import to the CMS) using custom Dreamweaver 

commands (Javascript).  We need to replicate these 

commands in a wysiwyg editor in the CMS. 

C8.3 S The product should provide support for common markup 

languages and document formats (ie, HTML4, HTML5, CSS2, 

CSS3, XHTML). 

  

C8.4 S The product should support technology agnostic URLs, for 

example by avoiding inserting platform details into page 

references (such as “aspx”, “jsp” in URLs). 

  

C8.5 S The product should allow authorised CASS users to report on 

and monitor the level of standards compliance of sites. Note 

that we cannot send unpublished and/or embargoed content to 

external validators. 
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C9. Mobile responsive 

ID Priority 
Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

C9.1 M The product must support and enable websites to be “responsive” 

(optimised for display and navigation on a wide range of devices 

eg, smart phones, tablet devices such as iPads) without the 

need to perform additional development.  Note: We do not 

intend to develop separately templated or content managed sites 

for mobile devices. 

  

C9.2 M Tables that are mobile responsive. Vendor to use the 

progressive enhancement and responsive design methods. 

An example of techniques that the Central Agencies have used is 

the Filament Group approach 

(http://filamentgroup.com/lab/responsive_design_approach_for_co

mplex_multicolumn_data_tables/ ) that displays tables 

comfortably at a wide range of screen sizes, provides quick 

access to the data, and preserves the table structure so that data 

can still be compared across columns.  When the end-user 

renders the table on a variety of screen sizes, the page will be 

smart enough to detect the screen size and render the default 

columns accordingly to fit the screen size. There will also be a 

menu (see Appendix 8 for screenshot) that allows the end user to 

select which columns they want to be displayed. There may be 

multiple tables in a page, and the controls should work 

independently for each table. The final result is a table that 

displays a limited set of columns on smaller screens, and provides 

quick access to data that's hidden because of space constraints, 

independent controls for multiple tables on a page and preserves 

the table structure so that data can still be compared across 

columns. 

  

http://filamentgroup.com/lab/responsive_design_approach_for_complex_multicolumn_data_tables/
http://filamentgroup.com/lab/responsive_design_approach_for_complex_multicolumn_data_tables/
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ID Priority 
Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ or 
‘4’ (or in any other case you deem necessary for 
clarity), please describe in detail how your solution 
will meet the requirement. Indicate if customisation 
involves contributed modules or custom modules.] 

Shortlisted vendor to demo based on these pages:  

http://www.budget.govt.nz/budget/forecasts/summary/index.htm 

http://www.treasury.govt.nz/budget/2013/estimates/003.htm (a 

wide table) 

http://www.treasury.govt.nz/budget/2013/suppestimates/018.htm 

(a long table) 

C9.3 S The product should be flexible enough to support the introduction 

of other, future techniques that are standards-compliant and that 

will enhance the user experience for views/consumers of complex 

data and content. 
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C10. Data visualisation 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C10.1 M Data visualisation is the ability to represent data in a visual manner 

which may include graphs, pie charts, heat maps and lots more. 

The presentation and aesthetic visual design will be in scope for 

the Visual Design vendor and hence it is out of scope for the CMS 

vendor. However, the CMS product must be able to provide the 

backend to store datasets to contain the data, and provide the 

JavaScript Libraries, APIs and the hooks, for example, in order for 

the data to be rendered on to the website. The CMS vendor 

professional services must include the effort to : 

 execute the appropriate database query to extract the data, and 

 render the data in the visual display format as defined by the 

Visual vendor, eg, graph, pie charts. 

The dataset may contain data from the various user interactions as 

described in requirement C13. 

All these must be achieved while keeping the website mobile 

responsive. See requirement C9. 

The CMS vendor professional services do NOT include the effort 

to: 

 migrate or enter data into the dataset only if the data does not 

come from user interactions described in requirement C13. 

  

C10.2 M The product must provide the ability for a content author to import 

an external dataset and expose the dataset for browsing on the 

web.  This would be a manually started task with the ability to 

preview (and possibly manipulate) the imported dataset. 
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C11. In-page scripts and CSS 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C11.1 M The product must support the use of JavaScript either in templates 

or by allowing authorised CASS CMS administrators to insert scripts 

into content. 

  

C11.2 M The product must have the ability to relatively easily manage any 

necessary JavaScript libraries as needed. 

It must have the ability to include JavaScript on a per page basis. 

For example, NZDMO Acknowledge and Hide disclaimer is currently 

written in JavaScript. 

http://www.nzdmo.govt.nz/publications/mediastatements 

  

C11.3 M The product must have the ability to relatively easily add custom 

CSS to the specific pages as needed. 

  

 

http://www.nzdmo.govt.nz/publications/mediastatements
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C12. Content structure 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C12.1 S The product should provide a configurable information 

architecture that can be defined at a site-by-site level.  

  

C12.2 S The product should enable configurable metadata fields to be 

embedded in the HTML head of pages, including but not limited to 

controlled vocabulary keywords, content categories and text 

summaries. Metadata can be defined for each item of content, 

including stub pages for non-HTML content and attached 

documents. Metadata schemas are configurable at a site-by-site 

level, schemas could be reused by more than one site where 

appropriate. 

As a high level of visitors come to our sites through Google, 

metadata should be in a format that works well and is 

recommended by Google. 

  

C12.3 M The product must support the auto-generation of standard 

generic metadata fields for all content items at the time content is 

both created and edited. 

Metadata fields captured automatically shall include, but are not 

limited to: 

 Created date 

 Created by user 

 Last updated date 

 Last updated user 

Note: this requirement is for standard generic metadata. The bulk 

metadata processing as described in requirement C5.1 is about 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

applying non-generic metadata, or specifically changing these 

generic items.  

C12.4 S The product should provide the capacity for sharing of metadata 

fields and controlled vocabulary keywords across the websites. 

  

C12.5 S The product should enable authorised users to add, edit, or delete 

taxonomy terms without requiring special training. Only 

administrators must be able to configure, add or remove entire 

taxonomies. 

  

C12.6 S The product should allow the copyright status, (including 

creative commons license status), of content and attachments to 

be specified on a page-by-page basis if necessary. 

  

C12.7 S The product should support the ability to associate content across 

the websites. 

  

C12.8 S The product should support on a site-by-site basis flexible 

navigation options that include both hierarchy-driven and 

taxonomy-driven navigation. 

  

C12.9 S The product should allow for structured lists of content/files to be 

generated and displayed in tables that support the sorting and 

(optionally) filtering of items in the list. 

For example, the list of Regulatory Impact Statements at 

http://www.treasury.govt.nz/publications/informationreleases/ris 

where the usability of these lists would be enhanced if users could 

sort and filter by department, date, ministerial portfolio and other 

metadata or taxonomy terms associated with items. 

  

http://www.treasury.govt.nz/publications/informationreleases/ris
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C12.1

0 

M The product must allow for short named URLs as aliases for 

content that may be at various levels of the information 

architecture of a website. For example, if the deep URL for Budget 

2013 is 

http://www.treasury.govt.nz/government/financialstatements/yeare

nd/2014/index.htm an alias of http://www.treasury.govt.nz/fsgnz14  

must be supported. 

  

 

http://www.treasury.govt.nz/government/financialstatements/yearend/2014/index.htm
http://www.treasury.govt.nz/government/financialstatements/yearend/2014/index.htm
http://www.treasury.govt.nz/fsgnz14


147 
 

C13. Interaction with the public user – browsers, input forms, newsletter subscriptions, discussion forums, RSS 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C13.1 M The website content produced by the product must be viewable in 

browsers used by more than 1% of public users, which are: 

 Internet Explorer 6+ 

 Google Chrome (all versions) 

 Firefox 4+ 

 Safari 6+ 

 Opera 9+ 

  

C13.2 S The product should enable authorised users to create and edit 

forms (including secure (SSL/HTTPS) forms) to support the 

submission of data, including personal data, by public users. 

  

C13.3 M The product must securely store data submitted by users eg, 

email addresses, using forms described in requirement C13.2. 

  

C13.4 S The product should enable captured and/or stored data to be 

exported by authorised users in a standard formats for external 

use, this includes an ability to export data on submission without 

storing data in the product (eg email on form submission). 

  

C13.5 N Ability to have moderated online discussion forums.   

C13.6 S Ability to manage RSS syndication of structured content types 

eg news, media statements, other publications that conforms to the 

New Zealand Government Feed Standard 

http://ict.govt.nz/assets/Uploads/Documents/nz-government-feed-

standard.pdf 

  

http://ict.govt.nz/assets/Uploads/Documents/nz-government-feed-standard.pdf
http://ict.govt.nz/assets/Uploads/Documents/nz-government-feed-standard.pdf
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

Current examples include feeds for data 

http://www.treasury.govt.nz/feeds/data.xml, news items 

http://www.dpmc.govt.nz/dpmc/news/rss and Regulatory Impact 

Statements (a specific content type) 

http://www.dpmc.govt.nz/dpmc/news/rss. 

C13.7 N The product shall provide the capability to agencies to offer 

methods of interaction between public users and content authors 

or other public users, including: 

 Forums 

 Blogs 

 Client feedback 

  

C13.8 S The product should support a configurable calendar (based on 

New Zealand time) function that enables upcoming events/key 

publishing dates/times to be defined in a publicly available 

calendar on a site-by-site basis and displayed in a variety of ways 

eg including in a list format, and for subsets of events to be 

presented in different contexts depending on how they have been 

tagged. 

For example, all upcoming bond tender announcements, would be 

tagged as such in a central calendar, but the context of Bond 

Tenders on the Treasury site only these tagged events would be 

displayed. 

  

C13.9 S The product should enable public users to view public-facing 

calendars of events (eg, upcoming release dates, seminars, 

Budget lock-ups) created by an agency, and search and filter the 

view to see only dates/events relevant to their needs. 

  

http://www.treasury.govt.nz/feeds/data.xml
http://www.dpmc.govt.nz/dpmc/news/rss
http://www.dpmc.govt.nz/dpmc/news/rss
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C13.10 S The product should provide the capability to agencies to offer 

public users self-service subscription to alerts/notifications that 

are available in a variety of formats (eg email) on a site-by-site 

basis. 

Describe how users will be able to securely subscribe, update 

preferences/subscriptions, and unsubscribe. 

  

C13.11 S The product should optionally, on a site-by-site basis, provide the 

capability for a content author to make an edit to content that does 

not generate an alert to a public user, even when such an alert 

has been defined in requirement C13.10. 

  

C13.12 S The product should support multiple templates for e-newsletters 

that allow authorised editors to prepare newsletters, select the list 

of subscribers and schedule an e-newsletter for sending. 

  

C13.13 N The product should be able to deliver streaming video – live as 

well as pre-recorded. Vendor to describe how it might integrate 

with cloud-based video delivery services.  
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C14. Author tools 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C14.1 M The product must enable administrators to create and edit 

stylesheets. 

  

C14.2 M Content using a template, must automatically receive all updates in 

new versions of that template. Furthermore, templates must not be 

able to be deleted where any content item would be orphaned. 

  

C14.3 M The product must provide content authors with appropriate tools to 

quality check a range of content. 

This includes, but is not limited to, the following: 

 HTML editor that toggles with the WYSIWYG editor. 

 Spell check, defined as New Zealand English and Maori, 

including macron support. 

 In-page HTML validation checks (without sending unpublished 

HTML content to external sites for validation – a security risk). 

 Preview content as it would appear on the website when 

published. 

  

C14.4 S The product should enable a content author to have two or more 

items of content open on-screen at the same time, eg two browser 

tabs open with a content item in each. 

  

C14.5 N The product shall enable a content author to view two versions of 

the same content on-screen at the same time, eg two browser tabs 

open with a version of a content item in each. 

  

C14.6 S The product should display a warning to a content author if a 

document with the same filename uploaded by the content author 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

has been uploaded already and provide the option to overwrite an 

already uploaded document with a newer version. 

C14.7 M The product must allow an authorised CASS content author to add 

any of the following items into a page of content: 

 hand coded HTML 

 scripts from a preset library managed by template designers, for 

example, able to reference JQuery functions 

 embedded objects 

 embedded code from other websites. The websites and 

embedded objects will be from a white list. 

Note cross-references to CSS and JavaScript insertions in 

Requirement C11 and Requirement C21.5. 

  

C14.8 S The product should provide the ability to share taxonomy and 

digital assets across the different Central agencies websites. For 

example, taxonomy created in DPMC website may be re-used in 

SSC’s website.  

  

C14.9 S The product should enable the find and replace of specific HTML 

code in searches across the whole site or sub-section of the site.  
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C15. Content migration 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C15.1 M Describe how content migration automation tools can be used 

to automatically migrate content from existing central agencies’ 

websites.  

Note: The labour involved in migration will be resourced 

separately by the project. Hence, the professional services for 

migrating is out of scope of the RFP.  

  

C15.2 S The product should provide the ability to create sites by cloning 

existing sites managed in the platform, including optionally to be 

able to exclude content and only copy structure and templates. 

See also requirement C22.6.  
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C16. Reporting/Analytics 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C16.1 S The product should automatically generate and send a range of 

reports to pre-defined groups of recipients. Examples of reports 

include but are not limited to: 

 system “event” and error reports 

 workflow alerts 

 broken link reports 

 content reviews required 

 content close to expiry 

  

C16.2 S The product should periodically run an automated check of all links 

within a site and generate an alert to the appropriate content 

owners for any links that are identified as broken. 

  

C16.3 M The product must provide or integrate with internally hosted and/or 

externally hosted analytics tools to enable authorised CASS 

administrators to create and edit detailed reports that present 

analysis of an agency’s web presence, either for an agency as a 

whole, or on a site-by-site basis. 

Note that for Google Analytics, our requirements include being able 

to track downloads of files eg PDFs, Excel files, CSVs as well as 

use of web pages. 
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C17. User management 

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C17.1 S The product should enable CASS to perform the following user 

management functions: 

 adding users  

 edit users  

 remove users  

 set associated system roles and system privileges. 
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C18. Compliance    

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C18.1 M The product must enable compliance with the mandatory 

standards released under the NZ Public Records Act 2005. 

http://archives.govt.nz/advice/public-records-act-2005 

  

C18.2 M The product must comply with the Recordkeeping Metadata 

Standard of June 2008 or later. 

http://archives.govt.nz/advice/continuum-resource-

kit/continuum-publications-html/s8-electronic-recordkeeping-

metadata-stand 

  

C18.3 M The product must automatically capture the following 

metadata for each version: 

 publishing date 

 expiry date or the date that the page is no longer visible to 

the public user. 

This requirement must apply page-by-page and file-by-file. 

  

C18.4 S The product should comply with the Digital Recordkeeping 

Standard (November 2010 or later). 

http://archives.govt.nz/s5-digital-recordkeeping-standard 

  

C18.5 M The product must comply to the NZISM (New Zealand 

information security manual)  

http://www.nzsis.govt.nz/publications/security-in-the-

government-sector/ 

  

C18.6 M The product must comply to the New Zealand Government Web 

Standards. https://webtoolkit.govt.nz/standards/ 

  

http://archives.govt.nz/advice/public-records-act-2005
http://archives.govt.nz/advice/continuum-resource-kit/continuum-publications-html/s8-electronic-recordkeeping-metadata-stand
http://archives.govt.nz/advice/continuum-resource-kit/continuum-publications-html/s8-electronic-recordkeeping-metadata-stand
http://archives.govt.nz/advice/continuum-resource-kit/continuum-publications-html/s8-electronic-recordkeeping-metadata-stand
http://archives.govt.nz/s5-digital-recordkeeping-standard
http://www.nzsis.govt.nz/publications/security-in-the-government-sector/
http://www.nzsis.govt.nz/publications/security-in-the-government-sector/
https://webtoolkit.govt.nz/standards/
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C19. Versioning/auditing (required to support compliance with the Public Records Act)   

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C19.1 M The product must create and store a historical version of content 

when any updates to an item of content are made. If the content 

change includes changes to attached files, historical versions of the 

attached files will also be created and stored. Each version will 

contain the metadata associated to the page or the file.  

  

C19.2 M The product must, for every System Event, record the time, date 

and ID of the user who triggered the event. 

  

C19.3 M The product must, by default, display the latest published version of 

content on a live site to public users. 

Earlier revisions of the page or file must, by default, not be made 

available to the public user. Note that requirement C7.6 we want to 

be able to explicitly identify or select archived copies of 

documents/publications that can be made publicly available as 

historical/archived versions.  

  

C19.4 M The product must enable an authorised user to revert the 

publication of an item of content to a previous version of that 

content item. 

  

C19.5 S The product must enable an administrator to revert an entire 

website to show the content of that website at a specific date and 

time. 

  

C19.6 M The product must enable an administrator to delete a version of 

content. 

Note: An audit trail of any deletion of a version of content would be 

required 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C19.7 S The product should enable the decommissioning of a website in a 

manner that enables the archiving of website content and metadata 

to open data standards, and the subsequent removal of the website 

from the platform. 
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C20. Audit and archive   

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

C20.1 M The product must maintain an audit log of administrative changes 

and updates. 

  

C20.2 S The product should automate the process of archiving expired or 

replaced web site content. This should take place with NO impact 

to production. 

  

C20.3 S The product should have the ability to take snapshots of entire 

websites. These snapshots must be able to be scheduled and 

automatically occur after they are scheduled. 

  

C20.4 M The product must record complete copies of all historical website 

content updates, including file attachments. 

  

C20.5 M The product must allow authorised users (see requirement C20.6 

below which describes workflow) to archive complete copies of all 

historical website content updates that are older than a 

predetermined (configurable) age. 

  

C20.6 S The product should have some workflow mechanism to manage 

archiving of pages and files. 

  

C20.7 M The product must protect all archived copies of historical website 

content updates from alteration or deletion. Historical content can 

only be deleted from the platform if the whole site is being migrated 

to another hosting platform, or if the entire site has been archived 

and submitted to the government digital archive (GDA) for 

preservation. 

Note: Data capture and inclusion in the GDA will be managed by 

the GDA. 

  



159 
 

 

C21. Interoperability   

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C21.1 S The product should provide support for content aggregation and 

syndication via RSS and ATOM. 

  

C21.2 M The product must utilise the NZ Government Feed standard 

(http://ict.govt.nz/assets/Uploads/Documents/nz-government-feed-

standard.pdf) for all RSS/ATOM feeds. 

  

C21.3 S The product should provide standards based API (eg, utilising REST 

services) for accessing content management and content delivery 

functions or site content. 

  

C21.4 S The product should provide adapters to connect to multiple data 

sources to source content, such as Digital Asset Management 

systems, Enterprise Content Management systems and CRM 

systems. 

The product must support a publishing model where content/data 

generated by internal systems can be pushed, say, at least daily, 

into the CMS platform for publication. We are not requesting real-

time online data integration with internal systems. 

See also Requirement C10.2. 

  

C21.5 S The product should be capable of displaying content from other 

sources eg Twitter, YouTube playlists.  

See also Requirement C14.7. 

  

 



160 
 

C22. Development and Implementation   

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C22.1 M Software development best practices: vendor to describe their 

approach to website development, how they follow best practices 

and abide by them. 

Note: When making judgements about the approach to 

development to meet functional requirements our guiding 

principles are: use core as much as possible. Else, use 

contributed modules, followed by custom modules. 

  

C22.2 M Software Dependencies: Does the product have any software 

dependencies (ie, other software components that are required for 

the application to operate). For example, Ubuntu, specific Java 

versions etc. 

If dependencies are present, list all of the dependencies, including 

version numbers. 

  

C22.3 M Technical design of the solutions you wish the implement: Write 

an architecture design, including placement of firewalls, caches, 

database servers, application servers. Estimated sizing of servers. 

  

C22.4 M Insight into technology roadmap:  

Vendor to describe the CMS technology roadmap. 

  

C22.5 M The vendor must provide secure test environment(s) for 

prototyping and acceptance testing. 

If vendor suggests CASS in-house hosting, CASS can provide 

documentation on in-house hosting env to the vendor under NDA. 
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ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C22.6 M The product must provide the ability to transfer content and 

resources (such as templates, widgets, and code components) 

between testing and production environments. 

  

C22.7 M CMS professional services vendor to install and setup of the 

CMS in Development, Testing, Staging, Production environments.  

  

C22.8 M CMS professional services vendor to: Identify suitable or preferred 

Visual HTML/CSS Design partners, whether or not proposing a 

consortium/subcontracted designer, based on the given CASS 

requirements. 

  

C22.9 M CMS professional services vendor to: Identify suitable or preferred 

Hosting partners based on the given CASS requirements. 

  

C22.10 M CMS professional services vendor to: give CASS an indication of 

their level of participation in the product 

development/improvement with either a vendor or the open 

source community (where appropriate). 

  

C22.11 M CMS professional services vendor to: document where they will 

be directly performing the elements of work, and where the 

vendor will be subcontracting the elements of work to another 

subcontractor. 
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C23. Training/Support   

ID Priority Requirements 

Vendor 
response  
[1/2/3/4/5] 

Vendor’s detailed response  
[Where you have responded with either a ’2’, 
‘3’ or ‘4’ (or in any other case you deem 
necessary for clarity), please describe in detail 
how your solution will meet the requirement. 
Indicate if customisation involves contributed 
modules or custom modules.] 

C23.1 M CMS product and its components must have monitoring 

capability (eg, SNMP, service monitoring, etc) that will indicate 

any outages or abnormality that has happened to the CMS product 

and its components eg, the product goes offline or there is a 

degradation of the service or a cyber security incident has 

happened. 

Vendor to describe how the monitoring capability functions for the 

CMS product and its components. Provide examples of 

performance base alerts, service outage alerts, etc. 

  

C23.2 M Documentation and Knowledge Bases: Specify what 

documentation will be supplied with the delivery of the system (eg, 

User manuals; training plan to get end-users up to speed; technical 

documentation and/or online knowledge bases to enable in-house 

technical team for first-level support). 

  

C23.3 M Vendor to provide technical documents and a list of software, 

operating system, database and network dependencies 

including those required by custom modules. 

  

C23.4 M The vendor responsible for delivery of the product shall provide 

appropriate induction / help guide(s), administration 

documentation and training. 
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Component #2: Visual and HTML/CSS Design work 

Please indicate in “Vendor response” column the extent of customisation or configuration necessary to meet the requirements in the sections below, using the 

following guide:  

1 = Meets with Configurationii 

2 = Meets with Configuration and customisationiii 

3 = Meets with Configuration, customisation and third party modulesiv / frameworksvi 

4 = Meets with Configuration, third party modules / frameworks, customisation and custom codev 

5 = Does not meet  

Where you have responded with either a ’2’, ‘3’ or ‘4’ (or in any other case you deem necessary for clarity), please describe in detail how your solution will 

meet the requirement. Feel free to attach additional pages to your response if required.  

We will need a separate response for each proposed CMS.  

Indicate the CMS (eg, Drupal, Plone, or other CMS, please specify):  
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V1. Core Design   

ID Priority  Requirements 

Vendor 
response  

[1/2/3/4/5] 

Vendor’s detailed response 

[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

V1.1 M To produce an overall core design for all websites listed in page 15 

of Appendix 3, based on the White label website as described in 

Appendix 7. 

The overall core design will contain the general theme where child 

websites will inherit from. 

The base design must be able to be easily extended to subsequent 

websites, which will inherit their base layer of design from the white 

label design. 

  

V1.2 M Re-theming and design of all individual websites based on the White 

label website. 

  

V1.3 M To produce mobile responsive design for mobile and various 

screens and resolutions while abiding to the overall core design as 

described in Requirement V1.1 and Requirement V1.2. We expect to 

develop core design on “mobile first” principles. 

  

V1.4 M The produced design must work across the growing landscape of 

media devices. The layouts and design elements will adapt to 

different contexts and can be applied to different functionality eg, 

How a faceted search results page works on desktops, tablets and 

phones, or a generic widget design showing how it can be adapted 

to a newsletter widget, a calendar widget etc. 
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V2. Data visualisation 

ID Priority  Requirements 

Vendor 
response  

[1/2/3/4/5] 

Vendor’s detailed response 

[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

V2.1 M Identify what experience they have with data visualisation and 

interactive data visualisation frameworks and methodologies. Which 

frameworks and code libraries have they used in conjunction with 

either Drupal or Plone.  Experience should include: developing 

HTML, CSS, and JavaScript (as applicable) in data visualisations 

that complements the visual design/theme of the websites 

incorporating data visualisations. 
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V3. Development and Implementation   

ID Priority  Requirements 

Vendor 
response  

[1/2/3/4/5] 

Vendor’s detailed response 

[Where you have responded with either a ’2’, ‘3’ 
or ‘4’ (or in any other case you deem necessary 
for clarity), please describe in detail how your 
solution will meet the requirement. Indicate if 
customisation involves contributed modules or 
custom modules.] 

V3.1 M All visual designs must work together in a cohesive manner, and co-

exist happily based on all of the requirements from V1 to V2. 

  

V3.2 M Implement the visual design on the selected CMS. Vendor to 

describe which CMS that they have a preference on, if any.  

Note: Preliminary wireframes and information architecture work and 

user personas will be made available to the selected visual design 

vendor. 

  

V3.3 M Given that we have not detailed out the specific user experience, we 

would like the visual design vendor to propose an approach that 

allows for the CMS vendor, CASS and the visual design vendor to 

collaborate on design and implementation. 

  

V3.4 M Documentation and Knowledge Bases: Specify what 

documentation will be supplied with the delivery of the design. 
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Component #3 : Ongoing annual support of CMS solutions 

Please indicate in “Vendor response” column the extent of customisation or configuration necessary to meet the requirements in the sections below, using the 

following guide:  

For requirements which are defined as “Both” in the Hosting arrangements column, Vendor must provide responses for both (vendor hosted and CASS in-

house hosted). If the responses for each of them are different, vendor to indicate clearly and provide responses for each of them respectively.  

Feel free to attach additional pages or rows to your response if required.  

Indicate the CMS (eg, Drupal, Plone, or other CMS, please specify):  
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S1. Management requirements 

ID Priority Requirements Vendor response 

S1.1 S If the CMS support vendor and the Hosting vendor are 2 different vendors, 

the CMS support vendor needs to work closely with the Hosting vendor : 

 The CMS support vendor needs to apply Risk assessment processes to 

include the Hosting environment and its components. Eg, if there is a 

patch applied at the host, the CMS support vendor needs to apply Risk 

assessment processes to decide the severity level and impacts, and 

then communicate to CASS to obtain approvals accordingly. See 

requirements S2.3, S2.4, S2.5, S2.6.  

 The Hosting vendor will work with the CMS support vendor if there is a 

need to perform end-to-end testing with regards to any patches or 

changes applied.  

 The CMS support vendor to be fully accountable for managing the 

Hosting vendor as the ONE point of ownership.  

See also: 

 requirement H1.1  

 requirement H3.2 

 requirement H3.4 

 requirement H3.5 

 requirement H3.8 

 requirement H3.14 
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S2. Patching the CMS product and its related components 

ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

S2.1 M Patching the CMS product and its related 

components: 

a. Describe how frequently updates, 
patches or upgrades are published, 
including whether this is according to 
a regular cycle of the CMS and 
related components.  

b. Describe how security patches and 
other updates are tested and can be 
rapidly deployed to development, 
testing, staging and production 
environments.  

i. Detail how the development, 
testing and staging 
environments and how you 
are going to closely mimic 
CASS’s production 
environment.  

ii. CMS support vendor must 
determine the potential 
impact of both the patch or 
the vulnerability, perform a 
Risk assessment, and decide 
whether it needs to be 
deployed urgently or 
scheduled for the next 
release cycle. Decisions must 

Both   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

be communicated to CASS 
and approval obtained before 
Production implementation. 

S2.2 M With regards to applying patches or 

upgrades, CMS support vendor must 

describe their decision making process 

around: 

 configuration within the CMS, versus 

 customisation (changes to existing 

code and contributed modules)  versus 

 introduction of third party modules 

versus 

 custom code (code developed 

especially for this project)  

CASS must be involved in the approval 

process. 

Both   

S2.3 M CMS support vendor must determine the 

potential impact of both the patch or the 

vulnerability, perform a Risk assessment, 

and decide whether it needs to be 

deployed. 

Both   

S2.4 M After the Risk assessment and evaluation 

process, if the patch is mutually agreed as 

Critical severity, the CMS support vendor 

Both   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

must implement them in 2 calendar days 

(includes weekends and public holidays). 

Decisions must be communicated to 

CASS and approval obtained before 

Production implementation. 

A default route in case of urgency or 

CASS unavailability must be agreed 

upfront. 

S2.5 M Should a patch get deployed into 

Production and caused other Critical 

issues, there must be a fast-track 

process to rollback the patch or resolve 

the issue within hours (includes 

weekends and public holidays).  

At all times, decisions must be 

communicated to CASS and approval 

obtained before Production 

implementation. 

Vendor 

hosted 

  

S2.6 M It is expected that security patches and 

updates must not degrade the existing 

performance and functionality of the CMS 

product and related components as 

described in: 

Both   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

 requirement C4.1 – Load statistics 

during Budget day website peak 

requirements 

 requirement C4.2 – rendering time 

 requirement C4.3 – processing 

performance 

 requirement C4.4 – publishing 

performance 

 requirement C4.6 – cache 

management 

 requirement C4.7 – data integrity 

  requirement C4.8 – number of 

concurrent users 

 requirement C4.9 – projected growth in 

visitor volumes 

 requirement C4.10 – projected growth 

in volume of HTML pages and files 

published. 

If there is any degradation, the CMS 

support vendor needs to provide proactive 

advice on workaround or alternative 

configuration to CASS. 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

S2.7 M List updates and patches released for the 

CMS and related components in the last 

12 months. 

Both   

S2.8 M Professional services to implement the 

changes in various environments eg, 

Development, Testing, Staging, 

Production environments. 

CMS support vendor to describe what are 

the Quality assurance processes and 

Security risk assessment processes 

especially in Production releases. 

Both   

S2.9 M CMS support vendor to describe their 

software release methodologies with 

regards to testing and releasing of 

patches and updates. 

Professional services to redevelop (if 

necessary) and perform end-to-end 

testing of the CMS including contributed 

modules and/or custom modules based 

on the latest security patches and 

updates, and any other related 

components.  

With regards to end-to-end testing, CMS 

support vendor must make Test plans and 

Both   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

provide a copy to CASS which includes 

the test results. 

S2.10 M The Production environment contains 

information classified SENSITIVE for a 

period of time eg, Budget sensitive. Along 

with the software release methodologies, 

vendor to describe how they are going to 

maintain ‘sanitised’ copies of 

development and test environments 

where the information classified as 

SENSITIVE will not be refreshed from 

Production environment to development 

and test environments as those 

environments get refreshed. 

Both   

S2.11 M Documentation and Knowledge Bases: 

Specify what documentation will be 

supplied with regards to patching the 

CMS product and its related components 

(eg, User manuals; technical 

documentation and/or online knowledge 

bases to enable in-house technical team 

for first-level support). 

Both   
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S3. CMS product and related components - support and monitoring 

ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

S3.1 M The CMS support vendor must ensure that 

routine system administrative activities do 

not impact day to day use of the product by 

public users and content authors. 

Both   

S3.2 M Within an agreed upon Service Level 

Agreement, CMS support vendor to inform 

CASS in advance for any scheduled 

planned downtime.  

CMS support vendor to describe any 

standard maintenance windows that you 

are currently using with customers, if any. 

Vendor 

hosted 

  

S3.3 M The CMS support vendor must notify 

CASS immediately if the product goes 

offline or there is a degradation of the 

service or a cyber security incident has 

happened. 

Vendor 

hosted 

 

  

S3.4 M CMS support vendor to propose the 

Service level agreements (SLA) that it can 

offer to CASS for the following: 

 Public access to the website: Minimum 

availability and maximum downtime. 

Vendor 

hosted 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

 Support SLAs especially during critical 

periods eg, May Budget. 

CMS support vendor may propose several 

models if they have more than one. 

S3.5 M Recoverability/Disaster recovery 

Recovery Time Objective (RTO) is the 

maximum tolerable length of time that an IT 

system or service can be down after a 

failure or emergency occurs, whilst  

Recovery Point Objective (RPO) is the 

maximum tolerable period in which data 

might be lost due to a failure or emergency. 

CASS’s requirements:  

RTO RPO 

1 hour 1 hour 

Note: RTO and RPO applies to the website 

in its entirety. Not only specifically to the 

CMS product, or specifically to the hosting 

environment.  

Vendor 

hosted 

  

S3.6 S Recoverability/Disaster recovery   

In the event of an outage, an automatic 

failover to another geographic separate 

Vendor 

hosted 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

system should happen in less than 30 

minutes.  

S3.7 N CMS support vendor to provide a health 

dashboard system that will automatically 

reflect the availability and general health 

status of the websites. 

Both   

S3.8 S The CMS support vendor should provide 

customer support services including a 

service desk for managing CASS service 

requests, queries and faults, and proper 

tracking of service requests.  

Both   

S3.9 S The CMS support vendor should provide 

regular reporting to CASS on operational 

service levels (eg, uptime), health status, 

capacity and web site performance, 

planned maintenance and service 

availability. 

Vendor 

hosted 

  

S3.10 M The CMS support vendor to describe how 

they will provide on-site support for critical 

functionality problems that may occur eg, 

critical module stops working. 

CASS in-

house hosted 
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S4. CMS product and related components – security 

ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

S4.1 M The CMS support vendor must provide 

CASS with independent security 

certification and accreditation and be 

subject to an accreditation framework that 

ensures the ongoing accreditation of all 

systems. 

 Vendor must provide independent 

assurance that the CMS product and its 

related components are protected 

sufficiently to meet or exceed the 

requirements prescribed by the NZ 

Information Security Manual (NZISM) 

and Security in the Government Sector 

(SIGS) for storing and processing 

information classified SENSITIVE. 

 Prior to commencement of services 

provided, an independent security 

certification and accreditation must be 

performed. 

Both   

S4.2 M Ongoing independent system certification 

and accreditation must be at minimum 

performed annually.   

Both   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

For all components, the CMS support 

vendor must provide a copy of the security 

certification report and the accreditation 

report.  

S4.3 M The CMS support vendor must have in 

place a proactive information security 

management framework that includes, as 

a minimum, the following: 

 Cyber Security Policy (CSP) describing 

the cyber security 

 policies, standards and responsibilities of 

the vendor 

 Security Risk Management Plan (SRMP) 

describing the results 

 of risk assessment of the system(s) and 

corresponding 

 mitigation strategies 

 System Security Plan (SSP) specifying 

the security 

 functionality and security control 

requirements of the system(s) 

 and how these requirements are met 

 Standard Operating Procedures (SOPs) 

specifying how the 

Vendor 

hosted 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

 system(s) is managed and administered 

 Incident Response Plan (IRP) describing 

the identification, management, 

response, mitigation and escalation and 

communications for security and other 

incidents affecting the system(s) 

S4.4 M The CMS support vendor must provide 

documentation and evidence of the 

following items: 

 Risk assessment – eg, process 

evidence, risk register 

 Known security weaknesses – eg, details 

of the weakness, confirmation on 

whether it has been resolved, overview 

of how it was resolved. 

a. Lifecycle management 

i. How does the vendor 
manage the lifecycle of the 
hosting environment and its 
components. For example, 
advance notification of any 
component leaving vendor 
support. 

ii. How does the vendor 
manage each component 
to ensure their support is 

Vendor 

hosted 
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

current. In case of open 
source software, the 
component must be within 
the support envelope of the 
parent project.  

b. Access privilege management – eg, 
how does the vendor minimize 
administrative privileges, separation 
of roles and duties, managing 
registration and de-registration of 
logins. 

c. How monitoring and auditing is 
performed – eg, who performs 
them, actions and notifications. 

d. Configuration management 

e. Documented roles and 
responsibilities  

f. Application white listing or software 
restrictions 

g. And other security certification and 
accreditation documents which may 
substantiate the vendor’s security 
compliance. 

S4.5 M When the CMS support vendor writes any 

custom code, the vendor must use secure 

coding methodologies.  

Both   
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ID Priority  Requirements 

Hosting 

arrangements 

(Vendor 

hosted, CASS 

in-house 

hosted, or 

Both) Vendor’s detailed response 

    For Vendor hosting For CASS in-house hosting 

Describe the secure coding methodologies 

that the vendor has or will use. 

S4.6 M Align with requirement S2.10, Development 

and Test environments cannot contain 

SENSITIVE classification information.  

CMS support vendor must remove all 

SENSITIVE classification information, 

including configuration information eg, user 

names and passwords, email addresses 

from Development and Test.  

Vendor 

hosted 
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Component #4 : Hosting solutions 

State clearly which hosting option you are responding with. For example, infrastructure-as-a-service, cloud or other options where security requirements and 

government assurance standards must be met by the vendor at all times. 

If you are proposing more than one option, provide a response for each option.   

Feel free to attach additional pages to your response if required. 

Specify the Hosting option you are proposing :  

 

H1. Management requirements 

ID Priority Requirements Vendor response 

H1.1 S If the CMS support vendor and the Hosting vendor are 

2 different vendors, the Hosting vendor needs to work 

closely with the CMS support vendor: 

 The Hosting vendor needs to provide information to 

the CMS support vendor as part of the risk 

assessment processes.  

 The Hosting vendor needs to communicate with 

the CMS support vendor eg, new patches to be 

applied, so that the CMS support vendor will 

perform risk assessment and provide advice to 

CASS accordingly.  

 The Hosting vendor will work with the CMS support 

vendor if there is a need to perform end-to-end 

testing with regards to any patches or changes 

applied.  

 The CMS support vendor to be fully accountable 

for managing the Hosting vendor as the ONE point 

of ownership.  

See also requirement S1.1. 
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H2. Security   

ID Priority Requirements Vendor’s detailed response 

H2.1 M The vendor must provide CASS with independent security 

certification and accreditation and be subject to an accreditation 

framework that ensures the ongoing accreditation of all systems. 

 Vendor must provide independent assurance that the hosting 

solutions of the CMS product and its related components are on a 

platform that is protected sufficiently to meet or exceed the 

requirements prescribed by the NZ Information Security Manual 

(NZISM) and Security in the Government Sector (SIGS) for 

storing and processing information classified SENSITIVE. 

Prior to commencement of services provided, an independent 

security certification and accreditation must be performed. 

 

H2.2 M Ongoing independent system certification and accreditation must 

be at minimum performed annually.   

For all components, vendor must provide a copy of the security 

certification report and the accreditation report. 

 

H2.3 M Vendors providing hosting must provide a secure and dedicated 

environment for the hosting and delivery of the service. 

Appropriate security controls, policies and procedures shall be in 

place covering: 

 security planning and governance 

 personnel vetting and training 

 systems accreditation and certification 

 incident monitoring and reporting 

 platform configuration and maintenance 

 software applications use and access 

 data facilities access. 

 

H2.4 M The vendor must have in place a proactive information security 

management framework that includes, as a minimum, the 
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ID Priority Requirements Vendor’s detailed response 

following: 

 Cyber Security Policy (CSP) describing the cyber security 

policies, standards and responsibilities of the vendor 

 Security Risk Management Plan (SRMP) describing the results of 

risk assessment of the system(s) and corresponding mitigation 

strategies 

 System Security Plan (SSP) specifying the security functionality 

and security control requirements of the system(s) and how these 

requirements are met 

 Standard Operating Procedures (SOPs) specifying how the 

system(s) is managed and administered 

Incident Response Plan (IRP) describing the identification, 

management, response, mitigation and escalation and 

communications for security and other incidents affecting the 

system(s) 

H2.5 M The vendor must provide documentation and evidence of the 

following items: 

a. Risk assessment – eg, process evidence, risk register 

b. Known security weaknesses – eg, details of the weakness, 
confirmation on whether it has been resolved, overview of 
how it was resolved. 

c. Lifecycle management 

i. How does the vendor manage the lifecycle of the 
hosting environment and its components. For 
example, advance notification of any component 
leaving vendor support. 

ii. How does the vendor manage each component to 
ensure their support is current. In case of open 
source software, the component must be within the 
support envelope of the parent project.  
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ID Priority Requirements Vendor’s detailed response 

d. Access privilege management – eg, how does the vendor 
minimize administrative privileges, separation of roles and 
duties, managing registration and de-registration of logins.  

e. How monitoring and auditing is performed – eg, who 
performs them, actions and notifications. 

f. Configuration management 

g. Documented roles and responsibilities  

h. Application white listing or software restrictions 

i. White listing of software at the individual binary or 

file level. 

ii. Technical actions taken to prevent unauthorised 

programs from executing. 

i. And other security certification and accreditation documents 
which may substantiate the vendor’s security compliance. 

H2.6 M The vendor must ensure the that the hosting environment and 

infrastructure is managed according to a site security plan 

covering: 

 controlled access to buildings, servers rooms, cabinets and 

network equipment 

 tracking of access, removal and installation of infrastructure 

equipment 

 roles and responsibilities of facility and security personnel 

 personnel security clearances and administrator system access 

 personnel security awareness training and briefings 

 secure transfer, storage, sanitisation and disposal of removable 

media. 

 

H2.7 M The hosting environment must protect the privacy and integrity of 

any personal data captured and stored by a site, including when 

public users submit data via online forms. 

Hosting vendor must provide a copy of their privacy policy. 
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ID Priority Requirements Vendor’s detailed response 

H2.8 M The hosting environment must protect content from unauthorised 

access and modification by means of appropriate security 

safeguards applied to network, infrastructure and application 

software. 

 

H2.9 M The vendor providing the hosting must implement and maintain tools 

and procedures covering the detection of potential cyber security 

incidents, including: 

 counter measures against malicious code 

 intrusion detection strategies 

 audit analysis 

 system integrity checking 

 vulnerability assessments. 

 

H2.10 M The hosting environment must implement safeguards to ensure the 

availability and integrity of the sites it maintains including 

countermeasures to common attacks eg, 

 SQL injection 

 cross site scripting 

 directory browsing 

 session hijacking 

 buffer overflow 

 DoS (denial of service), DDoS (distributed denial of service) 

attacks. 

 

H2.11 M Network Protocols: Network protocols required for the system 

must be documented including source and destination systems and 

TCP or UDP port numbers required.  

Describe how data transferred from the host environment is 

protected while transiting over computer networks. 
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H3. Support and Monitoring 

ID Priority  Requirements Vendor’s detailed response 

H3.1 M Patching the Hosting environments and its components: 

a. Describe how security patches and other updates are tested 
and can be rapidly deployed to development, testing, staging 
and production environments.  

i. Vendor to describe their software release 
methodologies with regards to testing and releasing 
of patches and updates. 

ii. Vendor must determine the potential impact of both the 
patch or the vulnerability, perform a Risk assessment, 
and decide whether it needs to be deployed urgently 
or scheduled for the next release cycle.  

iii. Vendor to describe what are the Quality assurance 
processes and Security risk assessment processes 
especially in Production releases. 

 

H3.2 S If the CMS support vendor and the Hosting vendor are 2 different 

vendors, the Hosting vendor will inform the CMS support vendor 

of the potential impact of both the patch or the vulnerability.  The 

Hosting vendor will work with the CMS support vendor to test and 

determine any impacts to functionality of the CMS and its 

components. 

 

H3.3 M Vendor providing the hosting must determine the potential impact 

of both the patch or the vulnerability, perform a Risk assessment, 

and decide whether it needs to be deployed. 

 

H3.4 M After the Risk assessment and evaluation process, if the patch is 

mutually agreed as Critical severity, vendor must test and 

implement them in 2 calendar days (includes weekends and 

public holidays). 

Decisions must be communicated to CASS and approval obtained 

before Production implementation. A default route in case of 

urgency or CASS unavailability must be agreed upfront. 
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ID Priority  Requirements Vendor’s detailed response 

 If the CMS support vendor and the Hosting vendor are 2 

different vendors, decisions needs to be communicated to the 

CMS support vendor who will then assess and obtain approval 

from CASS accordingly. 

H3.5 M Should a patch get deployed into Production and caused other 

Critical issues, there must be a fast-track process to rollback the 

patch or resolve the issue within hours (includes weekends and 

public holidays).  

At all times, decisions must be communicated to CASS and 

approval obtained before Production implementation.  

 If the CMS support vendor and the Hosting vendor are 2 

different vendors, decisions needs to be communicated to the 

CMS support vendor who will then assess and obtain approval 

from CASS accordingly. 

 

H3.6 M It is expected that security patches and updates to the hosting 

environment must not degrade the existing performance and 

functionality of the CMS product and related components as 

described in: 

 requirement C4.1 – Load statistics during Budget day website 

peak requirements 

 requirement C4.2 – rendering time 

 requirement C4.3 – processing performance 

 requirement C4.4 – publishing performance 

 requirement C4.6 – cache management 

 requirement C4.7 – data integrity 

 requirement C4.8 – number of concurrent users 

 requirement C4.9 – projected growth in visitor volumes 

 requirement C4.10 – projected growth in volume of HTML 

pages. 
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ID Priority  Requirements Vendor’s detailed response 

If there is any degradation, vendor needs to provide proactive 

advice on workaround or alternative configuration to CASS. 

H3.7 M Describe how frequently updates, patches or upgrades are made, 

including whether this is according to a regular cycle of the 

hosting environments. List critical updates and patches released 

for the hosting environments and related components in the last 

12 months. 

 

H3.8 M The vendor providing the patches and upgrades to hosting 

environment must work with CASS to ensure the CMS product 

and its components are not impacted in any negative manner 

because of any updates, patches or upgrades applied to the 

hosting environment and its components.   

Vendor to describe how you will do that assuming that the support 

of the CMS product and its components is provided by another 

vendor. The support of the CMS product and its components are 

described in Component #3 of this RFP.  

 

H3.9 M The vendor must ensure that routine system administrative 

activities do not impact day to day use by public users and 

content authors. 

 

H3.10 M Monitoring and Diagnostics: Your system must log critical 

faults and errors.  

Vendor must have monitoring capability such as SNMP, service 

monitoring, etc. 

Your system should log critical faults and errors to the Event Log 

or syslog, with event descriptions that are useful for 

troubleshooting and correcting the issue. 

The vendor must notify CASS immediately if the host 

environments go offline, there is a degradation of the service or a 

cyber security incident has happened. 
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ID Priority  Requirements Vendor’s detailed response 

H3.11 M For each of the components that you are proposing to host, based 

on previous historical data and track record, describe: 

 each component’s uptime% 

 minimum availability and maximum downtime 

 historical outages, if any. 

 

H3.12 M Vendor to propose the Service level agreement (SLA) that you 

can offer for the following: 

 Response time for any requests submitted to the vendor 

responsible for delivery of the hosting environment eg, if the 

CMS vendor performs some development that requires a 

change to be done in the hosting environment.  

 Response time to questions that may be asked by CASS. 

 

H3.13 M For each hosting component, vendor to propose the Service level 

agreement (SLA) that you can offer to CASS for the following: 

a. Time taken to resolve incidents according to severity levels: 

i. Response time 
ii. Resolution time 
iii. Description of severity levels 

b. Support SLAs especially during critical periods eg, May 
Budget. 

Vendor may propose several models if they have more than one. 

 

H3.14 M Within an agreed upon Service Level Agreement, vendor to inform 

CASS in advance for any scheduled planned downtime. 

 If the CMS support vendor and the Hosting vendor are 2 

different vendors, Hosting vendor to inform the CMS support 

vendor for any scheduled planned downtime. The CMS support 

vendor will then assess and obtain approval from CASS 

accordingly.  

Vendor to propose how many days or weeks in advance to inform 

CASS of the scheduled downtime. 
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ID Priority  Requirements Vendor’s detailed response 

Vendor to describe, if any, the maximum scheduled planned 

downtime required for all hosting environments and their 

components.  

H3.15 M Recoverability/Disaster recovery 

Recovery Time Objective (RTO) is the maximum tolerable length 

of time that an IT system or service can be down after a failure or 

emergency occurs, whilst  

Recovery Point Objective (RPO) is the maximum tolerable period 

in which data might be lost due to a failure or emergency. 

CASS’s requirements: 

RTO RPO 

1 hour 1 hour 

Note: RTO and RPO applies to the website in its entirety. Not only 

specifically to the CMS product, or specifically to the hosting 

environment.  

 

H3.16 S Recoverability/Disaster recovery   

In the event of an outage, an automatic failover to another 

geographic separate system should happen in less than 30 

minutes.  

 

H3.17 S The vendor responsible for delivery of the hosting environment 

should provide customer support services including a service 

desk for managing CASS service requests, queries and faults, 

and proper tracking of service requests. 

 

H3.18 S The vendor responsible for delivery of the hosting environment 

should provide regular reporting to CASS on operational service 

levels (eg, uptime), health status, capacity and performance, 

planned maintenance and service availability.   

 

H3.19 N Vendor responsible for delivery of the hosting environment to 

provide a health dashboard system that will automatically reflect 

the availability and general health status of the websites. 
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H4. Hosting facilities 

ID Priority  Requirements Vendor’s detailed response 

H4.1 M The vendor must ensure that the hosting facilities and its 

associated infrastructure are managed appropriately including 

provision for: 

 server hosting (physical space, power, HVAC) 

 network equipment and circuits 

 system administration, monitoring and provisioning 

 disaster recovery and back up 

 site security. 

 

H4.2 M Vendor to describe where their data centres are physically 

located, including Disaster Recovery sites. 

 

H4.3 M Does the hosting solution contain any components that store or 

process information: 

 in cloud 

 SaaS (software as a service), or  

 other forms of outsourced hosting?  

Vendors to specify all components that make up the hosting 

solution.  

Note: CASS avoids offshoring private or sensitive data or services 

(including remote support) where assurance over the 

confidentiality of data cannot be assured. 

 

H4.4 M Hosting environments and related components must be placed in 

a physically dedicated hosting space for SENSITVE material 

where the environment must not be shared with other 

organisation. 
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H5. Performance    

ID Priority Requirements Vendor’s detailed response 

H5.1 M Given the performance requirements in : 

 requirement C4.1 – Load statistics during Budget day website 

peak requirements 

 requirement C4.2 – rendering time 

 requirement C4.3 – processing performance 

 requirement C4.4 – publishing performance 

 requirement C4.6 – cache management  

 requirement C4.7 – data integrity 

  requirement C4.8 – number of concurrent users 

 requirement C4.9 – projected growth in visitor volumes 

 requirement C4.10 – projected growth in volume of HTML pages 

and files published 

our requirements include hosting the key architecture components 

as proposed in requirement C22.3.  

 

H5.2 M For each hosting component, vendor must describe: 

 the versions and capacity of each item 

 host performance management and measures put in place to 

manage performance contention 

 scalability options of each component 
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Appendix 6. Current process of how CASS performs bulk-handling of content and 
metadata based on Plone 

This is the current process of how CASS performs bulk-handling of content and metadata based on Plone. It also describes how Javascript Dreamweaver 

extensions are used to apply accessible markup to complex tables in an automated fashion. 

CASS environment 
(secure) 

CMS environment 
(secure) 

Public domain  
(publicly 
accessible) 

Content received (MS 
Word, Excel, PDF etc) 

Content converted 
(html) 

HTML body content 
pre-processed for 

Migration CSV 
prepared,  including 

Content objects 
created in draft state 

In situ review/QA 

Offline html/assets 
modified 

Update script run 
against migration CSV 

Content objects 
updated in draft state 

Upload script run 
against migration CSV 

Publish script run against 
migration CSV or specific 

Content objects 
moved to published 

Assets created  
(images, etc) 

upload 

upload 
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The detailed steps in the process are as follows: 

1. HTML, images, PDFs, Excel files and other content items are prepared offline by content-
owning teams and the CASS Web & Publishing team. Examples of these files:  

 Offline HTML and PDFs of the Supplementary Estimates 2012/13 prepared for import into 
our CMS (7.5Mb)  
http://www.treasury.govt.nz/downloads/cms-rfp/suppest13.zip 

2. Offline preparation includes the generation of HTML from source Word files (using an in-house 
developed tool) and subsequent enhancement of the HTML to meet accessibility standards 
(specifically using Dreamweaver javascript extensions to apply semantic table structure markup 
and id and header attributes to complex tables).   

 Javascript Dreamweaver extensions to apply accessible markup to complex tables (10Kb):  
http://www.treasury.govt.nz/downloads/cms-rfp/TsyDWExtensions.zip 

1.  We store the files in a folder structure on a share accessible to a scripted process, but which 
is otherwise secure. 

2. When the content items are near completion, a team member creates an Excel file (sometimes 
by repurposing an existing file, more usually by running Perl scripts that query and extract the 
metadata of files in the directory where content has been prepared offline to a CSV) listing the 
items, their location on the file system, their associated metadata, their final intended location 
within the site structure and their initial workflow state within the content management system. 
Example of this Excel file to show the typical structure, complexity and scale of the file:  

 Sample Migration CSV in Excel format (600KB) 
http://www.treasury.govt.nz/downloads/cms-rfp/Sample-Migration-CSV-Budget-2013-
Supp-Estimates-2012_13-Supplied-for-RFP[No-Links].XLS 

3. We save the completed Excel file in CSV format; we refer to this CSV file as the ‘migration 
CSV’.  

4. When offline preparation and QA process are complete, we use the migration CSV file as input 
to direct scripts that reside on the webserver. The scripts are written in Python and make use 
of Plone’s Zope interfaces.  

5. We run the scripts from a user interface that caters for a number of different operations, 
including those listed above. Examples of the user interface are as below. 

6. The first script we typically run uploads content (HTML, PDFs, Excel, images etc) from the 
offline file share to the web CMS, creating new content objects in a ‘draft’ workflow state using 
the metadata defined in the migration CSV file. 

7. The script provides feedback and error reporting to confirm or otherwise that the process has 
completed.  

8. The new content objects can then be reviewed in situ and approved by the content owners, if 
necessary.  

9. Once approval has been received, the same migration CSV file can be used to initiate to change 
the workflow state of all objects to ‘published’ by running an update of the migration script which 
also re-imports content at the same time. 

10. A more commonly used script for publishing purposes though is the ‘Publish Plone objects’ 
script which publishes all objects at or under specific paths. The ‘Publish Plone objects’ script 
enables us to change state on large numbers of objects across multiple areas of the site in 
quick succession without re-importing content, something that can’t be achieved manually 
through our current web CMS user interface.  

http://www.treasury.govt.nz/downloads/cms-rfp/suppest13.zip
http://www.treasury.govt.nz/downloads/cms-rfp/TsyDWExtensions.zip
http://www.treasury.govt.nz/downloads/cms-rfp/Sample-Migration-CSV-Budget-2013-Supp-Estimates-2012_13-Supplied-for-RFP%5bNo-Links%5d.XLS
http://www.treasury.govt.nz/downloads/cms-rfp/Sample-Migration-CSV-Budget-2013-Supp-Estimates-2012_13-Supplied-for-RFP%5bNo-Links%5d.XLS


198 
 

11. Subsequent changes to the content (if required) are typically captured in the original offline 
documents and the same migration CSV is used to initiate an update script that changes the 
content and/or metadata in the web CMS, but not the workflow state (items remain published 
and are not typically taken back through workflow).  

   

 

 



199 
 



200 
 

Appendix 7. Concept of a White label website 

Ability to implement White label website without compromise to performance requirements. 
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www.treasury.govt.nz (inherits from Master, and applies individual CSS and themes) 
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http://www.treasury.govt.nz/
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www.ssc.govt.nz (inherits from Master, and applies individual CSS and themes) 

 

 

 

 

 

 

 

 

 

www.gg.govt.nz (inherits from Master, and applies individual CSS and themes) 
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http://www.ssc.govt.nz/
http://www.gg.govt.nz/
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careers.treasury.govt.nz (inherits from Treasury and applies individual CSS and themes) 

 

 

 

 

 

 

 

 

www.treasury.govt.nz/budget/2013 (inherits from Treasury and applies individual CSS and themes) 
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examples to 

illustrate 
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means in 

terms of 

inheritance 

and 

application 

to individual 

CSS and 

themes 

file://///hamlet/users$/data/TungP/Documents/Website%20project/careers.treasury.govt.nz
http://www.treasury.govt.nz/budget/2013
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Appendix 8. Progressive enhancement and responsive 
design methods 

Progressive enhancement and responsive design methods 

(http://filamentgroup.com/lab/responsive_design_approach_for_complex_multicolumn_data_tables/) 

that displays comfortably at a wide range of screen sizes, provides quick access to the data, and 

preserves the table structure so that data can still be compared across columns. 

When the end-user renders the table on a variety of screen sizes, the page will be smart enough to 

detect the screen size and render the default columns accordingly to fit the screen size. There will 

also be a menu that allows the end user to select which columns they want to be displayed. There 

may be multiple tables in a page, and the controls should work independently for each table. The final 

result is a table that displays a limited set of columns on smaller screens, and provides quick access 

to data that's hidden because of space constraints, independent controls for multiple tables on a page 

and preserves the table structure so that data can still be compared across columns. 

 

The menu is marked in red.  

 

http://filamentgroup.com/lab/responsive_design_approach_for_complex_multicolumn_data_tables/
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Appendix 9. Example of non-contiguous content and 
sample Word docs for bulk-processing 

Non-Contiguous Content 

The below is a partial excerpt from the publishing process used on Budget Day, demonstrating the 

wide variety of locations within the Treasury website that are updated during publication. 

Description URL Path 

Masthead for BEFU 2013 /mastheads/budget/forecasts 

Masthead for Treasury SOI 2013-18 /mastheads/publications/abouttreasury/soi 

Mastheads for all Other Budget Docs /mastheads/budget/2013 

FSM Model XLS /government/fiscalstrategy/model/fsm-befu13.xls 

NZSF Model XLS /government/assets/nzsf/contributionratemodel/nzsf-track-v10.xls 

Budget 2013 Data /budget/2013/data 

Budget 2013 Home Page /budget/2013/index.htm 

Budget Archive Page /budget/archive/index.htm 

Budgets /budget/index.htm 

Forecasts Archive /budget/forecasts/archive/index.htm 

Forecasts /budget/forecasts/index.htm 

FSM /government/fiscalstrategy/model/index.htm 

A - Z Publications /publications/a-z/index.htm 

NZSF Model /government/assets/nzsf/contributionratemodel/index.htm 

Fiscal Strategy /government/fiscalstrategy/index.htm 

Archive of FSMs /government/fiscalstrategy/model/archive/index.htm 

Forecasts Govt Finances /government/forecasts/index.htm 

NZSF Model /government/assets/nzsf/contributionratemodel/index.htm 

Estimates of Revenue Effects […] /government/revenue/estimatesrevenueeffects/estimates/index.htm 

Revenue Effect of Changes […] /government/revenue/estimatesrevenueeffects/index.htm 

Treasury SOI 2013-18 /publications/abouttreasury/soi/2013-18 

Media Statements Index /publications/media-speeches/media/index.htm 

Releases Calendar /releases/calendar/index.htm 

Key Facts for Taxpayers /budget/2013/taxpayers 

Fiscal Strategy Report /budget/2013/fsr 

Budget Speech /budget/2013/speech 

BEFU 2013 /budget/forecasts/befu2013 

Executive Summary /budget/2013/execsumm 

Supplementary Estimates & Supporting Info 2012/13 /budget/2013/suppestimates 

Estimates 2013/14 /budget/2013/estimates 

Information Supporting the Estimates 2013/14 /budget/2013/ise 

Vol 1 - Information Supporting the Estimates 2013/14 /budget/2013/ise/v1 

Vol 5 - Information Supporting the Estimates 2013/14 /budget/2013/ise/v5 

Vol 2 - Information Supporting the Estimates 2013/14 /budget/2013/ise/v2 

Vol 3 - Information Supporting the Estimates 2013/14 /budget/2013/ise/v3 

Vol 4 - Information Supporting the Estimates 2013/14 /budget/2013/ise/v4 

Accountability Documents /abouttreasury/accountability/index.htm 

Data - Fiscal Time Series /government/data/index.htm 

Education /government/expenditure/education/index.htm 

Health /government/expenditure/health/index.htm 

Financial Reporting /government/financialreporting/index.htm 

Govt Finances /government/index.htm 

Long Term /government/longterm/index.htm 

Revenue /government/revenue/index.htm 

State Sector Performance /statesector/performance/index.htm 

Tax /topics/tax/index.htm 

Archive SOIs /publications/abouttreasury/soi/archive 

Release - All Budget Docs /releases/2013-05-16a 

Release - BEFU 2012 /releases/2013-05-16b 

The rows highlighted in green are pages that are often required to be updated multiple times during 

Budget Day as different information becomes relevant. 
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Sample Word Docs for bulk processing 

The 2013 Half-year Economic and Fiscal Update (HYEFU 2013) 

http://www.treasury.govt.nz/downloads/cms-rfp/HYEFU2013-Merged.doc  

Presented in HTML on the Treasury Website at 

http://www.treasury.govt.nz/budget/forecasts/hyefu2013 

Guidance Document: A Guide to Appropriations November 2013 

http://www.treasury.govt.nz/downloads/cms-rfp/guide-appropriations-2013.doc 

 (In HTML on the Treasury Website at: 

http://www.treasury.govt.nz/publications/guidance/planning/appropriations/guide) 

http://www.treasury.govt.nz/downloads/cms-rfp/HYEFU2013-Merged.doc
http://www.treasury.govt.nz/budget/forecasts/hyefu2013
http://www.treasury.govt.nz/downloads/cms-rfp/guide-appropriations-2013.doc
http://www.treasury.govt.nz/publications/guidance/planning/appropriations/guide
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Appendix 10. Draft Agreement 

Contract for Services  

[short title for Contract] [add Contract Reference number if applicable] 
 

The Parties 

The Treasury  (Buyer) 

1 The Terrace, Wellington 

PO Box 3724, Wellington 6140 

and  

[insert the legal name of the Supplier] (Supplier) 

[insert address]  For a company use the registered office. For others use physical address. 

[insert address] 
 

The Contract 

Agreement 

The Buyer appoints the Supplier to deliver the Services described in this Contract and the Supplier 
accepts that appointment. This Contract sets out the Parties' rights and obligations. 

The documents forming this Contract are: 

1. This page Page 1 

2. Contract Details and Description of Services Schedule 1 

3. Standard Terms and Conditions Schedule 2 

GMC Form 1 SERVICES | Schedule 2 (2nd Edition) available at: www.procurement.govt.nz 

4. Any other attachments described at Schedule 1. 

How to read this Contract 

5. Together the above documents form the whole Contract.  

6. Any Supplier terms and conditions do not apply. 

7. Clause numbers refer to clauses in Schedule 2.   

8. Words starting with capital letters have a special meaning. The special meaning is stated in the 
Definitions section at clause 17 (Schedule 2). 

 

Acceptance 

In signing this Contract each Party acknowledges that it has read and agrees to be bound by it. 

For and on behalf of the Buyer: 

_____________________________________ 

For and on behalf of the Supplier: 

____________________________________ 

(signature) (signature) 

name:  name:  

position:  position:  

http://www.procurement.govt.nz/
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date:  date:  
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Schedule 1 

Contract Details and Description of Services 

Start Date  Reference Schedule 2 clause 1 

End Date  Reference Schedule 2 clause 1  

 

Contract Managers 

Reference Schedule 2 
clause 4  

 Buyer’s Contract Manager Supplier’s Contract Manager 

Name:   

Title / position:   

Address:   

Phone:   

Fax:   

Email:   
 

Addresses for 
Notices 

Reference Schedule 2 
clause 14 

 Buyer’s address Supplier’s address 

For the attention of: [Contract Mgr or senior mgr] [Contract Mgr or senior mgr] 

c.c. Contract Manager [cc if senior manager above] [cc if senior manager above] 

Delivery address:   

Postal address:   

Fax:   

Email:   
 

Supplier’s 
Approved 
Personnel  

Reference Schedule 2 
clause 2.5  

[OPTIONAL] Approved Personnel  

Name:  

Position:  

Specialisation:  
 

Supplier’s 
Approved      Sub-
contractor 

Reference Schedule 2 
clause 7  

[OPTIONAL] Approved Sub-contractor 

Name:  

Address:  

Specialisation:  
 

Description of Services 

[Insert a concise description of the Services to be provided. Use the questions as prompts.] 

Context [optional] 

[Describe the background to the Services.] 

[What are the overarching goals, objectives and outcomes you want to achieve?] 

Description of Services 

[What is the nature of the Services?] 

[How should the Services be delivered?] 

[Refer to any proposal prepared by the Supplier if this helps describe any aspects of the Service.] 
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Deliverables 

[What are the key Deliverables or outputs?] 

[What are the specific tasks the Supplier must complete?] 

[What are the specific Deliverables and/or Milestones? Describe each Deliverable/Milestone, its due date & 
payment due on completion. Note: the table below may be included in this section, or the Invoices section.] 

Deliverable/Milestone Performance Standards Due date 
Amount due 

(exc GST) 

[insert specific Milestones to be achieved] [insert the quality or standard 
or key performance indicator 
required] 

[insert date for 
completion of 

Milestone] 

[insert 
amount of 
instalment 

payable on 
successful 

completion of 
the 

Milestone] 

Example    

1. Develop training module on health & 
safety for staff. 

In accordance with H&S Act & 
good practice 

20 April 2012 $2,500 

2. Delivery of training to 20 staff. 2 full training sessions of 10 
staff each 

30 May 2012 $3,000  

3. Evaluation of training outcomes and end 
of contract report. 

90% of staff rating training as 
‘good’ to ‘excellent’ 

30 June 2012 $1,000 

Total (exc GST) $6,500 

Performance standards [These can be included in the type of table illustrated above.] 

[What quality standards apply to the delivery of the Services?] 

[How will these be measured?] 

[When will they be measured and by whom?] 

[What are the key performance indicators that describe the quality standards?]  

Specific code of conduct / health & safety / legislative requirement [optional] 

[Reference any specific code of conduct (other than SSC Standards of Integrity and Conduct), health & safety or 
legislative requirement the Supplier must be aware of in providing the Services. These can be noted in the 
‘Attachments’ box at the end of Schedule 1. Attach a copy and/or provide web address where the document can be 
located.] 

Transfer of Records [optional] 

[If appropriate – include details of the Records that the Supplier must transfer to the Buyer during the term of the 
Contract, or at the end of the Contract. Make this a specific Deliverable under the Contract.] 

 

Supplier’s 
Reporting 
Requirements 
Reference Schedule 2 
clause 5 

Report to: Type of report Due date 

Contract Manager [Interim Progress Report] [insert date] 

[Monthly Progress Report] [insert date] 

[Project completion report] [insert date] 
 

CHARGES: The following section sets out the Charges. Charges are the total maximum amount payable by 
the Buyer to the Supplier for delivery of the Services. Charges include Fees, and where agreed, Expenses 
and Daily Allowances. The Charges for this Contract are set out below.  
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Fees 
Reference Schedule 2 
clause 3 

The Supplier’s Fees will be calculated as follows:  

[Choose one option, insert relevant details and delete remainder.] 

[If the currency is not NZD clearly state the agreed currency.] 

Fixed Fee 

A fixed Fee of $[    ] excluding GST. 

OR 

 
Hourly Fee Rate 

For each hour worked an Hourly Fee Rate of $[    ] excluding GST, up to a total maximum 
of $[    ] excluding GST. 

If the Supplier reaches the total maximum without completing the Services, the Supplier is 
required to complete the Services without further payment, unless otherwise agreed in 
writing. 

OR 

 
Daily Fee Rate 

For each day worked a Daily Fee Rate of $[    ] excluding GST, up to a total maximum of 
$[    ] excluding GST. One day's work is defined as eight hours. If the Supplier works less 
than a full day the Fee shall be calculated based on the time worked at the agreed Daily 
Fee Rate ie, (Daily Fee Rate ÷ 8) x hours worked. 

If the Supplier reaches the total maximum without completing the Services, the Supplier is 
required to complete the Services without further payment, unless otherwise agreed in 
writing. 

OR  

 
Individual Personnel Rates and/or Approved Personnel Rates 

[Hourly/Daily Fee Rates] for each of the [Approved] Personnel set out below, up to a total 
maximum of $[    ] excluding GST, in accordance with the following table of rates.  

The Supplier’s Approved Personnel are named individuals approved by the Buyer, as 
stated above. [delete if there are no Approved Personnel] 

[Approved] Personnel [Hourly/Daily Fee 
Rate]  

(exc GST) 

Total 
hours/days Total Fees 

[Insert Personnel’s 
specialisation or name of 
Approved Personnel] 

[insert either 
hourly or daily rate 

as applicable] 

[insert total 
maximum 

chargeable 
hours/days] 

[insert total 
maximum 
charge for 

Fees] 

[Insert Personnel’s 
specialisation or name of 
Approved Personnel] 

[insert either 
hourly or daily rate 

as applicable] 

[insert total 
maximum 

chargeable 
hours/days] 

[insert total 
maximum 
charge for 

Fees] 

Total chargeable hours/days [Insert total]  

Total chargeable Fees (excluding GST) [insert total] 
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Expenses 
Reference Schedule 2 
clause 3 

[Choose one option, insert relevant details and delete remainder.] 

[If the currency is not NZD clearly state the agreed currency.] 

No Expenses are payable. 

OR  

Actual and reasonable — general Expenses 

The Buyer will pay the Supplier's actual and reasonable Expenses incurred in delivering 
the Services up to a total maximum amount of $[    ] excluding GST provided that: 

a. the Buyer has given prior written consent to the Supplier incurring the Expense  

b. the Expense is charged at actual and reasonable cost, and 

c. the claim for Expenses is supported by GST receipts. 

 
OR  

Actual and reasonable – specified Expenses 

The Buyer will pay the Supplier's actual and reasonable Expenses incurred in delivering 
the Services up to the total maximum amounts stated below, provided that the claim for 
Expenses is supported by GST receipts. 

Item of Expense 
Number 
of items 

Cost 

(exc GST) 

Total max cost  
(exc GST) 

[accommodation] [number of 
nights] 

[cost per 
night] 

[total cost] 

[meals] [Breakfast, 
lunch and 

dinner] 

[number 
days] 

[total cost] 

[airfares] [number of 
return 
flights] 

[cost per 
flight] 

[total cost] 

[taxi fares] n/a n/a [total cost] 

[mileage for vehicle] n/a [amount per 
item] 

[total cost] 

[printing costs] [copies] n/a [total cost] 

[Subcontractor costs] n/a n/a [total cost] 

Total maximum Expenses (excluding GST) [insert total] 
 

 



213 
 

Daily Allowance 

Reference Schedule 2 
clause 3  

[Choose one option, insert relevant details and delete remainder.] 

[If the currency is not NZD clearly state the agreed currency] 

No Daily Allowances are payable. 

OR 

The Supplier is entitled to charge the following Daily Allowances: 

A fixed Daily Allowance to cover accommodation, meals and incidentals, calculated as 
stated below. The Supplier is not required to provide receipts for Daily Allowances. 

Daily Allowance item 
Number 
of days 

Rate Total 

[Accommodation] [number] [night rate] [total cost] 

[Breakfast] [number] [rate] [total cost] 

[Lunch] [number] [rate] [total cost] 

[Dinner] [number] [rate] [total cost] 

Total maximum Daily Allowances [insert total] 
 

 

Exchange rate 

OPTIONAL 

Delete if n/a 

[Use this where you want to fix the exchange rate at time of letting the contract.] 

Where the Supplier is to be paid in a currency other than NZD the Parties agree that the 
following exchange rate shall apply when calculating the amount due. 

[insert one unit of foreign currency] = NZD[insert amount] 
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Invoices 
Reference Schedule 2 
Subject to clauses 3 and 
11.7 

The Supplier must send the Buyer an invoice for the Charges at the following times: 

[Choose one option, insert relevant details and delete remainder.] 

[If the currency is not NZD clearly state the agreed currency.] 

On completion of the Services. 

OR 

At the end of the month, for Services delivered during that month. 

OR 

On the following dates subject to completion of the relevant [Deliverables/Milestones]. 

 
Deliverable/Milestone Due date 

Amount due  

(exc GST) 

[insert specific Deliverables/Milestones to 
be achieved] 

[insert date for 
completion of 

Deliverable/Mile
stone] 

[insert amount 
payable on 

completion of the 
Deliverable/ 

Milestone] 

Example   

1. Development of training module. 20 April 2012 $2,500 

2. Delivery of training to 20 staff. 30 May 2012 $3,000  

3. Evaluation of training outcomes and end 
of contract report. 

30 June 2012 $1,000 

Total (exc GST) $6,500 
 

 

Address for 
invoices 

Reference Schedule 2 
clause 3 

 Buyer’s address 

For the attention of:  

Physical address:  

Postal address:  

Email: If you allow invoices to be sent by email – otherwise delete 

Fax: If you allow invoices to be sent by fax – otherwise delete 
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Attachments 
Reference 'Contract 
documents' described 
at Page 1  

[Describe any attachments to this Contract. This includes any specific code of 
conduct, health & safety or legislative requirement the Supplier must be aware of in 
providing the Services. Attach a copy and/or provide web address where the 
document can be located – otherwise state ‘None’] 

 

Insurance 

Reference Schedule 2 
Clause 8.1 

 

INSURANCE: (clause 8.1 Schedule 2) 

It is the Supplier’s responsibility to ensure its risks of doing business are adequately 
covered, whether by insurance or otherwise. The Buyer does not require any specific 
insurance under this Contract. [and delete the wording below] 

OR 

The Supplier must have the following insurance: [delete what is not applicable] 

a. Public liability insurance of $[insert figure] OR [three/five/ten] times the total Fees paid 

and payable under this Contract. 

b. Professional indemnity insurance of $[insert figure] OR [three/five/ten] times the total 

Fees paid and payable under this Contract. 

Changes to 
Schedule 2 and 
additional clause/s  

[Set out any changes to clauses in Schedule 2 of this Contract. For example, are 
the time periods set for the meditation/termination processes in clauses 10 and 11 
appropriate? If you require no changes, state ‘None’. The new clause 17.2 below is 
added to ensure the Supplier doesn’t cause the Buyer to breach the Privacy Act 
1993] 

New Clause 17.2: 

“Further to the definition above, ‘Confidential Information’ of the Buyer includes personal 
information (as defined in the Privacy Act 1993) collected or held by the Supplier in 
relation to the Services.”   
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Appendix 11. Glossary 

i “Security in the Government Sector”  

http://www.nzsis.govt.nz/publications/security-in-the-government-sector/ 

http://www.nzsis.govt.nz/assets/media/Security_in_the_Government_Sector_2002.pdf 

ii  Configuration is defined as changes which do not involve changing any code. 

iii  Customisations are defined as changes outside of the CMS eg, changes to templates and 

themes that cannot be managed in the CMS GUI 

iv  Third party modules are entire whole modules which have previously existed and is now 

brought into the project. 

v  Custom code is defined as code developed especially for this project. 

vi  Frameworks are pre-existing collections of code and resources designed to speed up certain 

development tasks eg, bootstrap, foundation, pure CSS. 

                                                      

http://www.nzsis.govt.nz/publications/security-in-the-government-sector/
http://www.nzsis.govt.nz/assets/media/Security_in_the_Government_Sector_2002.pdf



